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WEBINAR ETIQUETTE

* Please

* When logging into go-to-meeting, enter the name that you have registered with

* Put your phone or computer on mute

* Use the Chat option to ask your question(s): We will read them and our guest

speaker will provide an answer to the group

* Thank you!
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AUGUST 16 2017

ACQUISITION HOUR: CYBER SECURITY FOR CURRENT
AND PROSPECTIVE DOD CONTRACTORS AND
SUBCONTRACTORS

AUGUST 17 2017
ACQUISITION HOUR - THE END OF THE FISCAL YEAR IS
HERE: WHAT IS HOT AND WHAT IS NOT

SEPTEMBEER 19 2017
ACQUISITION HOUR: SELLING TO THE STATE OF
WISCONSIN AND LOCAL GOVERNMENTS
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ACQUISITION HOUR: OVERVIEW OF THE FEDERAL
ACQUISITION REGULATIONS (FAR)
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SERVICES OFFERED BY WPI

FREE Bid Matching Services

Individual Counseling and Assistance

Locating Local, State and Federal Opportunities
Government Market Strategy Development
Training in use of Government websites and tools

Assistance with System for Award Management
(SAM) Registration

Assisting in Market Research Process
Development of Market Profile

Small Business Subcontracting Plans Development,
Outreach and Reporting

Small Group Training

Outreach and training with Local, State and Federal
agencies

Assist with Pre and Post Award Functions

Assistance with Agency Specific Contracting
Requirements

Assistance with Contracting Regulations and
Requirements, including FAR, DFAR, CFR

Assistance with GSA Schedule Preparation and
Administration

Assistance with Local, State and Federal
Certifications, including:

* Service Disabled & Veteran Owned Small
Business, HUBZone, Woman Owned Small
Business, 8(a) Business Development

Program
= State
* Local
« DBE

Bid review and Submission Assistance
Proposal review and Submission Assistance

Capabilities Statement and Related Government
Marketing Material Development

Assistance in Locating and Developing Teaming
Partners and Subcontractors

Updated Government Market Information

‘A'D Wisconsin
Procurement
« W B unstitute 10/25/2017

A Procurement Technical
Assistance Center



Successfully Passing a CPSR
Audit can Increase Company
Profit

October 24, 2017
WPI Webinar

e
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Overview of the Sessions

«  Week One - October 24, 2017 -Introduction to the major aspects of a CPSR
including discussion about required policies and procedures. Homework for
Week Two: Read DFARS 252.244-7001, Contractor Purchasing System
Administration; and Contractor Purchasing System Review (CPSR) Guidebook
dated May 9, 2017. Send in questions or concerns to phil@philbail.com for
discussion in Week Two.

e Week Two — October 31, 2017 -Discussion of ’"homework” from Week One.

e Week Three — November 7 2017 - Source Selection and Price Reasonableness
Determinations

« Week Four - November 14, 2017 - Required Clause Flow Down; Executive
Order Compliance; and look at “findings” from a recent CPSR.

‘Phll Bail & Assoc1ates O
A Veteran Owned Small Business
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Week One

First Question — What are the major aspects of a CPSR?

Veteran Owned Small Business



Four Major Aspects of A Contractor Purchasing System
Review (CPSR) Audit

1. Purchasing Policies and Procedures “Topics”

2. Training of buyers and intra-company audits of Supply
Chain

3. Sole Source Rationale and Price Reasonableness
Determinations

4. Flow Down of Mandatory Clauses and Compliance with
applicable Public Laws

Veteran Owned Small Business



Purchasing Policies and Procedures

*  Truthful Cost or Pricing Data (Truth-In-Negotiations Act (TINA))
« Cost Accounting Standards

* Prior Consent and Advance Notification

« Small Business Subcontracting Plans

* Protecting the Government’s Interest when Subcontracting with
Contractors Debarred, suspended, or Proposed for Debarment —
Week 4

» Limitations on Use of Appropriated Funds to Influence Certain
Federal Contracting and Financial Transactions (Anti-Lobbying) —
Week 4

» Defense Priorities and Allocation system (DPAS) System Rating

* Federal Funding Accountability and Transparency Act (FFATA) of
2006 — Week 4

« Counterfeit Parts Mitigation and Surveillance — Week 4

>~ A Veteran Owned Small Business

—
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Purchasing Policies and Procedures - Continued

* Price Analysis — Week 3

« Competition in Subcontracting — Week 3

« Sole Source Selection Justification — Week 3
« Negotiations — Week 3

« Best Value — Week 3

« Make-or-Buy Program

« Limitations on Pass-through Charges — Week 4
« Internal Purchasing Organization

* Documentation

« Training

* Internal Review/Self Audit

* Mandatory FAR/DFARS Flow Down Requirements/Terms and
Conditions — Week 4

* Purchase Requisition Process

>~ A Veteran Owned Small Business

—
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Purchasing Policies and Procedures - Continued

 Commercial Item Determination
» Subcontract types

* Interdepartmental Relations

* Procurement Authority

* Vendor Rating System

» Restrictions on the Acquisition of Specialty Metals/Articles containing Specialty Metals —
Week 4

* Supply Chain Management Process

» Subcontractor/Vendor Closeout Process

* Long Term Purchasing Arrangements

» Handling Change Orders and Modifications

* Intra/Inter-Company, Affiliate, or Subsidiary Transactions

>~ A Veteran Owned Small Business

—
@)Phil Bail & Associates



Truthful Cost or Pricing Data (Truth-In-Negotiations Act
(TINA))

« Regulatory References:
— FAR 15.403-1 (b) — exceptions
— FAR 15.403-4 — criteria for obtaining cost or pricing data

 Threshold:

— $750,000 for prime contracts awarded on or after
October 1, 2015

Do your buyers know the exceptions to compliance?

Veteran Owned Small Business



Cost Accounting Standards

« Regulatory References:

— FAR 52.230-2, Cost Accounting
Standards

« Exemptions: See 9903.201-1 (part of 48
CFR, chapter 99)

— Note: 52.230-2 requires a contractor to include the
substance of the CAS clause in all negotiated subcontracts
(at any tier) into which the contractor enters. This is often
referred to as the “CAS flow down clause”. However, a
subcontract is not subject to CAS if it meets one of the CAS

exemptions.

Do your buyers understand if and when CAS
compliance from a vendor is required?

=
9 Phil Bail & Associates
> A Veteran Owned Small Business



Prior Consent and Advance Notification

« Regulatory References:
— FAR 44.201

« Comments:

— Advance Notification and Consent to Subcontract requirements
differ if your purchasing system is Government-approved or isn't.

If your purchasing system is not Government-approved, have you
requested consent to subcontract IAW FAR 44.201-1 (b)?

—
@)Ehil Bail & Associates
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Small Business Subcontracting Plans

* Regulatory References:
— FAR 19.701

* EXxceptions:

— Subcontract does not meet the $700,000 threshold

— Exempt if prime contract includes 52.212-5, or the

subcontractor provides a commercial item subject to
FAR 52.244-6

Has your Small Business Program been audited
by DCMA or the SBA?

Has management officially appointed an SBLO?

@‘Phll Bail & Assoc1ates

A Veteran Owned Small Busines




Defense Priorities and Allocation system (DPAS) System
Rating

« Regulatory References:

— FAR 11.600, 52.211-15, Defense Priority and Allocation
Requirements

Are you familiar with the two levels of priority?

Do you get written acceptance of a rated PO from your vendors within
the timeframe prescribed?

Do you include required DPAS language in PO’s containing a DO
rating?

A Veteran Owned Small Busines

@‘Phll Bail & Assoc1ates



Price Reasonableness Determinations — To be discussed in more
depth during Week 3 Presentation (February 21, 2016)

« Adequate Competition is a basis for determining a price reasonable. Do buyers
understand what “adequate” competition is?

« If a product/service is bought from a single/sole source, the reasonableness of
the price must be determined using price or cost analysis. Do buyers
understand this responsibility?

« What is subpart of FAR that discusses price reasonableness?
« What is price analysis?

« What is cost analysis?

« When is Certified Cost or Pricing Data Required?

’s
‘Phll Bail & Associates
A Veteran Owned Small Business



Sole Source Rationale —to be discussed in more depth in Week 3
(November 7, 2017)

_
&

If a product or service is bought single/sole source, does the buyer
explain “why” the single/sole source situation exists?

Does the buyer know the difference between a single source versus a
sole source?

What is the role of the company engineer, project manager and
Supply Chain buyer in determining and/or approving a single/sole
source?

Phil Bail & Associates

A Veteran Owned Small Business




Make-or-Buy Program

* Regulatory Reference:
— FAR15.407-2
— DFARS 215.407-2

Does your company have a written Make-or-Buy Program plan
that lays out when you “make” and when you “buy”?

How does “Contracts Department” inform the buyer when a
Make-or-Buy Program is required by the prime contract?

e
N\ Y
9 Phil Bail & Associates
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Internal Purchasing Organization

Does your company have a group identified to buy ALL supplies
and services?

If someone outside the Supply Chain buys supplies and services,
does policy document explain why?

Is there oversight by the Purchasing Manager of purchases made
outside the Supply Chain?

Is the organizational chain of command for the purchasing group
clearly defined?

N\ Y
@’ Phil Bail & Associates -
A Veteran Owned Small Busine




Documentation

&>

* Regulation Reference:

FAR 15.406-3

DFARS 252.244-7001 (c)(4) 5) (7) (9) (10) (11) (12)
(15) (16) (19) (23

Does the PO file explain all actions of the buyer
In making the award

sole source justification,

price justification,

use or non-use of small business,
applicability of TINA or CAS;

written acceptance or certification from vendor
related to required flow-down clauses?

Homework: Go to www.philbail.com, FIGURE 2 on pages 30-31)
of article about CPSR’s under “Resources”

Phil Bail & Assoc1ates

A Veteran Owned Small
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Training

&>

* Regulatory Reference:
— DFARS 252.244-7001 (c) (17) and (18)

Does a buyer training file exist that shows the
procurement-related training the buyer has
received?

 Does training include

FAR and DFARS changes?

Conflict of Interest

Gifts and gratuities, including Kickback Act
Purchasing Manual updates

Internal audits

Phil Bail & Assoc1ates

A Veteran Owned Small Busines



Internal Review/Self Audit

« Regulatory References:
— DFARS 252.244-7001 (c) (18)
— FAR 52.203-13
— FAR 52.203-14
— FAR 52.203-15
— FAR 52.203-16

* Internal audits - a control process to monitor compliance
with Government regulations and contract clauses and
verify that company policies adhere to the requirements of
the business system criteria.

Veteran Owned Small Business



Purchase Requisition Process

« Regulatory References:
— DFARS 252.244-7001 (c) (4)

Are Purchase Requisitions (PRs) authorized in accordance with
company policy?

Are PRs issued for bonafide needs?
Do PRs precede issuance of PO/subcontract?

Does data trail exist from prime contract to PR to PO?

e
N\ Y
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Commercial Item Determination

« Regulatory References.:
— FAR 2.101
— FAR 52.244-6
— DFARS 252.244-7000

* Do buyers document commercial item determinations in the PO
file?

« Comment: Commercial item determination can eliminate
requirements such as certified cost or pricing data.
Understanding what a commercial item is can be very helpful to

buyers.

Veteran Owned Small Business



Subcontract types

« Regulatory References:
— DFARS 252.244-7001 (c) (5) (23)
— FAR 52.244-2
— FAR Subpart 44.2

« Subcontract type is the principal method of allocating risk between the
buyer and the supplier

« Does company purchasing manual explain how subcontract type
should be determined?

e
\ Y
9 Phil Bail & Associates
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Interdepartmental Relations

 The Supply Chain cannot live in a vacuum

— A company must establish a formal chain-of-command between the
Supply Chain, Contracts, Finance, Engineering; and, upper
management.

— The Purchasing Manual should explain when and how these
organizations interface.

— Contracts must have a way of inputting specific prime contract
requirements into PRs so buyers know if any special requirements
must be included in solicitations to vendors

=
9 Phil Bail & Associates
> A Veteran Owned Small Business



Procurement Authority

« Regulatory References:
— DFARS 252.244-7001 (c) (3)

« Employees making purchases for a company must be
authorized to do so.

- Authority should be limited by the experience level of each buyer.

- The purchasing manual should explain the approval level of
buyers and the management oversight of purchases.

=
9 Phil Bail & Associates
> A Veteran Owned Small Business



Vendor Rating System

« “Responsibility” determination using FAR
9.104-4 —an be used as guide for prime
contractors. Oftentimes, a contractor
establishes a Vendor Rating System that
Incorporates quality, timeliness of delivery
and pricing into a rating of each vendor. If
such a system is established, buyers
should use the vendor rating system in
making best value procurements.

 If no Vendor Rating System exists, explain
In the purchasing manual why your
company doesn’t use such a system.

Veteran Owned Small Business



Supply Chain Management Process

« Regulatory References:
— FAR 52.244-2
— FAR 42.302 (a) (50)
— DFARS 252.244-7000 (c ) (14) (20) (21)

« Purchasing Manual should explain a contractors process regarding
sourcing strategy, work transfer, vendor rating system, supplier risk
management, purchasing, Government notification, internal audit and
controls (metrics), surveillance & performance monitoring; and, supplier

corrective action.

=
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Subcontractor/Vendor Closeout Process

« Regulatory References

Does the buyer handle a PO from issuance to closeout?

If not, who does? The Purchasing manual should explain
this process

Veteran Owned Small Business




Long Term Purchasing Arrangements

« Regulatory References:
— FAR 9.601
— FAR 16.5and 16.7 and 17.2

- Comments: Have sole source justifications and price
reasonableness determinations been made? When
buyers purchase against a long-term agreement,
does the PO file identify the long-term agreement so
a data trall is established?

- Potential Issues: Maintaining adeguate price
competition in subcontracting “...to the maximum
practical extent (FAR 52.244-5); and ensuring
sufficient subcontract formation techniques.

=
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Handling Change Orders and Modifications

« Regulatory References:
— DFARS 244-7001 (c) (1) (4) and (15)

 Comments:

- Each maodification or change order must be treated as a stand-
alone contract in terms of thresholds, price reasonableness and
source selection.

- The Purchasing Manual should explain how subcontract
modifications are handled.

=
9 Phil Bail & Associates
> A Veteran Owned Small Business



Intra/Inter-Company, Affiliate, or Subsidiary Transactions

« Regulatory References:
— FAR 31.205-26 (e)
— FAR 44-303 (e)
— DFARS 252.244-7001 (c) (1) and (5)

Allowance for all materials, supplies and services sold or transferred
between any divisions, subdivisions, subsidiaries, or affiliates of the
contractor under a common control shall be on the basis of cost

iIncurred IAW 31.205-26 (e). This allowance may be on the basis of

price when certain practices are established as explained in the
Purchasing Manual.

=
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Flow Down of Mandatory Clauses and Compliance with applicable
Public Laws - Week 4

« Does your company flow mandatory clauses to prospective
suppliers/subcontractors?

* Do your “standard” terms and conditions limit or in any way restrict the rights of
the Government in regard to data, tooling, or designs it owns or has a right to
use

« Do your “standard” terms and conditions improperly purport to give a
subcontractor the right to pursue a claim directly against the Government
(versus indirectly, as as appealing in the name of the prime contractor with the
prime contractor’s permission?

« How do your buyers know if a specific prime contract requires “additional”
clauses to be flowed to prospective suppliers/subcontractors?

‘Phll Bail & Associates
A Veteran Owned Small Business



Week Two

« Week Two — October 31, 2017 — Discuss guestions from
attendees about

— DFARS 252.244-7001, Contractor Purchasing System
Administration - discussion of the 24 criteria essential to
pass a CPSR audit; and

— Contractor Purchasing system Review (CPSR)
Guidebook, May 9, 2017

Veteran Owned Small Business
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Questions? Comments?

Phil Bail & Associates
A Veteran-Owned Small Business

philbail.com

phil@philbail.com
262.573.3396

U Follow me on Twitter @philbail.

hil Bail & Associates
11 Business

Veteran Owned Sma
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ACQUISITION HOUR LIVE WEBINAR SERIES

October 31, 2017 — The Contractor Purchasing System Review (CPSR) Series part 2 of 4 —
CLICK HERE for additional information — presented by Phil Bail, Phil Bail and Associates

November 1, 2017 — Flow-down Clauses — Management and Responsibilities for Federal
Contractors — CLICK HERE for additional information — presented by Carol Murphy —Wisconsin
Procurement Institute (WPI)

November 1, 2017 — Cybersecurity and Technology — CLICK HERE for additional information
— presented by George Chavez

November 7, 2017 — The Contractor Purchasing System Review (CPSR) Series part 3 of 4 —
CLICK HERE for additional information — presented by Phil Bail, Phil Bail and Associates

November 8, 2017 — Cyber Security for Current and Prospective DOD Contractors and
Subcontractors — CLICK HERE for additional information — presented by Marc Violante —
Wisconsin Procurement Institute (WPI)

November 14, 2017 — The Contractor Purchasing System Review (CPSR) Series part 4 of 4 —
CLICK HERE for additional information — presented by Phil Bail, Phil Bail and Associates

« W B mnsttute 10/25/2017 41
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https://www.wispro.org/events/acquisition-hour-the-contractor-purchasing-system-review-cpsr-series-part-2-of-4/
https://www.wispro.org/events/acquisition-hour-flow-down-clauses-management-and-responsibilities-for-federal-contractors-2/
https://www.wispro.org/events/acquisition-hour-cyber-security-and-technology/
https://www.wispro.org/events/acquisition-hour-the-contractor-purchasing-system-review-cpsr-series-part-3-of-4/
https://www.wispro.org/events/acquisition-hour-cyber-security-for-current-and-prospective-dod-contractors-and-subcontractors-2/
https://www.wispro.org/events/acquisition-hour-the-contractor-purchasing-system-review-cpsr-series-part-4-of-4/

ACQUISITION HOUR LIVE WEBINAR SERIES

* November 15, 2017 — Compliance with NEW DOD regulations on Safeguarding Covered
Defense Information — a Legal Perspective — CLICK HERE for additional information —
presented by Husch Blackwell LLP

* November 28, 2017 — The HUBZone Program — Certification Benefits and New Regulations —
CLICK HERE for additional information — presented by Shane Mahaffy, Lead Business
Opportunity Specialist, US.Small Business Administration (SBA)

* November 29, 2017 — Overview of CPARS — CLICK HERE for additional information — presented
by Carol Murphy, Wisconsin Procurement Institute (WPI)

* December 5, 2017 — The SBA 8(a) certification program — CLICK HERE for additional
information — presented by Shane Mahaffy, Lead Business Opportunity Specialist, US.Small
Business Administration (SBA)

* December 6, 2017 — Cyber Security for Current and Prospective DOD Contractors and
Subcontractors — CLICK HERE for additional information — presented by Marc Violante —
Wisconsin Procurement Institute (WPI)

« W B mnsttute 10/25/2017
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https://www.wispro.org/events/acquisition-hour-compliance-with-new-dod-regulations-on-safeguarding-covered-defense-information-a-legal-perspective/
https://www.wispro.org/events/acquisition-hour-the-hubzone-program-certification-benefits-and-new-regulations-3/
https://www.wispro.org/events/acquisition-hour-overview-of-cpars-3/
https://www.wispro.org/events/acquisition-hour-the-sba-8a-certification-program-3/
https://www.wispro.org/events/acquisition-hour-cyber-security-for-current-and-prospective-dod-contractors-and-subcontractors-3/

MARKETPLACE 2017

Save the date: December 13 -14

PRE-MARKETPLACE Series presented by WPI
https://premarketplacewi.org/

« W B mnsttute 10/25/2017
cu Technical
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SURVEY

A ' Wisconsin
Procurement
« ' ] ] Institute

A Procurement Technical
Assistance Center
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CONTINUING PROFESSIONAL EDUCATION

NCIVELA

NATIONAL CONTRACT MANAGEMENT ASSOCIATION

CPE Certificate available, please contact:
Benjamin Blanc

benjaminb@wispro.org

Procurement
ttttttttt 10/25/2017
hnical
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PRESENTED BY

Wisconsin Procurement Institute (WPI)
WWW.WISpro.org

Phil Bail | Phil Bail & Associates
A Veteran-Owned Small Business
phil@philbail.com 262-573-3396

Benjamin Blanc, CFCM, CPPS | Government Contract Specialist
Benjaminb@wispro.org 414-270-3600

10437 Innovation Drive, Suite 320
Milwaukee, WI 53226
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