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WEBINAR ETIQUETTE 

PLEASE 

• Log into the GoToMeeting session with the name that you registered with 
online 

• Place your phone or computer on MUTE 

• Use the CHAT option to ask your question(s).  We will share the questions 
with our guest speaker who will respond to the group 

THANK YOU! 
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ABOUT WPI 
SUPPORTING THE MISSION 

 
SERVING WISCONSIN  

COMPANIES FOR 30 YEARS! 
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Assist businesses in creating, 

development and growing their 

sales, revenue and jobs through 

Federal, state and local government 

contracts. 

WPI is a Procurement Technical Assistance Center (PTAC) funded in part by 
the Defense Logistics Agency (DLA), WEDC and other funding sources. 
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CAMP DOUGLAS 

WPI OFFICE LOCATIONS 
• MILWAUKEE – Technology Innovation Center 

• MADISON – 

• Madison Enterprise Center 

• FEED Kitchens 

• CAMP DOUGLAS– Juneau County Economic 
Development Corporation (JCEDC) 

• WAUSAU – Wausau Region Chamber of Commerce 

• APPLETON / OSHKOSH – Fox Valley Technical 
College ‘ 

WPI partner co-locations 

• Eau Claire – Western Dairyland 

• Ladysmith – Indianhead Community Action Agency 

• Menomonie – Dunn County EDC 

• Racine - Launchbox 

 

MADISON 

APPLETON 
and OSHKOSH 

WAUSAU 

MILWAUKEE 
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Webinar Overview 
1. General background 

2. NIST requirements 

3. Starting points for 
implementation 

4. References 
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What data/information is on your computer?  

 

On your Network? 

 

What devices are being used? 

 

What are the entry points? 

 

Are the security/safeguarding requirements all 

the same? – different customers, different types 

of data/information 

5/23/2018 
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• Growing 

• Evolving 

• Not just passwords 

• Sophisticated  
• Individuals, nation-states, repositories of resources/tools 

• Active penetration –  
• Motivations might be -- challenge, game, treasure hunt, bragging rights 

• Breaches not identified for significant amount of time 

• Breach = total access 

General issues 

5/23/2018 
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• NIST  Cybersecurity Framework – released 
April 2018 

• NIST 800-171A - Assessing Security 
Requirements for Controlled Unclassified 
Information (Final Draft) – Feb 2018 

• Department of Homeland Security Unveils Strategy 
to Guide Cybersecurity Efforts  - May 15, 2018 

 

Additional Resources 
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https://www.nist.gov/news-events/news/2018/04/nist-releases-version-11-its-popular-cybersecurity-framework 
https://csrc.nist.gov/publications/detail/sp/800-171a/draft 
https://www.dhs.gov/news/2018/05/15/department-homeland-security-unveils-strategy-guide-cybersecurity-efforts 
 

** There is no prescribed 
format or specified level of 
detail for system security 
plans. However, 
organizations ensure that 
the required information 
in [SP 800-171 
Requirement] 3.12.4 is 
conveyed in those plans. 
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Additional Resources –  
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https://csrc.nist.gov/publications/detail/fips/200/final 

NIST 200 – Minimum Security Requirements for Federal information and Information Systems 



Additional Resources –   
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 Final Draft: https://csrc.nist.gov/publications/detail/sp/800-171a/draft  

NIST 800-171A –  Assessing Security Requirements for Controlled Unclassified Information (Final Draft)  



Additional Resources –   
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 https://doi.org/10.6028/NIST.CSWP.04162018  

Framework Core Structure 

Notional Information and Decision 
Flows within an Organization 

Cyber Supply Chain Relationships 

Framework for 
Improving 
Critical 
Infrastructure 
Cybersecurity 
 



email 
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May 21, 2018 03:00 PM ET 
Electronic mail as we know it is drowning in 
spam, forged phishing mails, and other scams 
and hacks. It’s going to get worse before it gets 
better. 

https://www.nextgov.com/cybersecurity/2018/05/email-dangerous/148359/ 



Snap shot of current stories 

5/23/2018 
Next Gov email February 27, 2018 
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Symantec’s 2018 Internet Security Report 

5/23/2018 
Email received March 28, 2018 
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Symantec’s 2018 Internet Security 
Threat Report (ISTR) reveals that not 
only has the sheer volume of threats 
increased, but the threat landscape has 
become more diverse, with attackers 
working harder to discover new avenues 
of attack and cover their tracks while 
doing so.  

Cryptojacking attacks explode 
by 8,500 percent. 
Shifting trends in ransomware. 
Implanted malware grows by 
200 percent, compromising 
software supply chain. 
Mobile malware variants 
increase by 54 percent. 



Current News 
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Baltimore’s 911 dispatch system was hacked by an unknown actor 
or actors over the weekend, prompting a temporary shutdown of 
automated dispatching and an investigation into the breach 

Employees of the city of Atlanta turned their computers on the first 
time Tuesday since a cyberattack Thursday paralyzed that city’s 
online bill payment system 

http://www.baltimoresun.com/news/maryland/crime/bs-md-ci-911-hacked-20180327-story.html 



Federal supply chain – the soft underbelly 

5/23/2018 

https://www.securityweek.com/us-government-contractors-score-poorly-cyber-risk-tests 
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http://dodprocurementtoolbox.com/site-pages/cybersecurity-other-resources - What happens on December 31, 2017 
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What happens when ---- 

Images copied from: eglin.af.mil 

Ours Theirs 
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Defense News ---- May 22, 2018 

https://www.defensenews.com/pentagon/2018/05/22/the-us-is-running-out-of-bombs-and-it-may-soon-struggle-to-make-
more/?utm_source=Sailthru&utm_medium=email&utm_campaign=ebb-5-23&utm_term=Editorial%20-%20Military%20-%20Early%20Bird%20Brief 

5/23/2018 
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…”key suppliers are foreign-owned, with no indigenous capability 
to produce vital parts and materials ― setting up the risk that a 
conflict with China could rely on Chinese-made parts. “ 



What if there is a potential breach? 

“Don’t panic. Cybersecurity occurs in a dynamic environment. Hackers 
are constantly coming up with new ways to attack information systems, 
and DoD is constantly responding to these threats. Even if a contractor 
does everything right and institutes the strongest checks and controls, 
it is possible that someone will come up with a new way to penetrate 
these measures. DoD does not penalize contractors acting in good 
faith. The key is to work in partnership with DoD so that new strategies 
can be developed to stay one step ahead of the hackers.” 

http://business.defense.gov/Small-Business/Cybersecurity/ 

5/23/2018 
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DFARS 252.204-7012 – Implementation 
Compliance - background 

 (d)  A cyber incident that is reported by a contractor or subcontractor shall 
not, by itself, be interpreted as evidence that the contractor or subcontractor has 
failed to provide adequate security on their covered contractor information 
systems, or has otherwise failed to meet the requirements of the clause at 
252.204-7012, Safeguarding Covered Defense Information and Cyber Incident 
Reporting. When a cyber incident is reported, the contracting officer shall consult 
with the DoD component Chief Information Officer/cyber security office prior to 
assessing contractor compliance (see PGI 204.7303-3(a)(3) (DFARS/PGI view)). The 
contracting officer shall consider such cyber incidents in the context of an overall 
assessment of a contractor’s compliance with the requirements of the clause at 
252.204-7012. 

SUBPART 204.73--SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING(Revised December 28, 2017) 

5/23/2018 
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DFARS 252.204-7012 – Implementation 
Compliance – Contracting Officer’s actions 

  (ii)  Request a description of the contractor's implementation of the 
security requirements in NIST SP 800-171, "Protecting Controlled Unclassified 
Information in Nonfederal Information Systems and Organizations" (see 
http://dx.doi.org/10.6028/NIST.SP.800-171) in order to support evaluation of 
whether any of the controls were inadequate, or if any of the controls were not 
implemented at the time of the incident; and 

PGI 204.7303-3 Cyber incident and compromise reporting. 

5/23/2018 
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Cybersecurity in DoD Acquisition Regulations 

http://dodprocurementtoolbox.com/site-pages/cybersecurity-dod-acquisition-regulations  - visited Nov 7, 2017 

5/23/2018 
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Cybersecurity Risk Management Framework (RMF) 

http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf 
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Annex A - Cybersecurity Throughout the Acquisition Lifecycle  

http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf   -- TOC 

• A.1 Materiel Solution Analysis (MSA) Phase  

•  A.1.1 Cybersecurity Assessment Criteria for Analysis of Alternatives (AoA) 

• A.1.2 Develop Initial Cybersecurity Strategy and Include Cybersecurity in MS A 
Documentation 

• A.2 Technology Maturation and Risk Reduction (TMRR) Phase  

• A.2.1 Include Cybersecurity in System Design and Development RFP Release 
Decision 

• Documentation 

• A.2.2 Include Cybersecurity in Preliminary Design and Final MS B Documentation 

• A.3 Engineering and Manufacturing Development (EMD) Phase 

• A.3.1 Include Cybersecurity in Detailed Final Design 

5/23/2018 
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New medium – same requirements; tailored 

NIST (SP) 800-171 Revision 1, December 2016  

3.8.1 Protect (i.e., physically control and securely store) system 

media containing CUI, both paper and digital.  

5/23/2018 
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DFAR 252.204-7012 

• Contractor systems with – Covered Defense Information (CDI) 
• transiting | stored | transmitted from 

• CDI – unclassified controlled technical information in CUI Registry 

• Required to provide Adequate Security 
• Implement NIST(SP) 800-171 at a minimum 
• Flowdown requirements 

• Monitor network/system – “capture/submit – malware” 

• Perform investigation when required – breach 

• Report to dibnet.mil within 72 hours 
• IASE Medium Security Certificate required,  3 – 7 days 
• Account with dibnet.mil, requires certificate 

5/23/2018 
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DFAR 252.204-7012 

5/23/2018 
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Train-the-Trainer Unabridged DFARS 252.204-7012 May 2018_0 – accessed from www.dodprocurementtoolbox.com/cybersecurity - slide 17 

http://www.dodprocurementtoolbox.com/cybersecurity


Covered contractor information system 

• Means an unclassified information system that is owned, or operated 
by or for, a contractor and that processes, stores, or transmits 
covered defense information. 

• Derived requirement – covered defense information must be handled 
with “adequate security” at all times. 

• DOD’s IASE Certificate provides for 
• Digitally signing of documents (ID, entity affiliation, citizenship) 

• Encrypting documents 

• See: https://iase.disa.mil/Pages/index.aspx Information Assurance Support 
Environment 

DFARS 252.204-7012 Definitions 
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Covered Defense Information(CDI ) 

DFARS Clause 252.204-7012, Safeguarding Covered Defense 
Information and Cyber Incident Reporting, requires contractors to 
provide “adequate security” for covered defense information that is 
processed, stored, or transmitted on the contractor’s internal 
information system or network. The Department must mark, or 
otherwise identify in the contract, any covered defense information 
that is provided to the contractor, and must ensure that the contract 
includes the requirement for the contractor to mark covered defense 
information developed in performance of the contract. 

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017  
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Subcontracts – the contractor shall 

• Include this clause, including this paragraph (m), in subcontracts, or similar 
contractual instruments, for operationally critical support, or for which 
subcontract performance will involve covered defense information, including 
subcontracts for commercial items, without alteration, except to identify the 
parties.  

• The Contractor shall determine if the information required for subcontractor 
performance retains its identity as covered defense information and will require 
protection under this clause, and, if necessary, consult with the Contracting 
Officer; and 

•  Require subcontractors to— 
• Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request to 

vary from a NIST SP 800-171 security requirement to the Contracting Officer, in accordance 
with paragraph (b)(2)(ii)(B) of this clause; and 

• Provide the incident report number, automatically assigned by DoD, to the prime Contractor 
(or next higher-tier subcontractor) as soon as practicable, when reporting a cyber incident to 
DoD as required in paragraph (c) of this clause. 

DFARS 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, (m)  

5/23/2018 
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Subcontracts – flowdown 

5/23/2018 
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Train-the-Trainer Unabridged DFARS 252.204-7012 May 2018_0 – accessed from www.dodprocurementtoolbox.com/cybersecurity - slide 15 

Key thoughts – deliberate management & minimize 
flowdown 

http://www.dodprocurementtoolbox.com/cybersecurity


Subcontracts – the contractor shall 

“Subcontract” means a contract or contractual action 

entered into by a prime contractor or subcontractor for the purpose 

of obtaining supplies, materials, equipment, or services 

of any kind under a prime contract.” 

“Subcontractor” (1) means any person, other than the 

prime contractor, who offers to furnish or furnishes any supplies, 

materials, equipment, or services of any kind under a 

prime contract or a subcontract entered into in connection 

with such prime contract; and (2) includes any person who 

offers to furnish or furnishes general supplies to the prime 

contractor or a higher tier subcontractor. 

FAR 3.502-1 Definitions 
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NIST (SP) 800-171 Tailored Criteria 

There are three primary criteria for eliminating a security control or 
control enhancement from the moderate baseline including—  

 
• Uniquely federal (i.e., primarily the responsibility of the federal government);  

• Not directly related to protecting the confidentiality of CUI; or  

• Expected to be routinely satisfied by nonfederal organizations without 
specification. 

• Communicated/communication with KO / Approval 

 

 
NIST (SP) 800-171 Revision 1, December 2016  

5/23/2018 
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NIST (SP) 800-171 R1 – request to vary 

 

• Per DFARS Clause 252.205-7012(b)(2)(ii)(B), if the offeror proposes to vary 
fromNIST SP 800-171, the Offeror shall submit to the Contracting Officer, for 
consideration by the DoD CIO, a written explanation of - 
Why security requirement is not applicable; OR 

How an alternative but equally effective security measure is used to achieve equivalent 
protection 

 

 

5/23/2018 
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Covered Defense Information(CDI ) 

• Most requirements in NIST SP 800-171 are about policy, process, and 
configuring IT securely.  

• These requirements entail determining what the company policy 
should be (e.g., what should be the interval between required 
password changes) and then configuring the IT system to implement 
the policy.  

• Some requirements will require security-related software (such as 
anti-virus) or additional hardware (e.g., firewall). 

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017  

5/23/2018 

41 



NIST (SP) 800-171 Revision 1 

NIST Document – cover page 
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NIST (SP) 800-171 Revision 1 

• 3 Chapters – 80 pages 
• Introduction 

• The Fundamentals 

• The Requirements 

• References 

• Glossary 

• Mapping Table 
• Requirement <> NIST (SP) 800-53 <> ISO/IEC 27001 – as applicable 

• Tailored Criteria 

NIST (SP) 800-171 Revision 1, December 2016  

5/23/2018 

43 



NIST (SP) 800-171 Revision 1 

NIST (SP) 800-171 r1 – Cautionary Note, page iv  
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Note: NIST SP 800-171 v. NIST SP 800-171 Rev 1 

• Note that DFARS Clause 252.204-7012 requires the contractor to 
implement the version of the NIST SP 800-171 that is in effect at the time 
of the solicitation, or such other version that is authorized by the 
contracting officer.  

• Thus, if Revision 1 of NIST SP 800-171 was not in effect at the time of the 
solicitation, the contractor should work with the contracting officer to 
modify the contract to authorize the use of NIST SP 800-171, Revision 1, 
dated December 2016. 

• DoD guidance is for contracting officers to work with contractors who 
request assistance in the consistent implementation of the latest version of 
DFARS Clause 252.204-7012 and NIST SP 800-171, Revision 1. 

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017  
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NIST (SP) 800-171 Revision 1 - Requirements  

NIST (SP) 800-171 Revision 1, December 2016  

5/23/2018 
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NIST (SP) 800-171 Revision 1 - example 

3.12 SECURITY ASSESSMENT  

Basic Security Requirements:  

3.12.1 Periodically assess the security controls in organizational systems to determine if the controls are 
effective in their application.  

3.12.2 Develop and implement plans of action designed to correct deficiencies and reduce or eliminate 
vulnerabilities in organizational systems.  

3.12.3 Monitor security controls on an ongoing basis to ensure the continued effectiveness of the controls.  

3.12.4 Develop, document, and periodically update system security plans that describe system boundaries, 
system environments of operation, how security requirements are implemented, and the relationships with or 
connections to other systems.26  

 

• Derived Security Requirements: None.  

NIST (SP) 800-171 Revision 1, December 2016  
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Security Controls 

https://www.sans.edu/cyber-research/security-laboratory/article/security-controls visited 2/28/2017 

5/23/2018 

Control categories: (examples) 
 
• Physical control 

• Lock 
• fence 

• Access controls 
• Admin controls 

• Segregation of duties 
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DFARS 252.204-7012 – Implementation 
Compliance 

There is no single or prescribed manner in which a contractor may 
choose to implement the requirements of NIST SP 800-171, or to assess 
their own compliance with those requirements.  

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017  
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DFARS / NIST Implementation 

A reasonable first step may be for company personnel with knowledge 
of their information systems security practices to  

• read through the publication,  

• examining each requirement 

•  determine if it may require a change to company policy or processes, 
a configuration change for existing company information technology 
(IT), or if it requires an additional software or hardware solution. 
Most requirements 

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017  

5/23/2018 
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Traffic Light - protocol 



Risk Assessment – NIST (SP)800-39 

• A fundamental component of an organizational risk management process – 
may be conducted at different organizational tiers 
• Organization, mission/business, IT systems level 

• Identify, estimate and prioritize risk to an organization 

• Purpose – inform and advise, decision makers and support risk responses 
by 
• Identifying relevant threats 
• Vulnerabilities 
• Impact 
• Likelihood that harm will occur 

• Outcome is a determination of risk 

 NIST 800-30 r1 Guide for Conducting Risk Assessments, Chapter 1, page 1   
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NIST (SP) 800-171 Revision 1 – key idea 

NIST (SP) 800-171 Revision 1, December 2016 : refers to 3.4.4 only  

• Don’t act too quickly 
• Ask questions – in quality there are the 5 why’s 
• Test first if possible 
• Look for unintended consequences 
• Monitor impact 
• Look for … 

 

Control 

Analysis 

Implement 

Monitor 

Update – if 
needed 
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Current Status – ongoing process 

•800-171R1 Review complete, no issues identified No issues 

•Reviews in progress 

•Issues/questions require resolution Unknown 

•Unauthorized logins 

•Questionable log activity 

•External information – complaints, issues, other 

 

Issues present 

NIST (SP) 800-171 Revision 1, December 2016 – 3.12 Security Assessment  5/23/2018 
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Implementation – Contractor’s responsibility 

Ultimately, it is the contractor’s responsibility to determine whether 
it is has implemented the NIST SP 800-171 (as well as any other 
security measures necessary to provide adequate security for covered 
defense information).  

Third party assessments or certifications of compliance are not  
 required,  

 authorized,  

 or recognized by DoD,  

 nor will DoD certify that a contractor is compliant with the NIST SP 800-171 
security requirements. 

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017  
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Implementation – Decisions 

• Having reviewed all of the security requirements, a company may 
then determine which of the requirements,  

1) can be accomplished by their own in-house IT personnel,  

2) require additional research in order to be accomplished by company 
personnel,  

3) require outside assistance. 

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017 & 
DoD Procurement Toolbox – What Happens on December 31, 2017 – slide 11  
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Information – life cycle, general elements 

Receipt 

Marking 

Storage 

Use 

Sharing 

Destruction 

• Auditing 
• Awareness 
• Controls 
• Deliverables  
• Information – source(s) 
• Monitor – test 
• Questions to KO, other 
• Training 
• Transmittal registry 
• Update procedures 
 

M.N. Violante, WPI  – Nov 2017 
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Information – life cycle – NIST (examples) 

Receipt - 3.1.3 Control the flow of CUI in accordance with approved authorizations.    

Marking - 3.8.4 Mark media with necessary CUI markings and distribution limitations 

Storage -- 3.8.1 Protect (i.e., physically control and securely store) system media containing CUI, 
both paper and digital. 

Use - 3.9.1 Screen individuals prior to authorizing access to organizational systems containing CUI. 

Sharing - 3.10.3 Escort visitors and monitor visitor activity.  

Destruction - 3.8.3 Sanitize or destroy system media containing CUI before disposal or release for 
reuse. 

5/23/2018 
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The Existence of CUI is the controlling factor  

https://isoo.blogs.archives.gov/ 

5/23/2018 
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Extend compliance and security controls beyond 
employees 

https://www.securityweek.com/are-you-securing-your-contract-workforce 

5/23/2018 
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• Employees need to understand if data shared with outside partners is 
subject to specific regulatory requirements while being compliant, and if 
so, how to securely share that information with low risk. Additionally, 
companies should adopt compliance standards for their partners and 
vendors, and ensure that basic education is done before allowing access to 
any regulated information.   

• To help staff and third party partners understand whether data is sensitive, 
technology such as data loss prevention or data classification can provide 
an automatic and visual prompt to users (e.g. warning a user before an 
email is sent that sensitive data is attached, or applying a watermark to 
documents to remind the user it contains private data). Adopting such an 
approach will allow organizations to ensure that data protection standards 
and policies are understood and can be acted on effectively. 

 



Marking Controlled Technical Information  

5/23/2018 

• Is it required by contract or other reference? 

• Does it make good business/security sense? 

• Alerting suppliers/subcontractors 

• Internal circulation v. external 
• Similar thoughts related to communicating – hot, fragile, dangerous material 

• How will external entities be informed/know? 

• If started, marking, can it be stopped and started? – consistency 
• Why this one but not that one? 
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Marking CTI - NIST  

5/23/2018 

The CUI Program is designed to address several deficiencies in 
managing and protecting unclassified information to include 
inconsistent markings, inadequate safeguarding, and needless 
restrictions, both by standardizing procedures and by providing 
common definitions through a CUI Registry.  

NIST SP 800-171 r1 Chapter 1 page 1 

3.8.1 Protect (i.e., physically control and securely store) 
system media containing CUI, both paper and digital. 

3.8.4 Mark media with necessary CUI markings and 
distribution limitations. Footnote #25 
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Marking Media 

5/23/2018 
https://www.archives.gov/cui  CUI Marking Handbook – pdf page 23 

3.8.4 Mark media with necessary CUI markings and 
distribution limitations. Footnote #25 NIST SP 800-
171 r1 
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Marking Controlled Technical Information  

https://www.archives.gov/cui/registry/category-marking-list 

5/23/2018 
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Basic v. Specified   

https://www.archives.gov/cui/registry/category-detail/controlled-technical-info.html & https://www.archives.gov/cui/registry/cui-glossary.html 

5/23/2018 
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Other categories (24) may/could apply 

https://www.archives.gov/cui/registry/category-marking-list 

5/23/2018 
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Marking email – for example  

https://www.archives.gov/cui/registry/category-marking-list 

5/23/2018 

• From https://www.archives.gov/cui/registry/category-marking-list 
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Mandatory CUI Banner Marking - Agency 

https://www.archives.gov/files/cui/documents/marking-introduction-20170906.pdf  Slide 5 

5/23/2018 
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Limited Dissemination Marking 

https://www.archives.gov/files/cui/documents/marking-introduction-20170906.pdf - slide 9 

5/23/2018 
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CUI Coversheets 

https://www.archives.gov/cui/additional-tools  

5/23/2018 
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CUI Coversheets - 
example 

https://www.archives.gov/cui/additional-tools  

5/23/2018 
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Key Decision(s) related to Cyber preparedness 

• Internal 
• Staff, full time, other duty as assign 

• Staff, part time, dedicated 

• External – subcontract/consultant 

• Staff  
• Awareness 

• Training 

• Refresher training 

• Updates to requirements 

Is it a priority for 
you? 

5/23/2018 
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DoD awareness of the issue 

Secretary of Defense Jim Mattis visits Google Headquarters‎ 
Press Operations 
Release No: NR-287-17  
Aug. 11, 2017 Alpha 15  
PRINT | E-MAIL  
Chief Pentagon Spokesperson Dana W. White provided the following readout: 
 
Today Secretary Jim Mattis visited Google headquarters and met with leadership to discuss innovative new 
technologies and methods to best leverage advancements in artificial intelligence, cloud computing and cyber-
security for the Department of Defense.  
 
The secretary emphasized that the DoD must continue to be a smart user of commercial technology and able to 
innovate at the speed of relevancy.  

5/23/2018 
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• Enhance Email and Web Security 

• Based on current network scan data and a clear potential for harm, 
this directive requires actions related to two topics: email security 
and web security. 

• Implement – email authentication:  
• Offer: STARTTLS 

• Implement - SPF/DKIM, DMARC 

• Utilize – HTTPS protocol on publically accessible web servers  

 

Evolving requirements 

DHS - Binding Operational Directive 18-01; https://cyber.dhs.gov/, visited – Oct 17, 2017 

5/23/2018 
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U.S. Steel is now claiming research on creating the next 
generation of high-strength steel was taken and reproduced in 
China. “ 
 
They couldn’t figure out how to move to the next level,” said 
Debbie Shon, an attorney representing U.S. Steel in the petition. 
“After the hack they were able to.” 

http://www.engineering.com/AdvancedManufacturing/ArticleID/12050/Manufacturing-Sector-Identified-as-Leading-Target-of-Infrastructure-Cyber-Attacks.aspx 
 
Manufacturing Sector Identified as Leading Target of Infrastructure Cyber-Attacks; visited May 9, 2016 

5/23/2018 
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In the News – Summer of 2015 
• Several of NY must prestigious trusted law firms 

• Under cyberattack – trio of Chinese hackers 

• Snuck in to law firm network via tricking partners into revealing 
email passwords 

• Once in – snooped – highly sensitive document related to M&A’s 

• Then from ½ around the world, traded on that info – netting $4M 

• “You are and will be the targets of cyberhacking, because you 
have information valuable to would-be criminals” 

• Aha moment – how vulnerable and defenseless 

 

 Jeff John Robers and Adam Lashinsky, Fortune, July 1, 2017, 52-59 
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In the News – Summer of 2015 – Hacker’s view 
• “Expensive data-security systems and high-priced information 

security consultants don’t faze today’s hackers.” 

• Hackers have – time and resources 

• In the NY Law firm case, “attackers attempted to penetrate 
targeted servicers more than 100,000 times over seven months.” 

• “It has become abundantly clear that no network is completely 
safe. “ 

 

Jeff John Robers and Adam Lashinsky, Fortune, July 1, 2017, 52-59 

They also share 

5/23/2018 
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Small Business risk – “it won’t happen to us” 

• It’s not just Fortune 500 companies and nation states at risk of having 
IP stolen–even the local laundry service is a target.  

• In one example, an organization of 35 employees was the victim of a 
cyber attack by a competitor.  

• The competitor hid in their network for two years stealing customer 
and pricing information, giving them a significant advantage.  

Internet Security Threat Report, Volume 21, April 2016, Symantec 

Hid for two years! 

5/23/2018 
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Id’ing the digital spy 

“When businesses do eventually notice that they have a digital spy in 
their midst and that their vital information systems have been 
compromised, an appalling 92 percent of the time it is not the 
company’s chief information officer, security team, or system 
administrator who discovers the breach.” 

• How do companies find out that they have been breached? 
• Law enforcement 

• Angry customer 

• Contractor 

Marc Goodman, Future Crimes: everything is connected, everyone is vulnerable and what we can do about it, (New York: DOUBLEDAY, 2015), 16-17 
Verizon’s 2013 Data Breach Investigations Report is cited as the source 
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Cyber – breach detection 

“February 25, SecurityWeek – (International) Breach detection time 
improves, destructive attacks rise: FireEye. FireEye-owned Mandiant 
released a report titled, M-Trends which stated that current 
organizations were improving their breach detection rates after an 
investigation on real-life incidences revealed that the median detection 
rate improved from 205 days in 2014 to 146 days in 2015. The report 
also stated that disruptive attacks were a legitimate threat and gave 
insight into how organizations can prepare for and deal with such 
attacks.  

Source: http://www.securityweek.com/breach-detection-time-
improves-destructive-attacks-rise-fireeye “ 

Copied from: DHS Open Source Daily Infrastructure Report, Item 18,  February 29, 2016 

5/23/2018 
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Information Security – key elements 

• Confidentiality - protecting information from unauthorized access and 
disclosure.  
 For example, what would happen to your company if customer 
 information such as usernames, passwords, or credit card information 
 was stolen?  
• Integrity - protecting information from unauthorized modification.  
 For example, what if your payroll information or a proposed product 
 design was changed?  
• Availability - preventing disruption in how you access information.  
 For example, what if you couldn’t log in to your bank account or  
 access your customer’s information, or your customers couldn’t access 
 you?  
NIST Publication  NISTIR 7621 Revision 1, Small Business Information Security: The Fundamentals Celia Paulsen Patricia Toth, 2  
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Cyber Security – over arching idea 

• “Prevention of damage to, protection of, and restoration of 
computers, electronic communications systems, electronic 
communications services, wire communication, and 
electronic communication, including information contained 
therein, to ensure its availability, integrity, authentication, 
confidentiality, and nonrepudiation” [CNSSI4009][HSPD23].  

NIST Publication  NISTIR 7621 Revision 1, Small Business Information Security: The Fundamentals Celia Paulsen Patricia Toth, 2  
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What is a cyber incident? 

• A cyber incident is defined as actions taken through the use of 
computer networks that result in a compromise or an actual or 
potentially adverse effect on an information system and/or the 
information residing therein. 

 

https://dibnet.dod.mil/portal/intranet/Splashpage/ReportCyberIncident 

According to - DoD's DIB Cyber Incident Reporting & Cyber Threat Information Sharing Portal; the 
recipient of the required cyber incident report.  

5/23/2018 
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Cyber incident – the lost USB 

• London Heathrow Airport’s security laid bare by one lost USB stick 
If someone set out to invent a risky way to transport important data around it’s 
hard to imagine they’d better the USB flash stick for calamitous efficiency. 

They’re cheap enough to feel disposable, store large numbers of files, and 
despite years of mishaps barely any are sold with encryption security. 

They’re also incredibly popular – which is why in 2017 we’re still writing about 
cases like the USB stick found in a west London street that turned out to contain 
2.5Gb of unprotected files detailing many of the anti-terrorism procedures and 
systems used to protect one of the world’s busiest airports. 

This included: the route taken by the Queen, politicians and dignitaries when 
using the airport’s secure departure suite; radio codes used to indicate 
hijackings; … 

 
https://nakedsecurity.sophos.com/2017/10/31/london-heathrow-airports-security-laid-bare-by-one-lost-usb-stick/ 

5/23/2018 
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Real World – SAM Registration 

https://www.sam.gov – visited March 27, 2018 
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Protective measures - NIST 

 
3.8.4 Mark media with necessary CUI markings and distribution 

limitations.25  

3.8.5 Control access to media containing CUI and maintain 

accountability for media during transport outside of controlled areas.  

3.8.6 Implement cryptographic mechanisms to protect the confidentiality 

of CUI stored on digital media during transport unless otherwise 

protected by alternative physical safeguards.  

3.8.7 Control the use of removable media on system components.  

NIST (SP) 800-171 Revision 1, December 2016 
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search  3.13.11 

 
3.13.10 Establish and manage cryptographic keys for 

cryptography employed in organizational systems.  

3.13.11 Employ FIPS-validated cryptography when used to 

protect the confidentiality of CUI.  

5/23/2018 
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Train-the-Trainer Unabridged DFARS 252.204-7012 May 2018_0 – accessed from www.dodprocurementtoolbox.com/cybersecurity - slide 26 

http://www.dodprocurementtoolbox.com/cybersecurity


https://www.kb.cert.org/vuls/byCVSS visited 9/12/2017 

Vulnerabilities lead to different paths of attack 

5/23/2018 
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Who is visiting your site? 

https://analytics.usa.gov/  visited 8/9/2017 5/23/2018 
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https://analytics.usa.gov/  visited 8/9/2017 5/23/2018 
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Risks - Identify and Prioritize Information Types  

NIST Publication  NISTIR 7621 Revision 1, Small Business Information Security: The Fundamentals Celia Paulsen Patricia Toth, Table 1, 10 - sample 
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Implementation – Complexity & Size 

• The complexity of the company IT system may determine whether 
additional software or tools are required.  

• For smaller systems, the company may accomplish many 
requirements manually, such as  
• configuration management  

• patch management,  

• Larger and more complex systems may require automated software 
tools to perform the same task.  

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017  
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Security requirement 3.12.4 (System Security 
Plan, added by NIST SP 800-171, Revision 1)  
• Requires the contractor to  

• develop 

• document  

• and periodically update, system security plans that describe system 
boundaries, system environments of operation, how security requirements 
are implemented, and the relationships with or connections to other systems. 

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017  

26 There is no prescribed format or specified level of detail for system security plans. However, organizations 

must ensure that the required information in 3.12.4 is appropriately conveyed in those plans. Footnote 26 page 14 
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System Security Plan - purpose 

• The purpose of the system security plan is to provide an overview of the 
security requirements of the system and describe the controls in place or 
planned for meeting those requirements.  

• The system security plan also delineates responsibilities and expected 
behavior of all individuals who access the system.  

• The system security plan should be viewed as documentation of the 
structured process of planning adequate, cost-effective security protection 
for a system. It should reflect input from various managers with 
responsibilities concerning the system, including information owners, the 
system owner, and the senior agency information security officer (SAISO). 
Additional information may be included in the basic plan and the structure 
and format organized according to needs 

Guide for Developing Security Plans for Federal Information Systems - NIST Special Publication 800-18   Revision 1, February 2006, Executive Summary  
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Security Controls [FIPS 199] 

• The management, operational, and technical controls (i.e., safeguards 
or countermeasures) prescribed for an information system to protect 
the confidentiality, integrity, and availability of the system and its 
information.   

 

 

Guide for Developing Security Plans for Federal Information Systems - NIST Special Publication 800-18   Revision 1, February 2006, Appendix B: Glossary 
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NIH Template – Google Search 

Purpose:  

The purpose of an information technology security plan (IT-SP) is to outline the management, 

operational, and technical safeguards or countermeasures prescribed for an information system.  

This template should be used as a guide. It is tailored after the guidance provided by NIST Special Publication 800-171 

which outlines how non-federal information systems and organizations should protect sensitive information also 

known throughout this document as controlled unclassified information (CUI). You are encouraged to review NIST SP 

800-171, , Protecting Controlled Unclassified Information on Nonfederal Information Systems and Organizations, and 

NIST SP 800-18, Guide for Developing Security Plans for Federal Information Systems, prior to completing the 

template below. This will aid you in meeting the expectations for an IT-SP.  
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http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171.pdf
http://csrc.nist.gov/publications/nistpubs/800-18-Rev1/sp800-18-Rev1-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-18-Rev1/sp800-18-Rev1-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-18-Rev1/sp800-18-Rev1-final.pdf


https://www.irs.gov/about-irs/procurement/publication-4812-contractor-security-controls  

IRS – Contractor, IT requirements 

96 

96 

5/23/2018 



https://rusecure.rutgers.edu/content/developing-security-plan  - visited October 17, 2017 

5/23/2018 

97 

https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan


https://rusecure.rutgers.edu/content/developing-security-plan  - visited January 24, 2018 

 ”No computer or workstation is immune to compromise.” 

 

“The IT Security Plan and process can implemented and maintained with minimum effort 
and resources. It is a first step to eliminating the bulk of vulnerabilities which cause 
compromises. 

1. Take an inventory of your physical and information assets (what are you protecting?). 
2. Perform a risk assessment to determine what level of security is needed to protect your 
information assets. 
3. Complete the checklist to make you aware of your security strengths and weaknesses 
4. Complete an evaluation. Evaluate your findings and discuss recommendations to correct 
deficiencies and/or improve security with departmental administration and IT staff. 
5. Develop a security plan. Create a Security Plan with target dates for implementation. 

Assign responsibilities and target dates for the plan. Then monitor progress with reports on 
improvements and security initiatives.” 
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https://rusecure.rutgers.edu/content/developing-security-plan  - visited January 24, 2018 
Guide for Developing Security Plans for Federal Information Systems - NIST Special Publication 800-18   Revision 1, February 2006 

All of the following bulleted items were marked 'no' on the Security Checklist. (corrective actions) 

• Regular testing of UPSs will take place monthly on the 1st. 

• Maintain diagnostic software onsite-diagnostic software will be researched and purchased at the 
discretion of the Systems Administrator.  Said software will be locked in the storeroom. 

• Target date to move database to new software-Database will take place within two months 
(target date) 

• Provisions to continue operations in the event central services (RIAS) software is not available-A 
team will be created to develop a plan for business continuity in the event of central services 
downtime. 

• Network documentation for computers and network devices-Part-time students will be hired for 
the purpose of creating documentation. 
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Security Requirement 3.12.2 (Plans of Action) 

• Requires the contractor to  
• develop and implement plans of action  

• designed to  
• correct deficiencies and reduce or eliminate vulnerabilities in their systems. 

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017  

Additional NIST 800-171 R1 requirements – 
 3.14.1 Identify, report, and correct information and system flaws in a timely manner.  

 
 3.14.3 Monitor system security alerts and advisories and take appropriate actions 
 in response.  
 

Comment: Don’t view the requirements in isolation. 
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Look for related requirements - 
Family elements 1, 5 and 13 
 

• 3.1.13 Employ cryptographic mechanisms to protect the confidentiality of remote access 
sessions.  

• 3.1.17 Protect wireless access using authentication and encryption 

• 3.1.19 Encrypt CUI on mobile devices and mobile computing platforms.21  

• 3.5.10 Store and transmit only cryptographically-protected passwords.  

• 3.13.8 Implement cryptographic mechanisms to prevent unauthorized disclosure of CUI 
during transmission unless otherwise protected by alternative physical safeguards.  

• 3.13.10 Establish and manage cryptographic keys for cryptography employed in 
organizational systems.  

• 3.13.11 Employ FIPS-validated cryptography when used to protect the confidentiality of 
CUI.  

 

 NIST 800-171 r1  
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Documenting implementation 

• To document implementation of the NIST SP 800-171 r1 security 
requirements by the December 31, 2017, implementation deadline, - 
• companies should have a system security plan in place,  

• in addition to any associated plans of action to describe  
• how and when any unimplemented security requirements will be met,  

• how any planned mitigations will be implemented, and  

• how and when they will correct deficiencies and reduce or eliminate vulnerabilities in 
the systems. 

• Organizations can document the system security plan and plans of 
action as separate or combined documents in any chosen format. 

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017  
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NIST SP 800-171 Rev 1 – evaluation factor 

• Chapter 3 NIST SP 800-171 Rev 1 
• states that Federal agencies may consider the contractor’s system security 

plan and plans of action as critical inputs to an overall risk management 
decision to process, store, or transmit CUI on a system hosted by a nonfederal 
organization,  

• and whether or not it is advisable to pursue an agreement or contract with 
the nonfederal organization. 

• NIST SP 800-171 Rev 1 – not structured to be a mandatory evaluation factor 

• Can be used to evaluate the overall risk 

• Acquiring activity must state – how & whether NIST implementation 
will be used 

Office of the Under Secretary of Defense,  Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017 
NIST SP 800-171 r1 page 9  
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Indications of CUI  

• Review/inventory of computer/system files / storage 

• DFAR clause – 252.204-7012 

• DFAR clause – 252.204-7000 (“Mother may I”) 

• Reference to the Joint Certification Program (JCP) 

• Reference to Distribution Statements 

• Language (ex) Controlling Unclassified Military Technology 

• Item – listed on USML, ITAR 

• Prime - states or requires 

• Defined: https://www.archives.gov/cui/registry 
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CUI – National Archives 

https://www.archives.gov/cui 

Blog 

Training Tools 
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CUI Categories and Subcategories - examples 

• Agriculture 
• Controlled Technical Information 
• Critical Infrastructure 
• Export Control 
• Financial 
• Immigration 
• Intelligence 
• Law Enforcement 
• NATO 
• Others categories (14 other categories) 

 
https://www.archives.gov/cui/registry/category-list 
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DFARS incorporated into contract 

• THE FOLLOWING CLAUSES ARE HEREBY INCORPORATED INTO THE 
SOLICITATION:  

• DFARS 252.204-7008-Compliance with Safeguarding Covered Defense 
Information Controls (DEVIATION 2016-O0001) (OCT 2015) and  

• DFARS 252.204-7012 Safeguarding Covered Defense Information and 
Cyber Incident Reporting (DEVIATION 2016- O0001) (OCT 2015) are 
incorporated by reference via the DPAP class deviation website 
(http://www.acq.osd.mil/dpap/dars/class_deviations.html).  
• Example only showing the incorporating language 
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“Mother may I” 252.204-7000 

• (a)  The Contractor shall not release to anyone outside the 
Contractor's organization any unclassified information, regardless of 
medium (e.g., film, tape, document), pertaining to any part of this 
contract or any program related to this contract, unless— 

 (1)  The Contracting Officer has given prior written approval; 

 (2)  The information is otherwise in the public domain before the 
date of release; or 

 (3) determined in writing by the contracting officer to be 
fundamental research in accordance with National Security Decision 
Directive 189 … and other requirements  
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Joint Certification Program - requirements 

• TO MANUFACTURE THIS ITEM, NON-JCP CERTIFIED SUPPLIERS MUST 
SUBMIT A CURRENT MANUFACTURING LICENSE AGREEMENT, 
TECHNICAL ASSISTANCE AGREEMENT, DISTRIBUTION AGREEMENT OR 
OFF-SHORE PROCUREMENT AGREEMENT APPROVED BY THE 
DIRECTORATE OF DEFENSE TRADE CONTROLS WITH THE OFFER, 
UNLESS AN EXEMPTION UNDER THE PROVISIONS OF ITAR SECTION, 
125.4 EXEMPTIONS OF GENERALAPPLICABILITY, AND/OR EAR PART 
740 ARE APPLICABLE.  
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Further dissemination of JCP Technical Data 

• NOTE: JCP CERTIFIED CONTRACTORS WHO RECEIVE TECHNICAL DATA 
PURSUANT TO THEIR DD FORM 2345 CERTIFICATION MAY NOT 
FURTHER DISSEMINATE SUCH DATA UNLESS FURTHER 
DISSEMINATION OF THE TECHNICAL DATA IS EXPRESSLY PERMITTEDBY 
DODD 5230.25.  
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NON-JCP certified suppliers 

• NON-JCP CERTIFIED SUPPLIERS SEEKING EXPORT CONTROLLED 
TECHNICAL DATA ARE REQUIRED TO PROVIDE THE CONTRACTING 
OFFICER WITH AN APPLICABLE AGREEMENT OR IDENTIFY WHICH 
ITAR/EAR EXEMPTION APPLIES TO RECEIVE ACOPY OF THE EXPORT 
CONTROLLED TECHNICAL DATA.  
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Controlled Technical Information 

• Technical information with military or space 
application that is subject to controls on the access, 
use, reproduction, modification, performance, 
display, release, disclosure, or dissemination. 

• - is to be marked with one of the distribution 
statements B-through-F, in accordance with DoD 
Instruction 5230.24, Distribution Statements on 
Technical documents. 

• The term does not include information that is lawfully 
publicly available without restrictions. 

252.204-7012  Safeguarding  Covered Defense Information and Cyber Incident Reporting 
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Distribution Statements  

A. Approved for public release.  

B. U.S. Government agencies only  

C. U.S. Government agencies and their contractors 

D. Department of Defense and U.S. DoD contractors only 

E.  DoD Components only  

F. Further dissemination only as directed by  

DoD Instruction 5230.24  August 23, 2012 
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Distribution Statement A - example 

Attachment to client email 
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Requirements for multiple individuals 

• If multiple individuals in your company need access to the Technical Data 
Package (TDP) for a solicitation and an explicit 

• access request is required, each individual MUST submit an explicit access 
request to be granted approval to view the TDP. Those 

• same individuals MUST be registered in Federal Business Opportunities 
(FBO). Any individuals no longer with the company should be deleted. 
Questions related to registration in FBO should be directed to <deleted> 

• Vendors are responsible for placing correct information in FBO. 
• It is strongly suggested that you submit the explicit access request and 

provide the buyer with the completed Use and Non-Disclosure Agreement 
at the same time if the solicitation requires both to gain access to view the 
TDP. 
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Destruction notice 

• Upon completion of the purposes for which Government Technical 
Data has been provided, the Contractor is 

required to destroy all documents, including all reproductions, 
duplications, or copies thereof as may have been further distributed 
by the Contractor.  

Destruction of this technical data shall be accomplished by: 
shredding, pulping, burning, or melting any physical copies of the TDP 
and/or deletion or removal of downloaded TDP files from computer 
drives and electronic devices, and any copies of those files. 

Okay – now prove it! 
5/23/2018 
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Threat Landscape – the why 
• DoS 

• Detection  

• Cyber Issues 

• Ransomware 

• Spear fishing 

• Insider Threats 

• Social Engineering 

• Spoofing 

• Impersonation 
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Indications of a Cyber Incident 

• Unusual/unaccounted for outbound traffic and between client 
networks. 

• Privileged Account Anomalous usage 

• User Account Activity from anomalous Ips 

• Excessive failed logins 

• Changes/large queries against web server pages 

• Well known port vs. application usage 

• Files – storage/transmission 

• Other Web Browsing “spikes” 

 Don Murdoch, blue Team Handbook: Incident Response Edition, 2016, 60-65 
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Denial of Service 

The Internet Sees Nearly 30,000 Distinct DoS Attacks Each Day: Study 
The incidence of denial-of-service (DoS) attacks has consistently grown over the last few years, "steadily becoming 
one of the biggest threats to Internet stability and reliability."  
 
the researchers discovered that the internet suffers an average of 28,700 distinct DoS attacks every day. This is 
claimed to be 1000 times greater than other reports have indicated. 

http://www.securityweek.com/internet-sees-nearly-30000-distinct-dos-attacks-each-day-study 
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Seagate Technology – phishing email 

 

• Seagate Technology reported that its employees’ personal 
information was compromised after a phishing email disguised as a 
legitimate internal company request prompted an employee to 
disclose employee data to an unauthorized third party. – CNBC  

 
Copied from: DHS Open Source Daily Infrastructure Report, Top Stories,  March 8, 2016 
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Cyber – phishing, spoofing, impersonation 

 

“February 29, ZDNet – (International) Snapchat falls foul of CEO 
impersonation, hands over employee pay data. The video messaging 
application, Snapchat reported that many of its current and former 
employees’ payroll information was compromised after a cyber-
attacker impersonated the firm’s chief executive officer (CEO) via a 
phishing campaign and collected employee payroll information from 
staff at the firm. Snapchat stated that the incident was contained and 
reported the scheme to the FBI.  

Source: http://www.zdnet.com/article/snapchat-falls-foul-of-ceo-
impersonation-hands-over-employee-pay-data/ “ 
Copied from: DHS Open Source Daily Infrastructure Report, Item 14,  March 1, 2016 
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Situational Awareness – users - Phishing 

• >  eight million results of sanctioned phishing tests in 2015; multiple 
security awareness vendors 

• 30% of phishing messages were opened by the target across all 
campaigns. 

• About 12% went on to click the malicious attachment or link and thus 
enabled the attack to succeed. The median time for the first user of a 
phishing campaign to open the malicious email is 1 minute, 40 
seconds.  

• The median time to the first click on the attachment was 3 minutes, 
45 seconds 

2016 Verizon, Data Breach Investigation Report, 18 
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Email – Phishing – the ticking time bomb 

• Email – “the backbone of business communications” 
• 3.7 billion users 
• 269 billion messages everyday 
• Cyber criminals’ primary vector to attempt to extract information 

• Core problem 
•  humans are simply vulnerable when it comes to being fooled by email scams 

– even those at the largest, most high-profile organizations. 

• Success will lead to more sophistication of targeted attacks + increase 

• Threat – combination of emails with social engineering 

• Traditional approaches may not be suitable – see referenced article 
 

http://www.securityinfowatch.com/article/12398363/phishing-emails-the-ticking-time-bomb-in-your-inbox 
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Phishing – Tackle Box 

• Bots/Botnets  

• Phishing Kits  

• Technical Deceit  

• Session Hijacking  

• Abuse of Domain Name Service (DNS)  

• Specialized Malware  

Normal user reactions – close pop-ups; what did I just click on? 

 
 Technical Trends in Phishing Attacks, Jason Milletary, US Cert  
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Spyware 

Class of malware that collect information from a computing system without 
the owner’s consent – keystrokes, screenshots, credentials, personal email 
addresses, web form filed data, Internet usage habits and other 

• Who would want to spy on me? 
• Marketers 
• Advertisers 
• Bad actors – data thieves 
• Employers 
• Trusted Insider 

• Employee – spyware to collect corporate information to sell 
• Spouse/family member/close relation 
• Cleaning crew/Contractor 

 

 
U.S. DHS, US-CERT, Spyware, Aaron Hackworth, CERT Coordination Center, Copyright 2005 Carnegie Mello University 
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Social Media Risk 

• “The threats and exposures are many and varied. They range from a single 
rogue employee to organized crime to terrorists to spying by other nations. 
The threats can be theft of confidential personal data or proprietary 
competitive information, to malicious acts causing loss of data or actual 
disruption of operations.  

• For the energy industry, which handles hazardous materials, a hacking 
event that leads to a spill becomes more than just a bad day at the office. “ 

• “Energy companies do not think of themselves as big users of social 
media,” said Westby, “but their employees are, and they tend to have 
employees in some very sensitive areas of the world.” 

 
Copied from: http://www.riskandinsurance.com/fueling-cybersecurity/ visited, March 5, 2016 
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Security - General principles  

• Enable auto-software updates 

• Install, use, & keep updated antivirus software** 

• Avoid unsafe behavior – websites, opening links/attachments 

• Follow the principle of least privilege 
• Create secondary, non-admin/root account 

• Admin accounts have universal privileges – malicious software needs this 
access  

3.1.5 Employ the principle of least privilege, including for specific security functions and privileged accounts.  

3.1.6 Use non-privileged accounts or roles when accessing nonsecurity functions.  

3.1.7 Prevent non-privileged users from executing privileged functions and audit the execution of such functions.  
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Routers (partial list) 

• Turn ping feature off – harder to locate 

• Turn off the Auto ID feature 

• Turn the device off when not needed/ limit footprint 

• Change default login username and password 

• Change the default SSID (Service set identifier) 

• Password protect – min 8 characters 

• Configure WPA2-AES for data confidentiality 

• Enable router firewall – most (home) include 

• Monitor wireless traffic – routine log scan unauthorized users* 

U.S. DHS, US-CERT, Small Office/Home Office Router Security, 2011 
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Free – well maybe sort of 

• USB drives 
• Trade show – from who, what company 

• In the parking lot? – oh really 
• Let someone else be the good Samaritan! 

• Software/Apps 
• It’s free, but what access is required? 

• What do you know about the company? 

• Who have you trusted with your data/information 

• Online services 

• Who – what is the service and who is the product? 
 

 

U.S. DHS, US-CERT, Software License Agreements: Ignore at Your own Risk, Edward Desautels, Produced 2005 by US-CERT, Updated 2008 
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Questionable Host – Reputation Risk method 

• Site names recently registered –  
• Time registered loosely relates to risk 

• Listed in threat resources (Robtex, malwaredomain, etc) 

• No reverse lookup value 

• Short / low TTL (<1 day, for example) 

• IP address changes frequently 

• Site names – “gibberish” can’t be read 

Don Murdoch, blue Team Handbook: Incident Response Edition, 2016, 113-114 

5/23/2018 

130 



Identifying a Suspicious host 

• Contact the IP Address Owner 

• Send Network Traffic to the IP Address 

• Seek ISP Assistance 

• Research the History of the IP Address 

• Look for Clues in Application Content 

 NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response, 6.4.4 Attacker Identification   page 6-17-6-18 
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Reputation Risk – resource sites 

• http://www.barracudacentral.org/lookups 

• http://ipremoval.sms.Symantec.com/lookup/ 

• http://www.brightcloud.com/services/ip-reputation.php 

• http://www.avgthreatlabs.com/website-safety-reports/ 

• http://www.malwaredomainlist.com/mdl.php 

• Others …. 

Don Murdoch, blue Team Handbook: Incident Response Edition, 2016, 114 
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Ports – loose analogy 

• Discrete communication endpoint  
• Physical – socket, plug-in 

• Logical – application or process 

• Numbered - hundreds 

• Ports in a business setting 
• Doors 

• Reception area 

• Telephones 

• Loading dock 
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Top 10 Ports – by Report 

www.dshield.org/top10.html; visited August 15, 2017 
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Top 10 Source IP Addresses; associated with 
attacks 

Option: Apply the Top 10 blocklist automatically to your firewall via ThreatSTOP.  
Also can apply these IP’s to a router. 

www.dshield.org/top10.html; visited August 15, 2017 
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Threat Feeds 

www.dshield.org/top10.html; visited August 15, 2017 
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Information for good and/or bad 
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Passive Information Gathering   

• Key employees 

• Dumpster diving 

• Analyzing Web Page Code 

• Exploiting Website Authentication Methods 

• Mining Job Ads and Financial Data 

• Using Google to Mine Sensitive Information 

• Exploring Domain ownership 
• Whois | Domain Name System | Identifying web server Software & Location 

 
Michael Gregg, The Network Security Test Lab; A step-by-Step Guide, (John Wiley & Sons, Inc, Indianapolis, IN 2015), XII 
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Logs & Cyber Incidents 

A log is a record of the events occurring within an organization’s 
systems and networks. Logs are composed of log entries; each entry 
contains information related to a specific event that has occurred 
within a system or network. Many logs within an organization contain 
records related to computer security. These computer security logs are 
generated by many sources, including security software, such as 
antivirus software, firewalls, and intrusion detection and prevention 
systems; operating systems on servers, workstations, and networking 
equipment; and applications.  

 
NIST SP 800-92 Guide to Computer Security Log Management, Executive Summary 
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Computer Security Logs 

• Generated by many sources; provide documentation of activity 
•  including security software,  

• antivirus software 

• Firewalls 

• Networking equipment 
• Servers 

• Routers 

• Switches 

• Intrusion detection prevention systems 

• Operating systems  

• Workstations 
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Log management 

• Log identification 

• Log generation 

• Log transmission 

• Log analysis  
• Staff 

• Collection  

• Tools - software 

• Periodicity 

• Log storage and disposal procedures/protocol 
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Log analysis 

Penetration Testing Security Analysis, EC-Council, Page 7-2  
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Log Protection 

• logs contain records of system and network security 

• they need to be protected from breaches of their confidentiality and 
integrity 

• Improperly securing - intentional and unintentional alteration and 
destruction  
• May allow malicious activity to go on unnoticed 

• For example, many rootkits are specifically designed to alter logs 

• Protect availability of logs – maximum size / overwriting 

 

NIST SP 800-92 Computer Security and Log Management, 2.3.9 page 2-9 
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Maximizing Log value 

• Identify as high priority 
• Combat the notion of boring and of low benefit 

• Provide sufficient tools 
• Assists with automation 

• Helps to identify patterns that a human will not see 

• Provide training for efficient performance 

• Reactive tool 
• After an event 

 

 
NIST SP 800-92 Computer Security and Log Management, 2.3.3 page 2-10 
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Collecting & Prioritizing Data Collection 

Volatile Data - prioritized 

1. Network connections  

2. Login sessions  

3. Contents of memory  

4. Running processes  

5. Open files  

6. Network configuration  

7. Operating system time 

 

Volatile 

Non-
volatile 

NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response, 5.2.1.3 page 5-8 
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Examining and Analyzing Network Traffic - 1  

• Establish monitoring level  

• Identification of an event of interest 
• Assess 
• Extract 
• Analyze 

• Goal –  
• What happened 
• Affect to/on the systems and network 

• Simple – reviewing few logs 

• Complex – review and analyze multiple sources 

 
 

NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response, 6.4  page 6-11 
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Examining and Analyzing Network Traffic - 2  

• Identify an Event of Interest 
• Someone, received indication – alert, complaint, operational issue – crash 

• Information results from security log review 

• Examine Data Sources 

• Examination and Analysis Tools 

• Draw Conclusions 

NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response, 6.4  page 6-11 
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Looking forward – the need to plan, exercise 

Scenario Questions  

• 1. What are the potential sources of data?  

• 2. Of the potential sources of data, which are the most likely to contain helpful information and 
why?  

• 3. Which data source would be checked first and why?  

• 4. Which forensic tools and techniques would most likely be used? Which other tools and 
techniques might also be used?  

• 5. Which groups and individuals within the organization would probably be involved in the 
forensic activities?  

• 6. What communications with external parties might occur, if any?  

• 7. From a forensic standpoint, what would be done differently if the scenario had occurred on a 
different day or at a different time (regular hours versus off-hours)?  

• 8. From a forensic standpoint, what would be done differently if the scenario had occurred at a 
different physical location (onsite versus offsite)?  

 
NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response, Appendix B - Scenariors  page: Appendix B-1 
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Cyber Incident – Reporting Requirements 

• Actions required when 
• Cyber incident discovered 

• Cyber incident affects ability to perform 

• Actions 
• Conduct a review for evidence to include  

• Rapidly report (within 72 hours) to https://dibnet.dod.mil 

• Reporting required 
• Dibnet account 

• DoD Medium Assurance Certificate 

 
DFARS 252.204-7012, SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (OCT 2016), (C) 
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Cyber incident report 

• The cyber incident report shall be treated as information created by 
or for DoD and shall include, at a minimum, the required elements at 
http://dibnet.dod.mil.  

DFARS 252.204-7012, SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (OCT 2016), (C) (2) 
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Cyber Incident Reporting - 

•    Company name 

•     Company point of contact information (address, position, 
telephone, email) 

•     Data Universal Numbering System (DUNS) Number 

•     Contract number(s) or other type of agreement affected or 
potentially affected 

•     Contracting Officer or other type of agreement point of 
contact (address, position, telephone, email) 

•     USG Program Manager point of contact (address, position, 
telephone, email) 

•     Contract or other type of agreement clearance level 
(Unclassified, Confidential, Secret, Top Secret, Not applicable) 

•     Facility CAGE code 

•     Facility Clearance Level (Unclassified, Confidential, Secret, 
Top Secret, Not applicable) 

•  Impact to Covered Defense Information  

• Ability to provide operationally critical support 

•     Date incident discovered 

•     Location(s) of compromise 

•     Incident location CAGE code 

•     DoD programs, platforms or systems involved 

•     Type of compromise (unauthorized access, 
unauthorized release (includes inadvertent 
release), unknown, not applicable) 

•     Description of technique or method used in 
cyber incident 

•     Incident outcome (successful compromise, failed 
attempt, unknown) 

•     Incident/Compromise narrative 

•     Any additional information https://dibnet.dod.mil/portal/intranet/Splashpage/ReportCyberIncident 

DoD contractors shall report as much of the following information as can be obtained to DoD within 72 hours 
of discovery of any cyber incident 
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Cyber Incident Record Retention/Availability 

• Media preservation and protection. When a Contractor discovers a 
cyber incident has occurred, the Contractor shall preserve and 
protect images of all known affected information systems identified in 
paragraph (c)(1)(i) of this clause and all relevant monitoring/packet 
capture data for at least 90 days from the submission of the cyber 
incident report to allow DoD to request the media or decline interest. 

• Access to additional information or equipment necessary for forensic 
analysis. Upon request by DoD, the Contractor shall provide DoD with 
access to additional information or equipment that is necessary to 
conduct a forensic analysis. 

DFARS 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, (e) & (f) 
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Other requirements 

•  Other safeguarding or reporting requirements. The safeguarding and 
cyber incident reporting required by this clause in no way abrogates 
the Contractor’s responsibility for other safeguarding or cyber 
incident reporting pertaining to its unclassified information systems 
as required by other applicable clauses of this contract, or as a result 
of other applicable U.S. Government statutory or regulatory 
requirements. 

252.204-7012  Safeguarding of Unclassified Controlled Technical Information. (l) 
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Forensics – planning considerations 

• Applicable laws 
• Wiretap Act (18 U.S.C. 2510-22)  
• Pen Registers and Trap and Trace Devices Statute (18 U.S.C. 3121-27)  
• Stored Wired and Electronic Communication Act (18 U.S.C. 2701-120)  
• The Contractor shall conduct activities under this clause in accordance with 

applicable laws and regulations on the interception, monitoring, access, use, and 
disclosure of electronic communications and data. DFARS 252.204-7012 

• May need to consult with an Attorney 
• Plan 
• Document 
• Capture – save 
• Reproducible 
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Create a 30 day action plan 

• Review DFAR 252.204-7012 

• Review NIST SP 800-171 Revision 1 
• Group requirements by difficulty/technical requirement 

• Administrative/current - green 

• Technical – will need outside assistance – yellow 

• Technical/investment - red 

• Inventory resources 

• Inventory information – stored and other (commercial & DoD) 

• Prioritize plans required and development schedule 
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Office procedures  

• Who has access to your network? 

• Does each employee have their own computer? 

• Are computers shared? 

• Do all employees have access to all information? 

• Are passwords used to protect folders and files? 

• Are employees required to change their passwords? 

• Does each computer have anti-virus software loaded and enabled? 

• Are IT functions accomplished in-house or by a third party? 

• Do you monitor your network? 
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Information handling requirements 

• At what level – internally 

• To what degree? 

• Process for keeping current? 

• How is information identified? - marked 

• How is it stored? 

• Is there one level – two – more? 

• How is information shared? 

• Are the processes tested? – how often? – by whom? – results? 
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Disposal 

• 1/125” – that’s right! That’s the recommended size that a piece of a hard 
drive should be after destruction. 

• Shredding (CD’s & DVD’s) 
• Degaussing – hard drive 
• Specialized services will disintegrate, burn, melt, or pulverize your HD 
• Beware – do not 

• Use a microwave 
• Burn 
• Use chemicals 

• Deleting 
• Overwriting 

U.S. DHS, US-CERT, Disposing of Devices Safely, 2012 Carnegie Mellon University. Produce for US-CERT 
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Personnel - partial 

• 3.2.1/3.2.2 Are employees provided any IT training? 
• New hires 
• Current  

• 3.9.1 Are employees screened prior to granting access to the IT system? 

• 3.1.2 Limit system access to the types of transactions and functions that 
authorized users are permitted to execute.  

• 3.1.7 Prevent non-privileged users from executing privileged functions and audit 
the execution of such functions.  

• Are third party vendors who have access to the IT system screened? 

• Do you travel with your business laptop? 
• 3.1.19 Encrypt CUI on mobile devices and mobile computing platforms. 

• 3.9.2 Ensure that CUI and organizational systems containing CUI are protected 
during and after personnel actions such as terminations and transfers.  
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Business Continuity Plan 

• Identify critical functions 
• Redundancy 
• Training 
• Current information 
• Appropriate/acceptable authorization in place 

• Evaluate (S, W, O, T) 

• Identify critical vendors 

• Succession planning 

• Continuing if there is not access to computes/internet 

• Bitcoin account – separate computer 
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Key Documents – information, ready access 
Partial list 
• Diagrams – perspective, context, understanding 

• Critical Asset, Data and Services list 

• Business Continuity Plan 

• Incident Response Plan 

• Data and Info disclosure Procedures 

• Physical access Requirements 

• On call/contracted resource 

• Disaster Notification Guidance 

• Actions Taken log 
Alan White and Ben Clark, BTFM – Blue Team Field Manual, 2017, 9 
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Security Software 

• Antimalware Software 

• Intrusion Detection and Intrusion Prevention Systems 

• Remote Access Software 

• Web Proxies 

• Vulnerability Management Software 

• Authentication Servers 

• Routers 

• Firewalls 

• Network Quarantine Servers 

 NIST SP 800-92 Computer Security and Log Management, 2.1.1 page 2-2 
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Monitor systems & Audit records 

3.14.6 Monitor organizational systems including inbound and outbound communications traffic, to 
detect attacks and indicators of potential attacks.  
3.14.7 Identify unauthorized use of organizational systems. 

 
3.3.1 Create, protect, and retain system audit records to the extent needed to enable the 

monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate 

system activity.  

3.3.2 Ensure that the actions of individual system users can be uniquely traced to those users so 

they can be held accountable for their actions.  

NIST SP 800-171 Revision 1 
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Threats 

• Can be internal  
• Staff 

• Purchased equipment 

 

• External 
• Hacker 

 

• Blend 
• External threat 

• Internal, accidental initiation 
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May 5, KUSA 9 Denver – (Colorado) CDOT employee stole 

contractors’ personal information. A Colorado Department 

of Transportation (CDOT) spokesperson announced May 5 

that the personal information of hundreds of CDOT 

contractors may have been compromised after a data breach 

involving a CDOT employee who had access to a database 

for Emerging Small Business (ESB) and Disadvantaged 

Business Enterprise (DBE) which contained confidential 

information. Authorities stated that the businesses potentially 

impacted by the breach submitted information to CDOT in 

order to qualify for ESB and DBE programs.  
Source: http://www.9news.com/news/cdot-employee-stole-contractors-personal-information/175000302 

May 9th DHS Daily Open Source 
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It’s easy to sleep when 
your information is 
secure 
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Resources 

Image copied from: innovation.ed.gov 
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Frameworks/References (partial) 

• SP 800-53 

• SP 800-171 Revision 1 

• NIST 32 – Establishing  or Improving a Cyber Security Program 

• NIST SP 800-86 Integrating Forensic techniques into Incident 
Response 

• NIST SP 800-92 Computer Security and Logs 

• NIST IR 7621 r1 Small Business Information Security Fundamentals 

•  Framework for Improving Critical Infrastructure Cybersecurity, NIST, 
February 12, 2014 
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DoD's Defense Industrial Base (DIB) Cybersecurity 
and Information Assurance (CS/IA) Program 
 
• Part 236, "Department of Defense (DoD)-Defense Industrial Base (DIB) Voluntary Cyber Security and Information Assurance (CS/IA) 

Activities" of title 32, Code of Federal Regulations (CFR),  

• DoD shares  
• unclassified and classified cyber threat information 
• IA best practices and related information, with participating DIB companies.  

• In addition, relationships are established with company senior officials (e.g., Chief Information Officer (CIO), Chief Information 
Security Officer (CISO), etc) and their respective staffs. Your company's Chief/Facility Security Officer(s) also will be involved since 
DoD shares classified under the program. 

• Eligibility 

 Have or acquire DoD-approved medium assurance External Certificate Authority (ECA) certificates.  

  Have an existing active Facility Security Clearance (FCL) granted under the National Industrial Security Program Operating 
 Manual (NISPOM) (see DoD 5220.22-M) with approved safeguarding for at least Secret information   

  Have or acquire a Communication Security (COMSEC) account in accordance with the NISPOM, Chapter 9, Section 4. 

  Obtain access to DoD's secure voice and data transmission system supporting the DIB CS/IA program.  

  Own or operate an unclassified information system that processes, stores, or transmits DoD information.  

 Execute the standardized Framework Agreement (FA), which implements the requirements set forth in part 236, title 32 
 CFR, sections 236.4 through 236.6. 
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National Initiative for Cybersecurity Careers 
and Studies 
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InfraGard 
InfraGard is a partnership 
between the FBI and the 
private sector. It is an 
association of persons who 
represent businesses, 
academic institutions, state 
and local law enforcement 
agencies, and other 
participants dedicated to 
sharing information and 
intelligence to prevent hostile 
acts against the U.S. 

Source: www.infragard.gov 
5/23/2018 
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First.org 

5/23/2018 

174 



DIB ISAC 
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Take advantage of resources and tools 
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Resources 

 

•  NISTIR 7621 Revision 1 Small Business Information Security:  
• The Fundamentals  

• Cybersecurity Workforce Planning Diagnostic  
• https://niccs.us-cert.gov/careers/cybersecurity-workforce-planning-

diagnostic 

• NICCS: https://niccs.us-cert.gov/training/tc/search - Training Catalog 
• 2,000 courses 

• SANS institute www.sans.org 
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Other DoD Requirements exist 

http://dodprocurementtoolbox.com/site-pages/cybersecurity-policy-regulations 5/23/2018 
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UPCOMING TRAINING - EVENTS 

179 5/24/2018 
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QUESTIONS? 



SURVEY 
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CONTINUING PROFESSIONAL EDUCATION 

 

 

 

 

CPE Certificate available, please contact: 

Benjamin Blanc 

benjaminb@wispro.org 
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