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WEBINAR ETIQUETTE

PLEASE

* Loginto the GoToMeeting session with the name that you registered with
online

* Place your phone or computer on MUTE

* Use the CHAT option to ask your question(s). We will share the questions
with our guest speaker who will respond to the group

THANKYOU!
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ABOUT WPI
SUPPORTING THE MISSION

SERVING WISCONSIN
COMPANIES FOR 30 YEARS!
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Assist businesses In creating,
development and growing their
sales, revenue and jobs through
Federal, state and local government
contracts.

WPl is a Procurement Technical Assistance Center (PTAC) funded in part by
the Defense Logistics Agency (DLA), WEDC and other funding sources.
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WPI OFFICE LOCATIONS
*  MILWAUKEE —Technology Innovation Center
. MADISON -

. Madison Enterprise Center

*  FEEDKitchens

*  CAMP DOUGLAS- Juneau County Economic
Development Corporation (JCEDC)

*  WAUSAU - Wausau Region Chamber of Commerce

* APPLETON /OSHKOSH - Fox Valley Technical
College'

WPI partner co-locations

. Eau Claire — Western Dairyland

. Ladysmith — Indianhead Community Action Agency
. Menomonie — Dunn County EDC

. Racine - Launchbox
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CONTRACTING BASICS AND
WOMAN OWNED BUSINESS

CERTIFICATIONS - MAY 3RD,
MADISON

WWW.WISpro.org
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GOVERNMENT
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BLOG SERVICES ABOUT DONATE CONTACT

OTHER FAQS
GOVERNMENT &

GRANTS

SUCCESS &
AWARDS

STATE & LOCAL
GOVERNMENT

UPCOMING EVENTS

APRIL 26 2018
PREPARING A WINNING GOVERNMENT PROPOSAL
MILWAUKEE »

MAY 1 2018
FEDERAL ACQUISITION REGULATIONS (FAR) REVIEW -
SESSION 12: PARTS 42-45

MAY 3 2018

CONTRACTING BASICS AND WOMAN OWNED
BUSINESS CERTIFICATIONS

MADISON, WI »

MAY 3 2018

BUILDING YOUR BUSINESS — DEVELOPING THE TOOLS
FOR GROWTH AND SUCCESS FOR NATIVE AND TRIBAL
SMALL BUSINESSES

HALES CORNERS (MILWAUKEE) »

MAY 8 2018
ACQUISITION HOUR: HOW TO QUICKLY ANALYZE
SOLICITATIONS

CURRENT OPPORTUNITIES (3)



SERVICES OFFERED BY WPI

FREE Bid Matching Services

Individual Counseling and Assistance

Locating Local, State and Federal Opportunities
Government Market Strategy Development
Training in use of Government websites and tools

Assistance with System for Award Management
(SAM) Registration

Assisting in Market Research Process
Development of Market Profile

Small Business Subcontracting Plans Development,
Outreach and Reporting

Small Group Training

Outreach and training with Local, State and Federal
agencies

Assist with Pre and Post Award Functions

Assistance with Agency Specific Contracting
Requirements

Assistance with Contracting Regulations and
Requirements, including FAR, DFAR, CFR

Assistance with GSA Schedule Preparation and
Administration

Assistance with Local, State and Federal
Certifications, including:

* Service Disabled & Veteran Owned Small
Business, HUBZone, Woman Owned Small
Business, 8(a) Business Development

Program
* State
* Local
= DBE

Bid review and Submission Assistance
Proposal review and Submission Assistance

Capabilities Statement and Related Government
Marketing Material Development

Assistance in Locating and Developing Teaming
Partners and Subcontractors

Updated Government Market Information

i
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Webinar Overview

1. General background
2. NIST requirements

3. Starting points for
implementation

4. References

5/23/2018
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—= Official website of the Department of Homeland Security

US-CERT
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UNITED STATES COMPUTER EMERGENCY READINESS TEAM

5 Questions CEOs Should Ask About
Cyber Risks

1)

2)

3)

4)

=)

How Is Our Executive Leadership Informed
About the Current Level and Business
Impact of Cyber Risks to Our Company?

What Is the Current Level and Business
Impact of Cyber Risks to Our Company?
What Is Our Plan to Address |dentified
Risks?

How Does Our Cybersecurity Program Apply
Industry Standards and Best Practices?

How Many and What Types of Cyber
Incidents Do We Detect In a Normal Week?
What is the Threshold for Notifying Our
Executive Leadership?

How Comprehensive Is Our Cyber Incident
Response Plan? How Often Is It Tested?

5/23/2018
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_~What data/information is-on'y

computer?

entry points?

Are the security/safeguarding requirements all
| the same? — different customers, different types
| of data/information

\

3.4.1  Establish and maintain baseline configurations and inventories of orgamizational systems
{(including hardware, software, firmware, and documentation) throughout the respective system
development life cycles.

VAIDJ S
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General issues

* Growing
* Evolving
* Not just passwords

* Sophisticated
* Individuals, nation-states, repositories of resources/tools

* Active penetration —
* Motivations might be -- challenge, game, treasure hunt, bragging rights

* Breaches not identified for significant amount of time
* Breach = total access

VAIDJ -
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Additional Resources

* NIST Cybersecurity Framework — released
April 2018

* NIST 800-171A - Assessing Security
Requirements for Controlled Unclassified
Information (Final Draft) — Feb 2018

* Department of Homeland Security Unveils Strategy
to Guide Cybersecurity Efforts - May 15, 2018

https://www.nist.gov/news-events/news/2018/04/nist-releases-version-11-its-popular-cybersecurity-framework

https://csrc.nist.gov/publications/detail/sp/800-171a/draft

https://www.dhs.gov/news/2018/05/15/department-homeland-security-unveils-strategy-guide-cybersecurity-efforts
5/23/2018

t- N. Hanacek/NIST
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CYBERSECURITY
FRAMEWORK
VERSION 1.1

o
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** There is no prescribed
format or specified level of
detail for system security
plans. However,
organizations ensure that
the required information
in [SP 800-171
Requirement] 3.12.4 is
conveyed in those plans.

A Procurement Technical
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Additional Resources —

NIST 200 — Minimum Security Requirements for Federal information and Information Systems

Specifications for Minimum Securify Kequirements

Access Control (AC): Organizations must limit information system access to authorized users, processes
acting on behalf of authonzed users, or devices (including other information systems) and to the types of
transactions and functions that authorized users are permitted to exercise.

Awareness and Training (AT): Organizations must: (1) ensure that managers and users of organizational
information systems are made aware of the securnity rnisks associated with their activities and of the
applicable laws, Executive Orders, directives, policies, standards, instructions, regulations, or procedures
related to the security of orgamzational information systems; and (ii) ensure that organizational personnel
are adequately trained to carry out their assigned information security-related duties and responsihilities,

https://csrc.nist.gov/publications/detail /fips/200/final

A ’ Wisconsin
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Additional Resources —

NIST 800-171A — Assessing Security Requirements for Controlled Unclassified Information (Final Draft)

3.1.1 SECURITY REQUIREMENT

Limit system access to authorized users, processes acting on behalf of authorized users,
and devices (including other systems).

ASSESSMENT OBJECTIVE

Determine if, for an organizational system that processes, stores, or transmits CUI:

3.1.1[a]

authorized users are identified.

3.1.1[b]

processes acting on behalf of authorized users are identified.

3.1.1[c]

devices (including other systems) authorized to connect to the system are
identified.

3.1.1[d]

system access is limited to authorized users.

3.1.1[e]

system access is limited to processes acting on behalf of authorized users.

3.1.1[f]

system access is limited to authorized devices (including other systems).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Examine: [SELECT FROM: Access control policy; procedures addressing account management;

security plan; system design documentation; system configuration settings and associated
documentation; list of active systam accounts and the name of the individual associated
with each account; list of conditions for group and role membership; notifications or
records of recently transferred, separated, or terminated employees; list of recently
disabled system accounts along with the name of the individual associated with each
account; access autherization records; account management compliance reviews; system
monitoring records; system audit records; other relevant documents or records; list of
devices and other systems authorized to connect to organizational systems].

Interview: [SELECT FROM: Personnel with account management responsibilities; system or network

administrators; personnel with information security responsibilities].

Test: [SELECT FROM: Crganizational processes account managameant on the system; machanisms
for implementing account management].

SUPPLEMENTAL GUIDANCE FOR SECURITY REQUIREMENT 3.1.1

Final Draft: https://csrc.nist.gov/publications/detail/sp/800-171a/draft

5/23/2018
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Additional Resources —

Framework for
Improving
Critical
Infrastructure
Cybersecurity

https://doi.org/10.6028/NIST.CSWP.04162018

Framework Core Structure

Notional Information and Decision
Flows within an Organization

{l Cyber Supply Chain Relationships

5/23/2018
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email

May 21, 2018 03:00 PM ET

Electronic mail as we know it is drowning in
spam, forged phishing mails, and other scams
and hacks. It’s going to get worse before it gets

better.

https://www.nextgov.com/cybersecurity/2018/05/email-dangerous/148359/ ‘A'DI Wisconsin
FA B o Ers?ticttdlrtzmem
A Procurement Technical
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Snap shot of current stories

North Korea Is Upping Its Offensive Cyber Operations [/ Patrick Tucker

As Pyongyang runs out of money for missile tests, expect more hacking.

Just Over Half of Agencies Met a Web Encryption Security Deadline // Joseph Marks

Fifty-four percent of federal websites met the deadline for HTTPS encryption and other
security upgrades.

Justice Launches Cyber Task Force // Joseph Marks

The task force will examine cyber efforts to undermine elections and critical infrastructure.

Beware of W-2-Related Phishing Scams // Heather Kuldell

Don't get scammed this tax season.

Secretaries of State Find Federal Election Cyber Intelligence Elusive // Dave Nyczepir

With the upcoming midterm elections, it's a race to establish better information sharing between
Homeland Security and state and local elections officials.

‘A’DI Wisconsin
. Procurement
Next Gov email February 27, 2018 5/23/2018 4 W B mnstivte
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Symantec’s 2018 Internet Security Report

Symantec’s 2018 Internet Security Cryptojacking attacks explode
Threat Report (ISTR) reveals that not by 8,500 percent.

Shifting trends in ransomware.
only has the sheer volume of threats

_ Implanted malware grows by
increased, but the threat landscape has 200 percent, compromising

become more diverse, with attackers software supply chain.
working harder to discover new avenues | Mobile malware variants
of attack and cover their tracks while increase by 54 percent.
doing so.

Email received March 28, 2018 ‘A’DI

"I l”



Current News

Baltimore’s 911 dispatch system was hacked by an unknown actor
or actors over the weekend, prompting a temporary shutdown of
automated dispatching and an investigation into the breach

Employees of the city of Atlanta turned their computers on the first
time Tuesday since a cyberattack Thursday paralyzed that city’s
online bill payment system

http://www.baltimoresun.com/news/maryland/crime/bs-md-ci-911-hacked-20180327-story.html

A Wisconsin
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Federal supply chain — the soft underbelly

Vulnerabilities  Email Security  Virus & Malware  IoT Security  Endpoint Security

Custom Search Search |
U.S. Government Contractors Score Poorly on

- SECURITYWEEK DAILY BRIEFING
|==) Cyber Risk Tests | SECURITYWEEK DAILY BRIEFING __
q
BRIEFIN«
By Kevin Townsend on February 16, 2018 Business Email Address

e o 63 Recommend 17 RS

Report Analyzes Cyber Risk of Federal Supply Chain

Attacks against the supply chain are not uncommon. It represents the soft underbelly of large
organizations that are otherwise well defended. The federal government is not an exception
-- in fact, federal agencies are especially reliant on their supply chain; and the security
posture of that supply chain is of national importance.

This importance is not unrecognized. The May 2017 presidential Executive Order specified
that the supply chain be included in security improvements: it called for a report, "on % CYBER SECURITY
cybersecurity risks facing the defense industrial base, including its supply chain, and United CONFERENCE
States military platforms, systems, networks, and capabilities, and recommendations for

mitigating these risks.” THE ORIGINAL

https://www.securityweek.com/us-government-contractors-score-poorly-cyber-risk-tests ‘A'DI Wisconsin
Procurement
5/23/2018 4w

o nstitute
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Cybersecurity Landscape

Cyber threats targeting government unclassified information have dramatically increased

Cybersecurity incidents have Impacts of successful attacks
surged 38% since 2014 included downtime (46%), loss of
revenue (28%), reputational damage

The Global State of Information Security ®
Survey 2016 (26%), and loss of customers (22%).

AT&T Cybersecurity Insights Vol. 4

Cyber attacks cost companies
$400 billion every year
Inga Beale, CEQ, Lioyds

89% of breaches had a financial or
espionage motive

64% of confirmed data breaches

Cybercrime will cost businesses involved weak, default or stolen
over $2 trillion by 2019 passwords
Juniper Research 2016 Data Breach Investigations Report, Verizon

In a study of 200 corporate directors, 80% said that cyber security is discussed at
most or all board meetings. However, two-thirds of ClOs and CISOs say senior

leaders in their organization don’t view cyber security as a strategic priority.

NYSE Governance Services and security vendor Veracode

Unclassified

http://dodprocurementtoolbox.com/site-pages/cybersecurity-other-resources - What happens on December 31, 2017 ‘A’DI Wisconsin
5/23/2018 ﬁ‘m“!m:mm: Institute
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What happens when ----

Ours Theirs

Images copied from: eglin.af.mil ‘A’DI Wiscansin
Procurement

5/23/2018 4 W B ntitte

A Procurement Technical
Assistance Center (PTAC)



24

Defense News ---- May 22, 2018

Pentagon

The US is running out of bombs — and it may soon
struggle to make more

Overall, the authors found that of the 121 second-tier suppliers for munition capabilities, 98
percent of them were single/sole source. And of the 73 third-tier suppliers, 98 percent were also

single/sole source.

... key suppliers are foreign-owned, with no indigenous capability
to produce vital parts and materials — setting up the risk that a
conflict with China could rely on Chinese-made parts. “

https://www.defensenews.com/pentagon/2018/05/22/the-us-is-running-out-of-bombs-and-it-may-soon-struggle-to-make-
more/?utm_source=Sailthru&utm_medium=email&utm_campaign=ebb-5-23&utm_term=Editorial%20-%20Military%20-%20Early%20Bird%20Brief ‘A'DI ;“:;EE?:;:W

5/23/2018 ‘ ' . . Institute
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What if there is a potential breach?

“Don’t panic. Cybersecurity occurs in a dynamic environment. Hackers
are constantly coming up with new ways to attack information systemes,
and DoD is constantly responding to these threats. Even if a contractor
does everything right and institutes the strongest checks and controls,
it is possible that someone will come up with a new way to penetrate
these measures. DoD does not penalize contractors acting in good
faith. The key is to work in partnership with DoD so that new strategies
can be developed to stay one step ahead of the hackers.”

http://business.defense.gov/Small-Business/Cybersecurity/

A Wisconsin
Procurement

‘ ' . . Institute
hnic.



26

DFARS 252.204-7012 — Implementation
Compliance - background

(d) A cyber incident that is reported by a contractor or subcontractor shall
not, by itself, be interpreted as evidence that the contractor or subcontractor has
failed to provide adequate security on their covered contractor information
systems, or has otherwise failed to meet the requirements of the clause at
252.204-7012, Safeguarding Covered Defense Information and Cyber Incident
Reporting. When a cyber incident is reported, the contracting officer shall consult
with the DoD component Chief Information Officer/cyber security office prior to
assessing contractor compliance (see PGl 204.7303-3(a)(3) (DFARS/PGI view)). The
contracting officer shall consider such cyber incidents in the context of an overall
assessment of a contractor’s compliance with the requirements of the clause at

252.204-7012.

SUBPART 204.73--SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING(Revised December 28, 2017)

5/23/2018


https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm252.204-7012
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DFARS 252.204-7012 — Implementation
Compliance — Contracting Officer’s actions

(ii)) Request a description of the contractor's implementation of the
security requirements in NIST SP 800-171, "Protecting Controlled Unclassified
Information in Nonfederal Information Systems and Organizations" (see
http://dx.doi.org/10.6028/NIST.SP.800-171) in order to support evaluation of
whether any of the controls were inadequate, or if any of the controls were not

implemented at the time of the incident; and

PGI 204.7303-3 Cyber incident and compromise reporting. o
Y\AID)
FR B o Institute
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Cybersecurity in DoD Acquisition Regulations

The threats facing the DoD's unclassified information have dramatically increased as we provide more services online, digitally store data,
and rely on contractors for a vanety of information technology services. Recent high-profile incidents involving govemment information

demand that information system secunty requirements are clearly, effectively, and consistently communicated to both government and
industry.

The contents of this "Cybersecunty in Acquistion Regulations” page addresses the Dolr's ongoing efforts —executed in parinership with
industry — to improve the nation's cybersecunty. Specifically, it addresses Dol)s effort to:

= Ensure that unclassified DoD information residing on or transiting through covered contractor networks or information systems is

safeguarded from cyber incidents and that any consequences associated with loss of this information are assessed and minimized,
and

= Understand when a cyber incident impacts a company’s ability to provide operationally cnfical support to DoD.

The DoD needs to protect it's information — whether it resides on the Department’s networks and systems, or on the networks and systems

of our partners in industry — so that our capabilites are not exploted, misdirected, countered, or cloned. Protecting this information will save
warfighter Irves. The cyber threat is not going away — we must defend our networks and systems, and the information that resides on them.
Cybersecurity i1s a shared challenge, and we must work together to address it and reduce nsk.

http://dodprocurementtoolbox.com/site-pages/cybersecurity-dod-acquisition-regulations - visited Nov 7, 2017

Y\AID)
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Cybersecurity Risk Management Framework (RMF)

DoD Program Manager’s
Guidebook for Integrating the
Cybersecurity Risk Management
Framework (RMF) into the System
Acquisition Lifecycle

September 2015
VERSION 1.0

http://www.acgnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf ‘A’DI Procurement
5/23/2018 4WR @
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Annex A - Cybersecurity Throughout the Acquisition Lifecycle

* A.1 Materiel Solution Analysis (MSA) Phase
* A.1.1 Cybersecurity Assessment Criteria for Analysis of Alternatives (AoA)

* A.1.2 Develop Initial Cybersecurity Strategy and Include Cybersecurity in MS A
Documentation

* A.2 Technology Maturation and Risk Reduction (TMRR) Phase

* A.2.1 Include Cybersecurity in System Design and Development RFP Release
Decision

* Documentation

* A.2.2 Include Cybersecurity in Preliminary Design and Final MS B Documentation
* A.3 Engineering and Manufacturing Development (EMD) Phase

* A.3.1 Include Cybersecurity in Detailed Final Design

http://www.acgnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf -- TOC ‘A'DIP curement
‘ ' l l stitute
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http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf
http://www.acqnotes.com/wp-content/uploads/2014/09/PM-Guidebook-for-Integrating-Cybersecurity-RMF-into-System-Acquisition-Lifecycle-Sep-2015.pdf

31

New medium — same requirements; tailored

NUMBER 5230.25
November 6. 1084

Incorporating Change 1, August 18, 1993

USDE&E

SUBJECT: Withholding of Unclassified Technical Data From Public Disclosure
REFERENCES. contimied
References: (a) Title 10, United States Code, Section 140c, as added by Public Law 08-

04, "Department of Defense Authonization Act, 1984." Section 1217, (@ DoD Instruction 5200.21, "Dissemination of DoD Technical Information.”

September 24,1983 . September 27, 1979
(b) Executive Order 12470, "Continuation of Export Control Regulations, (¢) DoD 5400.7-R. "DoD Freedom of Information Act Program." December 1980
March 30, 1984 (f) Export Administration Regulations

; Q0G0 " " T (g) Intemnational Traffic in Arms Regulations
(c) Public Law 90-629. "Amms Export Control Act." as amended (22 US.C. (b) DoD E Acquisition Regulation Supplement

2751 et seq.) (1) Public Law 89-487. "Freedom of Information Act," as amended (3 U.S.C. 332(b)(3)
(d) through (n), see enclosure 1 and (4))
(1) Executive Order 12356, "National Security Information. " April 2, 1982
(k) DoD 5200.1-F, "Information Security Program Regulation,” August 1982
(1) DoD Darective 5230.24, "Dhistribufion Statements on Technical Documents,”

3.8.1 Protect (i.e., physically control and securely Store) SYStem | ) Nt critcal Technologies List Octaber 1984

media containing CUI, both paper and dlglta| () DoD Instruction 7230.7, "User Charges.” June 12. 1979

NIST (SP) 800-171 Revision 1, December 2016
VWAID) <

5/23/2018 4 W B §nstitve

A Procurement Technical
Assistance Center (PTAC)



DFAR 252.204-7012

e Contractor systems with — Covered Defense Information (CDI)
* transiting | stored | transmitted from

* CDI —unclassified controlled technical information in CUI Registry

* Required to provide Adequate Security
* Implement NIST(SP) 800-171 at a minimum
* Flowdown requirements

* Monitor network/system — “capture/submit — malware”

e Perform investigation when required — breach

e Report to dibnet.mil within 72 hours
* |ASE Medium Security Certificate required, 3 — 7 days
e Account with dibnet.mil, requires certificate

VAIDJ -

l'l l

nttt
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DFAR 252.204-7012

DFARS 252.204-7012 directs how the contractor shall protect covered defense information;
The requirement to protect it is based in law, regulation, or Government wide policy.

Procurement

5/23/2018 a ' ] . Institute

A Pro nt Tec
Assistance Center F'TACJ

Train-the-Trainer Unabridged DFARS 252.204-7012 May 2018_0 — accessed from www.dodprocurementtoolbox.com/cybersecurity - slide 17 ‘A'D Wisconsin


http://www.dodprocurementtoolbox.com/cybersecurity
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Covered contractor information system

* Means an unclassified information system that is owned, or operated
by or for, a contractor and that processes, stores, or transmits
covered defense information.

* Derived requirement — covered defense information must be handled
with “adequate security” at all times.

* DOD’s IASE Certificate provides for
 Digitally signing of documents (ID, entity affiliation, citizenship)
* Encrypting documents

e See: https://iase.disa.mil/Pages/index.aspx Information Assurance Support
Environment

DFARS 252.204-7012 Definitions

5/23/2018 awnm

Institute


https://iase.disa.mil/Pages/index.aspx
https://iase.disa.mil/Pages/index.aspx
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Covered Defense Information(CDI )

DFARS Clause 252.204-7012, Safeguarding Covered Defense
Information and Cyber Incident Reporting, requires contractors to
provide “adequate security” for covered defense information that is
processed, stored, or transmitted on the contractor’s internal
information system or network. The Department must mark, or
otherwise identify in the contract, any covered defense information
that is provided to the contractor, and must ensure that the contract
includes the requirement for the contractor to mark covered defense
information developed in performance of the contract.

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017

Institute

5/23/2018 aw
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Subcontracts — the contractor shall

* Include this clause, including this paragraph (m), in subcontracts, or similar
contractual instruments, for operationally critical support, or for which
subcontract performance will involve covered defense information, including
subcontracts for commercial items, without alteration, except to identify the
parties.

* The Contractor shall determine if the information required for subcontractor
performance retains its identity as covered defense information and will require
(p)??.tectiondunder this clause, and, if necessary, consult with the Contracting

icer; an

* Require subcontractors to—

* Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request to
vary from a NIST SP 800-171 security requirement to the Contracting Officer, in accordance
with paragraph (b)(2)(ii)(B) of this clause; and

* Provide the incident report number, automatically assi%ned by DoD, to the prime Contractor
(or next higher-tier subcontractor) as soon as practicable, when reporting a cyber incident to
DoD as required in paragraph (c) of this clause.

DFARS 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, (m) ‘A'DI ﬁiééﬁ?iéﬁent
5/23/2018 A‘Proc!merr‘fecnn': ==
Assistance Center iF"II'ACJ
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Subcontracts — flowdown

The Department’s emphasis is on the deliberate management of

information requiring protection. Prime contractors should
minimize the flowdown of information requiring protection.

Key thoughts — deliberate management & minimize
flowdown

Train-the-Trainer Unabridged DFARS 252.204-7012 May 2018_0 — accessed from www.dodprocurementtoolbox.com/cybersecurity - slide 15 ‘A’DI ;\I'riosgo:sin )
5/23/2018 4WE u
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http://www.dodprocurementtoolbox.com/cybersecurity

Subcontracts — the contractor shall

“Subcontract” means a contract or contractual action

entered into by a prime contractor or subcontractor for the purpose
of obtaining supplies, materials, equipment, or services

of any kind under a prime contract.”

“Subcontractor” (1) means any person, other than the

prime contractor, who offers to furnish or furnishes any supplies,
materials, equipment, or services of any kind under a

prime contract or a subcontract entered into in connection

with such prime contract; and (2) includes any person who
offers to furnish or furnishes general supplies to the prime
contractor or a higher tier subcontractor.

FAR 3.502-1 Definitions

VAIDJ -

l'l
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NIST (SP) 800-171 Tailored Criteria

There are three primary criteria for eliminating a security control or
control enhancement from the moderate baseline including—

e Uniquely federal (i.e., primarily the responsibility of the federal government);

e Not directly related to protecting the confidentiality of CUI; or

e Expected to be routinely satisfied by nonfederal organizations without
specification.

* Communicated/communication with KO / Approval

NIST (SP) 800-171 Revision 1, December 2016 -
VAID)
i u

5/23/2018
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NIST (SP) 800-171 R1 — request to vary

e Per DFARS Clause 252.205-7012(b)(2)(ii)(B), if the offeror proposes to vary
fromNIST SP 800-171, the Offeror shall submit to the Contracting Officer, for
consideration by the DoD CIO, a written explanation of -

v"Why security requirement is not applicable; OR

v'How an alternative but equally effective security measure is used to achieve equivalent
protection

Train-the-Trainer Unabridged DFARS 252.204-7012 May 2018_0 — accessed from www.dodprocurementtoolbox.com/cybersecurity - slide 28 ‘A'DI Wi;conesm
5/23/2018 awrn X


http://www.dodprocurementtoolbox.com/cybersecurity

Covered Defense Information(CDI )

* Most requirements in NIST SP 800-171 are about policy, process, and
configuring IT securely.

* These requirements entail determining what the company policy
should be (e.g., what should be the interval between required
password changes) and then configuring the IT system to implement
the policy.

* Some requirements will require security-related software (such as
anti-virus) or additional hardware (e.g., firewall).

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017

A Wisconsin
Procurement

‘ ' . . Institute
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NIST (SP) 800-171 Revision 1

NIST Special Publication 800-171

Revision 1

Protecting Controlled Unclassified
Information in Nonfederal Systems
and Organizations

RON ROSS
PATRICK VISCUSO
GARY GUISSANIE
KELLEY DEMPSEY
MARK RIDDLE

NIST Document — cover page

A Wisconsin
Procurement

4 W B | 'nstitute
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NIST (SP) 800-171 Revision 1

* 3 Chapters — 80 pages
* Introduction
* The Fundamentals
The Requirements
References
Glossary

Mapping Table
* Requirement <> NIST (SP) 800-53 <> ISO/IEC 27001 — as applicable

e Tailored Criteria

NIST (SP) 800-171 Revision 1, December 2016

A Wisconsin
Procurement
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NIST (SP) 800-171 Revision 1

an agency or by a contractor of an agency or other organization on behalf of an agency. This
publication focuses on protecting the confidentiality of Controlled Unclassified Information (CUI) in
nonfederal systems and organizations, and recommends specific security requirements to achieve
that objective. It does not change the information security requirements set forth in FISMA, nor
does it alter the responsibility of federal agencies to comply with the full provisions of the statute,

¥ ¥ ¥

In addition to the security objective of confidentiality, the objectives of integrity and availability
remain a high priority for organizations that are concerned with establishing and maintaining a
comprehensive information security program. While the primary purpose of this publication is to
define requirements to protect the confidentiality of CUIl, there is a close relationship between
confidentiality and integrity since many of the underlying security mechanisms at the system level

support both security objectives. Organizations that are interested in or required to comply with

NIST (SP) 800-171 r1 — Cautionary Note, page iv

5/23/2018 A Procurement Techn fca

Assistance Center (PTAC




Note: NIST SP 800-171 v. NIST SP 800-171 Rev 1

* Note that DFARS Clause 252.204-7012 requires the contractor to
implement the version of the NIST SP 800-171 that is in effect at the time
of the solicitation, or such other version that is authorized by the
contracting officer.

* Thus, if Revision 1 of NIST SP 800-171 was not in effect at the time of the
solicitation, the contractor should work with the contracting officer to
modify the contract to authorize the use of NIST SP 800-171, Revision 1,
dated December 2016.

* DoD guidance is for contracting officers to work with contractors who
request assistance in the consistent implementation of the latest version of
DFARS Clause 252.204-7012 and NIST SP 800-171, Revision 1.

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017

A Wisconsin
Procurement
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NIST (SP) 800-171 Revision 1 - Requirements

3.2 AWARENESS AND TRAINING .
3.3 AUDIT AND ACCOUNTABILITY e 1
34 CONFIGURATION MANAGEMENT . e
3.0 IDENTIFICATION AND AUTHENTICATION e 12
30 INCIDENT RESPONSE e 12
3.8 MEDIA PROTECTION e 1D
3. PERSONNEL SECURITY e neee 1D
310 PHYSICAL PROTECTION e 1
3.11 RISK ASSESSMENT .. e 14
3.12 SECURITY ASSESSMEHT . 14
3.13 SYSTEM AND EDMMUNIEATIGNS FHGTEETIDN U £+
3.14 SYSTEM AND INFORMATION INTEGRITY L e 1D

NIST (SP) 800-171 Revision 1, December 2016
VWAID) <

5/23/2018 A | . . Institute

A Procurement Technical
Assistance Ce l r {PTAC)



NIST (SP) 800-171 Revision 1 - example

3.12 SECURITY ASSESSMENT
Basic Security Requirements:

3.12.1 Periodically assess the security controls in organizational systems to determine if the controls are
effective in their application.

3.12.2 Develop and implement plans of action designed to correct deficiencies and reduce or eliminate
vulnerabilities in organizational systems.

3.12.3 Monitor security controls on an ongoing basis to ensure the continued effectiveness of the controls.

3.12.4 Develop, document, and periodically update system security plans that describe system boundaries,
system environments of operation, how security requirements are implemented, and the relationships with or
connections to other systems.2®

* Derived Security Requirements: None.

NIST (SP) 800-171 Revision 1, December 2016

A Wisconsin
Procurement
FA B IR Institute
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Security Controls

Control categories: (examples)

* Physical control
* Lock
* fence
e Access controls
e Admin controls
* Segregation of duties

By Stephen Northcutt

Version 1.2

Security controls are technical or administrative safeguards or counter measures to avoid,
counteract or minimize loss or unavailability due to threats acting on their matching
vulnerability, i.e., security risk. Controls are referenced all the time in security, but they
are rarely defined. The purpose of this section is to define technical,
administrative/personnel, preventative, detective, and corrective compensating controls,

as well as general controls.

According to the GAQ, "The control environment sets the tone of an organization,
influencing the control consciousness of its people. It is the foundation for all other
components of internal control, providing discipline and structure. Control environment
factors include the integrity, ethical values, and competence of the entity’s people;
management's philosophy and operating style; and the way management assigns authority

and organizes and develops its people."[1]

https://www.sans.edu/cyber-research/security-laboratory/article/security-controls visited 2/28/2017

A ’ Wisconsin
Procurement
4 W B g 'nstitute Institute
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Assistance Center (PTAC)
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https://www.sans.edu/cyber-research/security-laboratory/article/security-controls
https://www.sans.edu/cyber-research/security-laboratory/article/security-controls
https://www.sans.edu/cyber-research/security-laboratory/article/security-controls
https://www.sans.edu/cyber-research/security-laboratory/article/security-controls
https://www.sans.edu/cyber-research/security-laboratory/article/security-controls
https://www.sans.edu/cyber-research/security-laboratory/article/security-controls
https://www.sans.edu/cyber-research/security-laboratory/article/security-controls
https://www.sans.edu/cyber-research/security-laboratory/article/security-controls

DFARS 252.204-7012 — Implementation
Compliance

There is no single or prescribed manner in which a contractor may
choose to implement the requirements of NIST SP 800-171, or to assess
their own compliance with those requirements.

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017
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DFARS / NIST Implementation

A reasonable first step may be for company personnel with knowledge
of their information systems security practices to

* read through the publication,

* examining each requirement

* determine if it may require a change to company policy or processes,
a configuration change for existing company information technology

(IT), or if it requires an additional software or hardware solution.
Most requirements

Traffic Light - protocol @ ) @

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017

A Wisconsin
Procurement

4 W B | 'nstitute
A Procurement Technical



Risk Assessment — NIST (SP)800-39

* A fundamental component of an organizational risk management process —
may be conducted at different organizational tiers

» Organization, mission/business, IT systems level
* |dentify, estimate and prioritize risk to an organization

* Purpose —inform and advise, decision makers and support risk responses
by
* |dentifying relevant threats
* Vulnerabilities
* Impact
 Likelihood that harm will occur

e Qutcome is a determination of risk

NIST 800-30 r1 Guide for Conducting Risk Assessments, Chapter 1, page 1

A Wisconsin
Procurement
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NIST (SP) 800-171 Revision 1 — key idea

3.4.4  Analyze the secunty impact of changes prior to implementation.

* Don’t act too quickly
* Ask questions — in quality there are the 5 why’s

e Test first if possible Update - if Control
needed
* Look for unintended consequences
* Monitor impact ’
e Look for ...
Monitor Analysis
NIST (SP) 800-171 Revision 1, December 2016 : refers to 3.4.4 only
implement VAID) s
B .I titute

ns
5/23/2018 aw
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Current Status —ongoing process

N O i S S u e S ¢ 800-171R1 Review complete, no issues identified

® Reviews in progress
e Issues/questions require resolution

e Unauthorized logins

e Questionable log activity
I S S u e S p re S e n t e External information — complaints, issues, other

NIST (SP) 800-171 Revision 1, December 2016 — 3.12 Security Assessment 5/23/2018

53
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Implementation — Contractor’s responsibility

» Ultimately, it is the contractor’s responsibility to determine whether
it is has implemented the NIST SP 800-171 (as well as any other
security measures necessary to provide adequate security for covered

defense information).

» Third party assessments or certifications of compliance are not
" required,
= quthorized,

" or recognized by DoD,
= nor will DoD certify that a contractor is compliant with the NIST SP 800-171
security requirements.

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017
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Implementation — Decisions

* Having reviewed all of the security requirements, a company may
then determine which of the requirements,
1) can be accomplished by their own in-house IT personnel,

2) require additional research in order to be accomplished by company
personnel,

3) require outside assistance.

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017 &
DoD Procurement Toolbox — What Happens on December 31, 2017 —slide 11 ‘A'DI Wisconsin
5/23/2018 B e



56

Information — life cycle, general elements

M.N. Violante, WPl — Nov 2017

5/23/2018

Auditing

Awareness

Controls

Deliverables
Information — source(s)
Monitor — test
Questions to KO, other
Training

Transmittal registry
Update procedures

ccccccccccccccccc
Assistance Center (PTAC)



Information — life cycle — NIST (examples)

Receipt - 3.1.3 Control the flow of CUI in accordance with approved authorizations.

Marking - 3.8.4 Mark media with necessary CUI markings and distribution limitations

Storage -- 3.8.1 Protect (i.e., physically control and securely store) system media containing CUI,
both paper and digital.

Use - 3.9.1 Screen individuals prior to authorizing access to organizational systems containing CUI.

Sharing - 3.10.3 Escort visitors and monitor visitor activity.

Destruction - 3.8.3 Sanitize or destroy system media containing CUIl before disposal or release for
reuse.

A Wisconsin
Procurement
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The Existence of CUl is the controlling factor

Marking email

Posted on October 23, 2017 by Mark Riddle

The principles for marking CUI are the same when sending email; the banner must appear
at the top portion of the email. In addition to the banner marking, an indicator

Continue reading —

Posted in Marking & examples | Tagged email, marking, marking emails, marking example, sample marking | Leave a
: 3 Wisconsin
https://isoo.blogs.archives.gov/ ‘A’DI Procurement
Institute
5/23/2018 4Wn
A Procurement Technical
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Extend compliance and security controls beyond
employees

* Employees need to understand if data shared with outside partners is
subject to specific regulatory requirements while being compliant, and if
so, how to securely share that information with low risk. Additionally,
companies should adopt compliance standards for their partners and
vendors, and ensure that basic education is done before allowing access to
any regulated information.

* To help staff and third party partners understand whether data is sensitive,
technology such as data loss prevention or data classification can provide
an automatic and visual prompt to users (e.g. warning a user before an
email is sent that sensitive data is attached, or applying a watermark to
documents to remind the user it contains private data). Adopting such an
approach will allow organizations to ensure that data protection standards
and policies are understood and can be acted on effectively.

https://www.securityweek.com/are-you-securing-your-contract-workforce ‘A'DI Procurement
‘ ' I l nstitute




Marking Controlled Technical Information

* Is it required by contract or other reference?
* Does it make good business/security sense?
 Alerting suppliers/subcontractors

* Internal circulation v. external
e Similar thoughts related to communicating — hot, fragile, dangerous material
* How will external entities be informed/know?

e |f started, marking, can it be stopped and started? — consistency
* Why this one but not that one?

A Wisconsin
Procurement
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Marking CTI - NIST

The CUIl Program is designed to address several deficiencies in
managing and protecting unclassified information to include
inconsistent markings, inadequate safeguarding, and needless
restrictions, both by standardizing procedures and by providing
common definitions through a CUl Registry.

3.8.1 Protect (i.e., physically control and securely store)
system media containing CUI, both paper and digital.

3.8.4 Mark media with necessary CUlI markings and
distribution limitations. Footnote #25

NIST SP 800-171 r1 Chapter 1 page 1 Y\AID)
FA B o Institute
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Marking Media

3.8.4 Mark media with necessary CUlI markings and

TR distribution limitations. Footnote #25 NIST SP 800-
° 171r1
o
DEPARTMENT OF
GOOD WORKS
Removable Hard drive
Equipment can be marked or labeled to indicate that CUI is stored on the device.
| o
b1
| 8
| 2
8
NOTE: DOGW is an acronym for Department of Good Works.
Wisconsin
‘ A ’ D I rrc.;;tu rtem ent
nstitute
5/23/2018 awn.n
Assistance Center (PTAC)

https://www.archives.gov/cui CUI Marking Handbook — pdf page 23



https://www.archives.gov/cui
https://www.archives.gov/cui
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Marking Controlled Technical Information

Category-Subcategory m

Agriculture AG

Controlled Technical Information CTI

Critical Infrastructure CRIT

Critical Infrastructure-Ammonium Nitrate CRITAN

Critical Infrastructure-Chemical-terrorism Vulnerability Information CVI

Critical Infrastructure-Critical Energy Infrastructure Information CEll
https://www.archives.gov/cui/registry/category-marking-list ‘A’DI Procurement

5/23/2018 4 W m § Institute
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Basic v. Specified

Basic or
Specified

Safeguarding and/or Dissemination Authority

48 CFR 252.204-7012 Specified

CUI Basic is the subset of CUl for which the authorizing law, regulation, or Government-wide policy does not set out specific handling or dissemination controls.
Agencies handle CUI Basic according to the uniform set of controls set forth in this part and the CUI Registry. CUI Basic differs from CUI Specified (see definition for

CUI Specified), and CUI Basic controls apply whenever CU| Specified ones do not cover the involved CUL.

CUI Specified is the subset of CUl in which the authorizing law, regulation, or Government-wide policy contains specific handling controls that it requires or permits
agencies to use that differ from those for CUI Basic. The CUI Registry indicates which laws, regulations, and Government-wide policies include such specific
requirements. CUl Specified controls may be more stringent than, or may simply differ from, those required by CUI Basic; the distinction is that the underlying
authority spells out the controls for CUl Specified information and does not for CUI Basic information. CUI Basic controls apply to those aspects of CUl Specified

where the authorizing laws, regulations, and Government-wide policies do not provide specific guidance.

https://www.archives.gov/cui/registry/category-detail/controlled-technical-info.html & https://www.archives.gov/cui/registry/cui-glossary.html ‘A’DI ;‘fé‘;ﬁ?j,iﬂent
5/23/2018 4 W m § Institute
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Other categories (24) may/could apply

Proprietary Business Information
Proprietary Business Information-Manufacturer

Proprietary Business Information-Ocean Commeon Carrier and Marine Terminal Operator Agreements

Proprietary Business Information-Ocean Common Carrier Service Contracts

Proprietary Business Information-Postal

Proprietary Business Information-System for Award Management

https://www.archives.gov/cui/registry/category-marking-list
5/23/2018
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Marking email — for example

66

* From https://www.archives.gov/cui/registry/category-marking-list

To.. Secret Squirrel
Ce.
Send
Bee...
Subject CUL/CTI - Controlled Information -

(U) Public Information

[CUI/CTI) This paragraph contains CUI

https://www.archives.gov/cui/registry/category-marking-list
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Mandatory CUl Banner Marking - Agency

CONTROLLED = |tis mandatorytoinclude a
‘ﬁf’ Washogton, D 20008 banner marking at the top of
. the page denoting Controlled
Unclassified Information

From: JTohn E. Doe, Chief Division 3

Subject: Examples

W support the President by ensunng that the Govermment . 0 pti 0 n a I b ESt p ra Cti ce iS to
protects and provides '|.III.J'|JI_-'I ACCESS ii\ information to i n CI ud e On botto m aS wel I

advance the national and public interest.

We lead efforts to standardize and assess the management
of classified and controlled unclassified infoemation
through oversight, policy development, guidance,
education, and reporting

/ Footer markings are optional
CONTROLLED

https://www.archives.gov/files/cui/documents/marking-introduction-20170906.pdf Slide 5 ‘A’D Wisconsin

Procurement
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Limited Dissemination Marking

= |imited Dissemination Controls
are not mandatory

® Limited Dissemination Controls
Markings are separated from
other elements of the banner by
two forward slashes (//)

= When a document contains
multiple Limited Dissemination
Control Markings, those Limited
Dissemination Control Markings
separated by a single slash (/)

CONTROLLED/SP-XXX/NOFOREN

§ g; Department of Good Works
Washington, D.C. 20008

In this example,
June 27, 2013 \ the specified
MEMORANDUM FOR THE DIRECTOR category is
indicated by SP-
XXX, and the

“No Foreign

From: John E. Doe, Chief Division 5

Subject: Examples

We support the President by ensuring that the dissemination™
Government protects and provides proper access to .
information to advance the national and public interest control is used.

We lead efforts to standardize and assess the
management of classified and controlled unelassified
information through oversight, policy development,
guidance, education, and reporiing

We lead efforts to standardize and assess the
management of classifiad and controlled unclassified
information through oversight, policy development,
enidance, education, and reporting.

CONTROLLED/SP-XXX/NOFORN

https://www.archives.gov/files/cui/documents/marking-introduction-20170906.pdf - slide 9

5/23/2018
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CUI Coversheets

Agencies may use coversheets to identify CUI, alert observers that CUl is present from a distance, and serve as a shield to protect CUI from inadvertent disclosure. If
an agency chooses to use coversheets, it must use one of the following CUI EA-approved coversheets:

__

OF 901 Controlled Coversheet This coversheet can serve as a shield to protect CUI
from inadvertent disclosure and to alert observers
that CUl is attached to it.

OF 902 Controlled Coversheet — Category and Subcategory  This coversheet can serve as a shield to protect CUI
from inadvertent disclosure and to alert observers
that CUl is attached to it. This coversheet is a fillable
pdf that allows holders to populate any applicable
category/subcategory of CUl contained in the
document.

OF 903 Controlled Coversheet - Attention This coversheet can serve as a shield to protect CUI
from inadvertent disclosure and to alert observers
that CUl is attached to it. This coversheet is a fillable
pdf that allows holders to populate any applicable
category/subcategory of CUl contained in the
document as well as any other pertinent
information related to handling or dissemination.

AN

https://www.archives.gov/cui/additional-tools

5/23/2018

69

A ’ Wisconsin
Procurement
) ' "] 5| Institute

A Procurement Technical
Assistance Center (PTAC)


https://www.archives.gov/cui/additional-tools
https://www.archives.gov/cui/additional-tools
https://www.archives.gov/cui/additional-tools
https://www.archives.gov/cui/additional-tools

70

CUI Coversheets -
example

CONTROLLED

CONTROLLED UNCLASSIFIED
INFORMATION (CUI)

All mdividuals handling this mformation are requred
to protect 1t from unauthonzed disclosure.

Handling, storage, reproducton, and dispositnon of
the attached document(s) must be mn accordance with
32 CFE. Part 2002 and appheable agency policy.

Access to and dissemination of CUI shall be allowed
as necessary and permussible to any individual(s),
orgamzation{z), or groupmg(s) of users, provided

such access or dissemunation 1s consistent with
or in furtherance of a Lawful Government Purpose
and 1n a manner consistent with applicable law,
regulations, and Government-wide policies.

ST R
Pommaribend by ESAEER] | 63 £ 20

CONTROLLED
VAIDJ
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Key Decision(s) related to Cyber preparedness

* Internal

 Staff, full time, other duty as assign
 Staff, part time, dedicated

* External — subcontract/consultant
o Staff

* Awareness

* Training

* Refresher training

* Updates to requirements

.

Is it a priority for

you?

VAIDJ -
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DoD awareness of the issue

Secretary of Defense Jim Mattis visits Google Headquarters

Press Operations

Release No: NR-287-17

Aug. 11, 2017 Alpha 15

PRINT | E-MAIL

Chief Pentagon Spokesperson Dana W. White provided the following readout:

Today Secretary Jim Mattis visited Google headquarters and met with leadership to discuss innovative new
technologies and methods to best leverage advancements in artificial intelligence, cloud computing and cyber-
security for the Department of Defense.

The secretary emphasized that the DoD must continue to be a smart user of commercial technology and able to
innovate at the speed of relevancy.

WAID
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https://www.defense.gov/News/News-Releases/News-Release-View/Article/1276698/secretary-of-defense-jim-mattis-visits-google-headquarters/source/GovDelivery/
https://www.defense.gov/DesktopModules/ArticleCS/Print.aspx?PortalId=1&ModuleId=764&Article=1276698
mailto:?Subject=Secretary of Defense Jim Mattis visits Google Headquarters%E2%80%8E - U.S. DEPARTMENT OF DEFENSE&body=Here is an article I think you will find interesting: https://www.defense.gov/News/News-Releases/News-Release-View/Article/1276698/secretary-of-defense-jim-mattis-visits-google-headquarters/
mailto:?Subject=Secretary of Defense Jim Mattis visits Google Headquarters%E2%80%8E - U.S. DEPARTMENT OF DEFENSE&body=Here is an article I think you will find interesting: https://www.defense.gov/News/News-Releases/News-Release-View/Article/1276698/secretary-of-defense-jim-mattis-visits-google-headquarters/
mailto:?Subject=Secretary of Defense Jim Mattis visits Google Headquarters%E2%80%8E - U.S. DEPARTMENT OF DEFENSE&body=Here is an article I think you will find interesting: https://www.defense.gov/News/News-Releases/News-Release-View/Article/1276698/secretary-of-defense-jim-mattis-visits-google-headquarters/

Evolving requirements

* Enhance Email and Web Security

e Based on current network scan data and a clear potential for harm,
this directive requires actions related to two topics: email security
and web security.

* Implement — email authentication:
e Offer: STARTTLS
* Implement - SPF/DKIM, DMARC
» Utilize — HTTPS protocol on publically accessible web servers

DHS - Binding Operational Directive 18-01; https://cyber.dhs.gov/, visited — Oct 17, 2017

VAIDJ -
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https://cyber.dhs.gov/

U.S. Steel is now claiming research on creating the next
generation of high-strength steel was taken and reproduced in

China. “

III

They couldn’t figure out how to move to the next level,” said
Debbie Shon, an attorney representing U.S. Steel in the petition.
“After the hack they were able to.”

http://www.engineering.com/AdvancedManufacturing/ArticlelD/12050/Manufacturing-Sector-ldentified-as-Leading-Target-of-Infrastructure-Cyber-Attacks.aspx

Manufacturing Sector ldentified as Leading Target of Infrastructure Cyber-Attacks; visited May 9, 2016
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In the News — Summer of 2015

» Several of NY must prestigious trusted law firms

 Under cyberattack — trio of Chinese hackers

* Snuck in to law firm network via tricking partners into revealing
email passwords

* Once in —snooped — highly sensitive document related to M&A’s
* Then from % around the world, traded on that info — netting S4M

* “You are and will be the targets of cyberhacking, because you
have information valuable to would-be criminals”

e Aha moment — how vulnerable and defenseless

Jeff John Robers and Adam Lashinsky, Fortune, July 1, 2017, 52-59

5/23/2018 AProcwremant A
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In the News — Summer of 2015 — Hacker’s view

* “Expensive data-security systems and high-priced information
security consultants don’t faze today’s hackers.”

i
* Hackers have — time and resources | Theyalso share
____________________________________ d

* In the NY Law firm case, “attackers attempted to penetrate
targeted servicers more than 100,000 times over seven months.”

* “It has become abundantly clear that no network is completely
safe. “

Jeff John Robers and Adam Lashinsky, Fortune, July 1, 2017, 52-59

5/23/2018 :'m
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Small Business risk — “it won’t happen to us”

* It’s not just Fortune 500 companies and nation states at risk of having
IP stolen—even the local laundry service is a target.

* In one example, an organization of 35 employees was the victim of a
cyber attack by a competitor.

* The competitor hid in their network for two years stealing customer
and pricing information, giving them a significant advantage.

) ) =) =) ‘Hidfortwoyears!

Internet Security Threat Report, Volume 21, April 2016, Symantec YAIDJ
5/23/2018 4 W m uintitute
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|d’ing the digital spy

“When businesses do eventually notice that they have a digital spy in
their midst and that their vital information systems have been
compromised, an appalling 92 percent of the time it is not the
company’s chief information officer, security team, or system
administrator who discovers the breach.”

* How do companies find out that they have been breached?

 Law enforcement
* Angry customer
* Contractor

Marc Goodman, Future Crimes: everything is connected, everyone is vulnerable and what we can do about it, (New York: DOUBLEDAY, 2015), 16-17

Wi n
Verizon’s 2013 Data Breach Investigations Report is cited as the source ‘A'D Procurement
FR B o Institute
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Cyber — breach detection

“February 25, SecurityWeek — (International) Breach detection time
improves, destructive attacks rise: FireEye. FireEye-owned Mandiant
released a report titled, M-Trends which stated that current

organizations were improving their breach detection rates after an
investigation on real-life incidences revealed that the median detection
rate improved from 205 days in 2014 to 146 days in 2015. The report <=
also stated that disruptive attacks were a legitimate threat and gave
insight into how organizations can prepare for and deal with such

attacks.

Source: http://www.securityweek.com/breach-detection-time-
improves-destructive-attacks-rise-fireeye “

Copied from: DHS Open Source Daily Infrastructure Report, Iltem 18, February 29, 2016
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Information Security — key elements

 Confidentiality - protecting information from unauthorized access and
disclosure.
For example, what would happen to your company if customer .
information such as usernames, passwords, or credit card information
was stolen?

e Integrity - protecting information from unauthorized modification.

For example, what if %/our payroll information or a proposed product
design was changed:

e Availability - preventing disruption in how you access information.

For example, what if you couldn’t log in to your bank account or
access your customer’s information, or your customers couldn’t access
you?

NIST Publication NISTIR 7621 Revision 1, Small Business Information Security: The Fundamentals Celia Paulsen Patricia Toth, 2
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Cyber Security — over arching idea

“Prevention of damage to, protection of, and restoration of
computers, electronic communications systems, electronic
communications services, wire communication, and
electronic communication, including information contained
therein, to ensure its availability, integrity, authentication,
confidentiality, and nonrepudiation” [CNSSI4009][HSPD23].

NIST Publication NISTIR 7621 Revision 1, Small Business Information Security: The Fundamentals Celia Paulsen Patricia Toth, 2
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What is a cyber incident?

* A cyber incident is defined as actions taken through the use of
computer networks that result in a compromise or an actual or
potentially adverse effect on an information system and/or the
information residing therein.

According to - DoD's DIB Cyber Incident Reporting & Cyber Threat Information Sharing Portal; the
recipient of the required cyber incident report.

https://dibnet.dod.mil/portal/intranet/Splashpage/ReportCyberincident

5/23/2018 :'m
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Cyber incident — the lost USB

* London Heathrow Airport’s security laid bare by one lost USB stick

If someone set out to invent a risky way to transport important data around it’s
hard to imagine they’d better the USB flash stick for calamitous efficiency.

They’re cheap enough to feel disposable, store large numbers of files, and
despite years of mishaps barely any are sold with encryption security.

They’re also incredibly popular — which is why in 2017 we’re still writing about
cases like the USB stick found in a west London street that turned out to contain
2.5Gb of unprotected files detailing many of the anti-terrorism procedures and
systems used to protect one of the world’s busiest airports.

This included: the route taken by the Queen, politicians and dignitaries when
using the airport’s secure departure suite; radio codes used to indicate
hijackings; ...

https://nakedsecurity.sophos.com/2017/10/31/Iondon-heathrow-airports-security-laid-bare-by-one-Iost—usb-stick/
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Real World — SAM Registration

POLICY &
REGULATIONS

G S A TRAVEL REAL ESTATE ACQUISITION TECHNOLOGY ABOUT US
A\

Home * About Us = Organization = Federal Acquisition Service = Office Of Systems Management = Integrated Award Environment (LAE) = SAM Update >

OFFICE OF SYSTEMS SAM U pd ate

MANAGEMENT

Overview

commen Acquisition Platiorm (¢4P)  Alleged Fraudulent Activity in SAM - Updated March 27,2018

Int ted Award Envi t (IAE
ntegrated Award Environment (IAE) GSA's System for Award Management (SAM) is supporting an active investigation by the GSA Office of Inspector General

Governance and Guidance (01G) into alleged, third party fraudulent activity in SAM. At this time, only a limited number of entities registered in SAM
Business Operations are suspected of being impacted by this fraudulent activity.
IAEIT GSA has already taken proactive steps to address this issue and has notified affected entities. GSA will continue to work

Outreach and Stakeholder with the OIG and law enforcement agencies to take additional action as appropriate.

Engagement Please note, these proactive steps include requiring an original, signed notarized letter identifying the authorized Entity

Program Planning, Analysis, and Administrator for the entity associated with the DUNS number before a new SAM.gov entity registration will be activated.

https://www.sam.gov — visited March 27, 2018

‘A’DI ;\rrigggresri:ent
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Protective measures - NIST

I:> 3.8.4 Mark media with necessary CUI markings and distribution
limitations.s
3.8.5 Control access to media containing CUI and maintain
accountability for media during transport outside of controlled areas.
|:> 3.8.6 Implement cryptographic mechanisms to protect the confidentiality
of CUI stored on digital media during transport unless otherwise
protected by alternative physical safeguards.
3.8.7 Control the use of removable media on system components.

3.13.10 Establish and manage cryptographic keys for
cryptography employed in organizational systems.

I:> 3.13.11 Employ FIPS-validated cryptography when used to
protect the confidentiality of CUI.

NIST (SP) 800-171 Revision 1, December 2016
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search 3.13.11 ‘A'DI
‘ ' l l
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NIST SP 800-171 Security Requirement
See FAQ 68

3.13.11 — FIPS Validated Encryption

* Security Requirement 3.13.11 requires use of FIPS-validated
cryptography when used to protect the confidentiality of CUI

* FIPS-validated cryptography means the cryptographic module has been
tested and validated to meet FIPS 140-1 and -2 requirements

* FIPS-validated cryptography is required only to protect CUI and only
when transmitted or stored outside the protected environment
(including wireless/remote access) of the covered information system
if not separately protected (e.g., by a protected distribution system)

— FIPS validated encryption is required due to the high failure rate
experienced during validation process

— Encryption used for other purposes, such as within applications
or devices, within the protected environment of the covered information
system does not need to be FIPS-validated

Unclassified

Train-the-Trainer Unabridged DFARS 252.204-7012 May 2018_0 — accessed from www.dodprocurementtoolbox.com/cybersecurity - slide 26 ‘A'D Wisconsin

Procurement
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http://www.dodprocurementtoolbox.com/cybersecurity

Vulnerabilities lead to different paths of attack

Notes by CVSS Environmental Score

CVS5

9.6

9.5

9.5

9.5

9.5

9.5

9.5

9.4

9.3

9.2

9.0

Public

2014-09-24

2014-04-26

2014-02-13

2013-01-10

2012-08-26

2010-08-02

2010-08-02

2013-03-04

201112-27

2014-08-07

2014-11-1

D

VUE252743

VU#222929

VUHT32479

VUEG25617

VU#B36312

VU#362332

VU#E40249

VU#GBEE246

VUET23755

VU#LTE598

VU#E05120

https://www.kb.cert.org/vuls/byCVSS visited 9/12/2017

Title

GMU Bash shell executes commands in exported functions in enviro...

Microsoft Internet Explorer CMarkup use-after-free vulnerability
Internet Explorer CMarkup use-after-free vulnerability

Java 7 fails to restrict access to privileged code

Oracle Java JRE 1.7 Expression.execute() and SunToolkit.getField() ...

Wind River Systems VxWorks debug senice enabled by default

Wind River Systems VxWorks weak default hashing algorithm in sta...

Oracle Java contains multiple vulnerabilities
WiFi Protected Setup (WPS) PIN brute force vulnerability

Iridium Pilot and OpenPort contain multiple vulnerabilities

Microsoft Secure Channel (Schannel) vulnerable to remote code exe. ..

5/23/2018
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Who is visiting your site?
analytics.uisa.gov

230,973

people on government websites now

Visits TOday Eastern Time
1.5m 1.5m
im

Ba 93 102 1ls 12p 1lp 2p 3p 4p 3Jp 6Gp 7Tp 8p ©Sp 1l0p 1llip

22 Ga Ta

https://analytics.usa.gov/ visited 8/9/2017

im
- I.

12z la Za 3z 4=z
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Top Pages

Now 7 Days

People on a single, specific page now. We
at least 10 people on the page. Download

Welcome | USPS

Studentloans.gov

my Social Security Update Message

USPS Tracking®

StudentlLoans.gov

myUSCIS - Case Status

Safety | Total Solar Eclipse 2017

.S, Department of Veterans Affairs

Matinnal iWacthar CAandrn
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Visitor Locations Right Now

Cities

New York
[ |

Washington
|

Chicago

|

Los Angeles

Plano
[ |

Houston
1

Dallas

1

San Diego
1

Seattle

|

Kansas City
|

https://analytics.usa.gov/ visited 8/9/2017

4%

3.1%

1.7%

1.6%

1.6%

1.3%

1%

1%

0.9%

0.8%

Countries

United States

85.5%

International
[ |

Mexico
Canada
India
United Kingdom
Colombia
Spain
Argentina
Brazil

Chile
Germany
Peru
Puerio Rico
Philippines
Ecuador

France

5/23/2018

14.5%

1.6%
1.4%
1.1%
0.9%
0.6%
0.6%
0.5%
0.4%
0.4%
0.3%
0.3%
0.3%
0.2%
0.2%
0.2%
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Risks - [dentity and Prioritize Information Types

Example.
Customer Contact | Info type 1 | Info type 2 | Info type 3
Information
Cost of revelation ;
.. Mea

(Confidentiality)
Cost to verify )
, , : High
information (Integrity) =
Cost of lost access i

A High.
(Awvailability) ‘g
Cost of lost work High
Fines, penaltlles. | Med
customer notification
Other legal costs Low
Reputation / public )
Relations costs High
Cost to 1dentify and )

. High
repair problem =
Overall Score: High

Procurement

NIST Publication NISTIR 7621 Revision 1, Small Business Information Security: The Fundamentals Celia Paulsen Patricia Toth, Table 1, 10 - sample ‘A'DI Wisconsin
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Implementation — Complexity & Size

* The complexity of the company IT system may determine whether
additional software or tools are required.

* For smaller systems, the company may accomplish many
requirements manually, such as
e configuration management
e patch management,

e Larger and more complex systems may require automated software
tools to perform the same task.

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017 ‘A'DI B
Wisconsin
Procurement
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Security requirement 3.12.4 (System Security
Plan, added by NIST SP 800-171, Revision 1)

* Requires the contractor to
e develop
* document

* and periodically update, system security plans that describe system
boundaries, system environments of operation, how security requirements
are implemented, and the relationships with or connections to other systems.

2 There iIs no prescribed format or specified level of detail for system security plans. However, organizations

must ensure that the required information in 3.12.4 is appropriately conveyed in those plans. rootnote 26 page 14

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017
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System Security Plan - purpose

* The purpose of the system security plan is to provide an overview of the
security requirements of the system and describe the controls in place or
planned for meeting those requirements.

* The system security plan also delineates responsibilities and expected
behavior of all individuals who access the system.

* The system security plan should be viewed as documentation of the
structured process of planning adequate, cost-effective security protection
for a system. It should reflect input from various managers with
responsibilities concerning the system, including information owners, the
system owner, and the senior agency information security officer (SAISO).
Additional information may be included in the basic plan and the structure
and format organized according to needs

Guide for Developing Security Plans for Federal Information Systems - NIST Special Publication 800-18 Revision 1, February 2006, Executive Summary

VAIDJ
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Security Controls [FIPS 199]

* The management, operational, and technical controls (i.e., safeguards
or countermeasures) prescribed for an information system to protect
the confidentiality, integrity, and availability of the system and its
information.

Guide for Developing Security Plans for Federal Information Systems - NIST Special Publication 800-18 Revision 1, February 2006, Appendix B: Glossary

5/23/2018 :'m
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“ _f__-'. k"'-:.-.L_f-
m) Mational Heart, Lung, §_* —/
and Blood Institute ;
1] "'zlﬁ w{c
Information-Technology-Security-Plan+(IT-SP)-q|
For-Moderate:Impact-Level-q|

Nonfederal-Information:Systems-and-Organizations-9|

Purpose:

The purpose of an information technology security plan (IT-SP) is to outline the management,
operational, and technical safeguards or countermeasures prescribed for an information system.

This template should be used as a guide. It is tailored after the guidance provided by NIST Special Publication 800-171
which outlines how non-federal information systems and organizations should protect sensitive information also
known throughout this document as controlled unclassified information (CUI). You are encouraged to review NIST SP
800-171,, Protecting Controlled Unclassified Information on Nonfederal Information Systems and Organizations, and
NIST SP 800-18, Guide for Developing Security Plans for Federal Information Systems, prior to completing the
template below! This will aid you in meeting the expectations for an IT-SP.

NIH Template — Google Search
Wisconsin
‘A'DI Procurement
5/23/2018 ‘ ' . . Institute
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http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171.pdf
http://csrc.nist.gov/publications/nistpubs/800-18-Rev1/sp800-18-Rev1-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-18-Rev1/sp800-18-Rev1-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-18-Rev1/sp800-18-Rev1-final.pdf
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IRS — Contractor, IT requirements

Publication 4812 - Contractor Security Controls

English

Functions as the standard for security controls to be employed by contractors who will have or need access to IRS information,

Volunteer . e : . .
and/or who will have or need access to, maintain or operate IRS information systems in order to perform or carry out and meet

Tax Statisti their contractual obligations. Publication 4812 is a “layperson’s guide” to NIST SP 800-53 when access to IRS information or

ax statisties information systems under contracts for services on behalf of the IRS is outside of IRS controlled facilities or the direct control of the

Service (as opposed to Internal Revenue Manual 10.8.1 - Information Technology (IT) Security, Policy and Guidance, which

Procurement . . . . . . I
applies when contractors are accessing IRS information and information systems at Government controlled facilities).

Treasury Acquisition Inst « Publication 4812 - Contractor Security Controls

» Publication 4812a - Pocket Guide

Small Bus Program Office
Safeguarding Information and Unauthorized Disclosure Awareness

https://www.irs.gov/about-irs/procurement/publication-4812-contractor-security-controls consin
‘A’DI IlI'::‘Ilrz'r‘égresment
Insti
5/23/2018 A‘ch!me:ﬂglé T
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I:QJTGERS Information Protection and Security

About Training & Awareness RBHS Community Resources Trending Now Events Contact Us

AN Developing a Security Plan
About Step 1. Inventory Assessment
Training & Awareness No computer or workstation is immune to compromise. U Step 2. Risk Assessment
value and protecting them is the responsibility of everyo
Students & Home Users to develop a security plan. Step 3. Checklist

Step 4. Evaluation

https://rusecure.rutgers.edu/content/developing-security-plan - visited October 17, 2017 Step 5. 1T Security Plan

A ’ Wisconsin
Procurement
) ' "] 5| Institute

A Procurement Technical
Assistance Center (PTAC)
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https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan

Developing a Security Plan

”No computer or workstation is immune to compromise.”

“The IT Security Plan and process can implemented and maintained with minimum effort
and resources. It is a first step to eliminating the bulk of vulnerabilities which cause
compromises.

1. Take an inventory of your physical and information assets (what are you protecting?).

2. Perform a risk assessment to determine what level of security is needed to protect your
information assets.

3. Complete the checklist to make you aware of your security strengths and weaknesses

4. Complete an evaluation. Evaluate your findings and discuss recommendations to correct
deficiencies and/or improve security with departmental administration and IT staff.

5. Develop a security plan. Create a Security Plan with target dates for implementation.

Assign responsibilities and target dates for the plan. Then monitor progress with reports on
improvements and security initiatives.”

https://rusecure.rutgers.edu/content/developing-security-plan - visited January 24, 2018
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https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan

Sample Security Plan — see slide reference

All of the following bulleted items were marked 'no' on the Security Checklist. (corrective actions)
* Regular testing of UPSs will take place monthly on the 1st.

* Maintain diagnostic software onsite-diagnostic software will be researched and purchased at the
discretion of the Systems Administrator. Said software will be locked in the storeroom.

* Target date to move database to new software-Database will take place within two months
(target date)

* Provisions to continue operations in the event central services (RIAS) software is not available-A
team will be created to develop a plan for business continuity in the event of central services
downtime.

* Network documentation for computers and network devices-Part-time students will be hired for
the purpose of creating documentation.

https://rusecure.rutgers.edu/content/developing-security-plan - visited January 24, 2018
Guide for Developing Security Plans for Federal Information Systems - NIST Special Publication 800-18 Revision 1, February 2006 ‘A'DI
‘ ' l l
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https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
https://rusecure.rutgers.edu/content/developing-security-plan
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Security Requirement 3.12.2 (Plans of Action)

* Requires the contractor to
* develop and implement plans of action

* designed to
» correct deficiencies and reduce or eliminate vulnerabilities in their systems.

Additional NIST 800-171 R1 requirements —

3.14.1 ldentify, report, and correct information and system flaws in a timely manner.

3.14.3 Monitor system security alerts and advisories and take appropriate actions
in response.

Comment: Don’t view the requirements in isolation.

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017

5/23/2018 4w =



ook for related requirements -
-amily elements 1, 5 and 13

3.1.13 Employ cryptographic mechanisms to protect the confidentiality of remote access
sessions.

3.1.17 Protect wireless access using authentication and encryption
3.1.19 Encrypt CUI on mobile devices and mobile computing platforms.21
3.5.10 Store and transmit only cryptographically-protected passwords.

3.13.8 Implement cryptographic mechanisms to prevent unauthorized disclosure of CUI
during transmission unless otherwise protected by alternative physical safeguards.

3.13.10 Establish and manage cryptographic keys for cryptography employed in
organizational systems.

g.ull.?..ll Employ FIPS-validated cryptography when used to protect the confidentiality of

NIST 800-171r1

A Wisconsin
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Documenting implementation

* To document implementation of the NIST SP 800-171 r1 security
requirements by the December 31, 2017, implementation deadline, -

e companies should have a system security plan in place,

* in addition to any associated plans of action to describe
* how and when any unimplemented security requirements will be met,
* how any planned mitigations will be implemented, and

* how and when they will correct deficiencies and reduce or eliminate vulnerabilities in
the systems.

* Organizations can document the system security plan and plans of
action as separate or combined documents in any chosen format.

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017
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NIST SP 800-171 Rev 1 — evaluation factor

* Chapter 3 NIST SP 800-171 Rev 1

* states that Federal agencies may consider the contractor’s system security
plan and plans of action as critical inputs to an overall risk management
decision to process, store, or transmit CUl on a system hosted by a nonfederal
organization,

* and whether or not it is advisable to pursue an agreement or contract with
the nonfederal organization.

e NIST SP 800-171 Rev 1 — not structured to be a mandatory evaluation factor
* Can be used to evaluate the overall risk

* Acquiring activity must state — how & whether NIST implementation
will be used

Office of the Under Secretary of Defense, Acquisition, Technology and Logistics, Implementing DFARS 252.204-7012 Memorandum, Sep 21, 2017

NIST SP 800-171 r1 page 9 YAIDJ -
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Indications of CUI

* DFAR clause — 252.204-7012

* DFAR clause — 252.204-7000 (“Mother may |”)

» Reference to the Joint Certification Program (JCP)

* Reference to Distribution Statements

* Language (ex) Controlling Unclassified Military Technology
* |ltem — listed on USML, ITAR

* Prime - states or requires

* Defined: https://www.archives.gov/cui/registry

Institute
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CUl — National Archives

{ )
| https://www.archives.gov/cui -acd | | Search... 0o~ | 3 “'f:" {§}
|

Controlled Unclassified Info... * |

Blogs - Bookmark/Share - Contact Us

$NATIONAL ARCHIVES [ eareh rchives go

RESEARCH OUR RECORDS VETERANS' SERVICE RECORDS EDUGATOR RESGURGES VISITUS AMERICA'S FOUNDING DOCUMENTS

Controlled Unclassified Information (CUI)

Home > Controlled Unclassified Information (CUI)

Please visit the CUI blog: Controlled Unclassified Information for more information.

Established by Executive Order 13556, the Controlled UnclaZstied Information (CUI) program standardizes the way the Executive branch handles CONTROLLED
unclassified information that requires safeguarding or dissemination con ursuant to and consistent with law, regulations, and Government-wide ll.":‘d'l;‘\":'l:ll\l'.l\.
policies. Learn About CUI =
Use the CUI Logo
Contact Us
Rewist Blog News and Notices
gistry * October 23, 2017 - The CUI Blog has been
launched
The CUI Registry is the authoritative source for guidance regarding CUI policies and practices. * September 12, 2017 - New Training Tools
. ” | have been posted
Search the Registry: jGo | * September 12,2017 - Destruction Labels
« . have peen posted
Tra I n I ng TOOIS e August 17,2017 - New Policy and Guidance
documents have been posted
Categories, Markings and Controls: Policy and Guidance
* Category-Subcategory List ® Executive Order 13556
* Category-Subcategory Markings * 32 CFR Part 2002 |4 (Implementing Directive)
¢ Limitad Dissemination Controls e CUI Marking Handbook[8

A’D Wisconsin
Procurement
https://www.archives.gov/cui 5/23/2018 “ T !I_n;?tttz )
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CUI Categories and Subcategories - examples

* Agriculture

* Controlled Technical Information

* Critical Infrastructure

* Export Control

* Financial

* Immigration

* Intelligence

e Law Enforcement

* NATO

e Others categories (14 other categories)

https://www.archives.gov/cui/registry/category-list “A"P! P tturtemen



DFARS incorporated into contract

* THE FOLLOWING CLAUSES ARE HEREBY INCORPORATED INTO THE
SOLICITATION:

* DFARS 252.204-7008-Compliance with Safeguarding Covered Defense
Information Controls (DEVIATION 2016-00001) (OCT 2015) and

* DFARS 252.204-7012 Safeguarding Covered Defense Information and
Cyber Incident Reporting (DEVIATION 2016- O0001) (OCT 2015) are
incorporated by reference via the DPAP class deviation website
(http://www.acqg.osd.mil/dpap/dars/class_deviations.html).

* Example only showing the incorporating language

A Wisconsin
Procurement
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“Mother may |” 252.204-7000

* (a) The Contractor shall not release to anyone outside the
Contractor's organization any unclassified information, regardless of
medium (e.g., film, tape, document), pertaining to any part of this
contract or any program related to this contract, unless—

(1) The Contracting Officer has given prior written approval;

(2) The information is otherwise in the public domain before the
date of release; or

(3) determined in writing by the contracting officer to be
fundamental research in accordance with National Security Decision
Directive 189 ... and other requirements

A Wisconsin
Procurement
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Joint Certification Program - requirements

* TO MANUFACTURE THIS ITEM, NON-JCP CERTIFIED SUPPLIERS MUST
SUBMIT A CURRENT MANUFACTURING LICENSE AGREEMENT,
TECHNICAL ASSISTANCE AGREEMENT, DISTRIBUTION AGREEMENT OR
OFF-SHORE PROCUREMENT AGREEMENT APPROVED BY THE
DIRECTORATE OF DEFENSE TRADE CONTROLS WITH THE OFFER,
UNLESS AN EXEMPTION UNDER THE PROVISIONS OF ITAR SECTION,

125.4 EXEMPTIONS OF GENERALAPPLICABILITY, AND/OR EAR PART
740 ARE APPLICABLE.

A Wisconsin
Procurement
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Further dissemination of JCP Technical Data

* NOTE: JCP CERTIFIED CONTRACTORS WHO RECEIVE TECHNICAL DATA
PURSUANT TO THEIR DD FORM 2345 CERTIFICATION MAY NOT
FURTHER DISSEMINATE SUCH DATA UNLESS FURTHER
DISSEMINATION OF THE TECHNICAL DATA IS EXPRESSLY PERMITTEDBY
DODD 5230.25.

Institute
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NON-JCP certified suppliers

* NON-JCP CERTIFIED SUPPLIERS SEEKING EXPORT CONTROLLED
TECHNICAL DATA ARE REQUIRED TO PROVIDE THE CONTRACTING
OFFICER WITH AN APPLICABLE AGREEMENT OR IDENTIFY WHICH

ITAR/EAR EXEMPTION APPLIES TO RECEIVE ACOPY OF THE EXPORT
CONTROLLED TECHNICAL DATA.

Y\AID)
5/23/2018 4wl &
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Controlled Technical Information

* Technical information with military or space
application that is subject to controls on the access,
use, reproduction, modification, performance,
display, release, disclosure, or dissemination.

* - is to be marked with one of the distribution
statements B-through-F, in accordance with DoD
Instruction 5230.24, Distribution Statements on
Technical documents.

* The term does not include information that is lawfully
publicly available without restrictions.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting ‘A'DI Wisconsin
Procuremen
(R t
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Distribution Statements

A. Approved for public release.

B. U.S. Government agencies only

C. U.S. Government agencies and their contractors

D. Department of Defense and U.S. DoD contractors only
E. DoD Components only

F. Further dissemination only as directed by

DoD Instruction 5230.24 August 23, 2012

VAIDJ -
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Distribution Statement A - example

\ S-S 3-20 UNF-2A
RUBBER STAMP PART NO. -

PER MIL-STD-I30 / L-A-[*-08 P

.28 DIA
S2I87

.070 DIA THRU b2==17 4908 DA REF)

CSK BOTH ENDS ﬁ %:

20° TO.!| DIA ey L[Al.003]

i L N-03 x 45°
250/ EXCEPT 875 02 o= 12 #——MIN FULL THDS
g
850/ 12 4 - _.E-gg

005 -.018 26+ 268—

SMENTS OF THIS
TARY QUALITY \
(SQAPS) ARE —

AME AS PART NO.} DISTRIBUTION STATEMENT A:

"APPROYED FOR PUBLIC RELEASE:
DISTRIBUTION IS UNLIMITED."

Attachment to client email

VWAIDJ -
5/23/2018 4 W B g nstitute
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Requirements for multiple individuals

* |If multiple individuals in your company need access to the Technical Data
Package (TDP) for a solicitation and an explicit

* access request is required, each individual MUST submit an explicit access
request to be granted approval to view the TDP. Those

e same individuals MUST be registered in Federal Business Opportunities
(FBO). Any individuals no longer with the company should be deleted.
Questions related to registration in FBO should be directed to <deleted>

* Vendors are responsible for placing correct information in FBO.

* |t is strongly suggested that you submit the explicit access request and
provide the buyer with the completed Use and Non-Disclosure Agreement
at the same time if the solicitation requires both to gain access to view the
TDP.
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Destruction notice

e Upon completion of the purposes for which Government Technical
Data has been provided, the Contractor is

»required to destroy all documents, including all reproductions,
duplications, or copies thereof as may have been further distributed
by the Contractor.

» Destruction of this technical data shall be accomplished by:
shredding, pulping, burning, or melting any physical copies of the TDP
and/or deletion or removal of downloaded TDP files from computer
drives and electronic devices, and any copies of those files.

Okay — now prove it!

Institute
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Threat Landscape — the why

* DoS
* Detection

i cImaeI e

i AT IOAE * Cyber Issues

CLCe M WM’ )

,.,.;.m"gxi;ax:.;.:.}.‘;..-._.g o * Ransomware
D f " )\ﬁ&f\-o-: i . .
IR * Spear fishing

e “lll p o

( :'mnm‘rl";»

()1001001 1 IOIOIU( * Insider Threats

* Social Engineering
e Spoofing

* Impersonation

5/23/2018 avw
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Indications of a Cyber Incident

* Unusual/unaccounted for outbound traffic and between client
networks.

* Privileged Account Anomalous usage

e User Account Activity from anomalous Ips

* Excessive failed logins

* Changes/large queries against web server pages
* Well known port vs. application usage

* Files — storage/transmission

* Other Web Browsing “spikes”

Don Murdoch, blue Team Handbook: Incident Response Edition, 2016, 60-65

A Wisconsin
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Denial of Service

United S1ates
Computer Emergenoy
Readiness Toam

US-CERT

Mational Cyber Awareness System:

IC3 Issues Alert on DDoS Attacks

1V17/2017 08:39 PM EDT

Orginal release date: October 17, 2017

The Internet Cnme Complaint Center (IC3) has issued an alert on distributed denial-of-service (DDoS)-for-hire services
advertised on ciminal forums and marketplaces. Using DDoS attacks to prevent legitimate users from accessing websites

or information can lead to serious consequences.

US-CERT encourages users and administrators to review the 1C3 Alert for more information and US-CERT's Alert on
Heightened DDoS Threat Posed by Mirai and Other Botnets.

The Internet Sees Nearly 30,000 Distinct DoS Attacks Each Day: Study
The incidence of denial-of-service (DoS) attacks has consistently grown over the last few years, "steadily becoming
one of the biggest threats to Internet stability and reliability."

the researchers discovered that the internet suffers an average of 28,700 distinct DoS attacks every day. This is
claimed to be 1000 times greater than other reports have indicated.

http://www.securityweek.com/internet-sees-nearly-30000-distinct-dos-attacks-each-day-study ‘A'DI ‘é‘féiﬂ?ééﬁent
5/23/2018 4 W g ntivte
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Seagate Technology — phishing email

e Seagate Technology reported that its employees’ personal
information was compromised after a phishing email disguised as a
legitimate internal company request prompted an employee to
disclose employee data to an unauthorized third party. — CNBC

Copied from: DHS Open Source Daily Infrastructure Report, Top Stories, March 8, 2016

VAIDJ -
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Cyber — phishing, spoofing, impersonation

“February 29, ZDNet — (International) Snapchat falls foul of CEO
impersonation, hands over employee pay data. The video messaging
application, Snapchat reported that many of its current and former
employees’ payroll information was compromised after a cyber-
attacker impersonated the firm’s chief executive officer (CEO) via a
phishing campaign and collected employee payroll information from
staff at the firm. Snapchat stated that the incident was contained and
reported the scheme to the FBI.

Source: http://www.zdnet.com/article/snapchat-falls-foul-of-ceo-
impersonation-hands-over-employee-pay-data/ “

Copied from: DHS Open Source Daily Infrastructure Report, Item 14, March 1, 2016

Institute
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Situational Awareness — users - Phishing

* > eight million results of sanctioned phishing tests in 2015; multiple
security awareness vendors

* 30% of phishing messages were opened by the target across all
campaigns.

* About 12% went on to click the malicious attachment or link and thus
enabled the attack to succeed. The median time for the first user of a
phishing campaign to open the malicious email is 1 minute, 40
seconds.

* The median time to the first click on the attachment was 3 minutes,
45 seconds

2016 Verizon, Data Breach Investigation Report, 18 ‘A'DI Wisconsin
Pi t
|
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Email — Phishing — the ticking time bomb

* Email — “the backbone of business communications”
* 3.7 billion users
* 269 billion messages everyday
* Cyber criminals’ primary vector to attempt to extract information

* Core problem

* humans are simply vulnerable when it comes to being fooled by email scams
— even those at the largest, most high-profile organizations.

* Success will lead to more sophistication of targeted attacks + increase
* Threat — combination of emails with social engineering
* Traditional approaches may not be suitable — see referenced article

http://www.securityinfowatch.com/article/12398363/phishing-emails-the-ticking-time-bomb-in-your-inbox ‘A’D Wisconsin
p
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Phishing — Tackle Box

* Bots/Botnets

* Phishing Kits

* Technical Deceit

e Session Hijacking

* Abuse of Domain Name Service (DNS)

 Specialized Malware

»Normal user reactions — close pop-ups; what did | just click on?

Technical Trends in Phishing Attacks, Jason Milletary, US Cert

A Wisconsin
Procurement
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submit the malicious software to
DoD Cyber Crime Center (DC3)

Spyware /

Class of malware that collect information from a computing system without
the owner’s consent — keystrokes, screenshots, credentials, personal email

addresses, web form filed data, Internet usage habits and other

 Who would want to spy on me?

* Marketers

Advertisers

Bad actors — data thieves
Employers

Trusted Insider

* Employee — spyware to collect corporate information to sell

* Spouse/family member/close relation

* Cleaning crew/Contractor

U.S. DHS, US-CERT, Spyware, Aaron Hackworth, CERT Coordination Center, Copyright 2005 Carnegie Mello University
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Social Media Risk

* “The threats and exposures are many and varied. They range from a single
rogue employee to organized crime to terrorists to spying by other nations.
The threats can be theft of confidential personal data or proprietary
competitive information, to malicious acts causing loss of data or actual
disruption of operations.

* For the energy industry, which handles hazardous materials, a hacking
event that leads to a spill becomes more than just a bad day at the office. “

* “Energy companies do not think of themselves as big users of social
media,” said Westby, “but their employees are, and they tend to have
employees in some very sensitive areas of the world.”

Copied from: http://www.riskandinsurance.com/fueling-cybersecurity/ visited, March 5, 2016
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Procurement

4 W B | 'nstitute
A Procurement Technical


http://www.riskandinsurance.com/fueling-cybersecurity/
http://www.riskandinsurance.com/fueling-cybersecurity/
http://www.riskandinsurance.com/fueling-cybersecurity/

127

Security - General principles

* Enable auto-software updates
* Install, use, & keep updated antivirus software**
* Avoid unsafe behavior — websites, opening links/attachments

* Follow the principle of least privilege
* Create secondary, non-admin/root account

* Admin accounts have universal privileges — malicious software needs this

dCCessS

3.1.5 Employ the principle of least privilege, including for specific security functions and privileged accounts.
3.1.6 Use non-privileged accounts or roles when accessing nonsecurity functions.
3.1.7 Prevent non-privileged users from executing privileged functions and audit the execution of such functions.

WP
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Routers (partial list)

* Turn ping feature off — harder to locate

* Turn off the Auto ID feature

* Turn the device off when not needed/ limit footprint

* Change default login username and password

* Change the default SSID (Service set identifier)

e Password protect — min 8 characters

e Configure WPA2-AES for data confidentiality

* Enable router firewall — most (home) include

* Monitor wireless traffic — routine log scan unauthorized users*

U.S. DHS, US-CERT, Small Office/Home Office Router Security, 2011 ‘A'Dl
a I n . Ins



Free — well maybe sort of

e USB drives

* Trade show — from who, what company
* In the parking lot? — oh really
* Let someone else be the good Samaritan!
 Software/Apps
* |t’s free, but what access is required?
* What do you know about the company?
* Who have you trusted with your data/information

* Online services
* Who — what is the service and who is the product?

U.S. DHS, US-CERT, Software License Agreements: Ignore at Your own Risk, Edward Desautels, Produced 2005 by US-CERT, Updated 2008 ‘A'Dl I‘éf%%ﬁ;é#?em
‘ ' . . nstitute



Questionable Host — Reputation Risk method

* Site names recently registered —
* Time registered loosely relates to risk

e Listed in threat resources (Robtex, malwaredomain, etc)
* No reverse lookup value

* Short / low TTL (<1 day, for example)

* |P address changes frequently

e Site names — “gibberish” can’t be read

Don Murdoch, blue Team Handbook: Incident Response Edition, 2016, 113-114
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|[dentifying a Suspicious host

* Contact the IP Address Owner

* Send Network Traffic to the IP Address
* Seek ISP Assistance

e Research the History of the IP Address
* Look for Clues in Application Content

NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response, 6.4.4 Attacker Identification page 6-17-6-18

VAIDJ -
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Reputation Risk — resource sites

* http://www.barracudacentral.org/lookups

* http://ipremoval.sms.Symantec.com/lookup/

e http://www.brightcloud.com/services/ip-reputation.php

 http://www.avgthreatlabs.com/website-safety-reports/

* http://www.malwaredomainlist.com/mdl.php
* Others ....

Don Murdoch, blue Team Handbook: Incident Response Edition, 2016, 114

aVw
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Ports — loose analogy

e Discrete communication endpoint
* Physical —socket, plug-in
* Logical —application or process
* Numbered - hundreds

* Ports in a business setting
* Doors
* Reception area
* Telephones
* Loading dock

VAIDJ -
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Top 10 Ports — by Report

Port

www.dshield.org/top10.html; visited August 15, 2017

Reports
106450
73916
28051
27462
15769
12187
6336
4760
4475
3894

Targets
12254
3822
3803
2765
2244
1949
1926
1832
1516
1287

5/23/2018

Port
23
22
445
5358
2323
1433
53

2222
80

n
—
EN
—
%]
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Sources
39312
4283
4105
3738
2834
2580
939
679
652
639
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http://www.dshield.org/top10.html

Top 10 Source IP Addresses; associated with

attacks

IP Address
047.044.013.106 ()

190.082.065.155 ()

095.037.160.073 ()

045.021.028.162 ()

073.205.092.142 ()

207.255.216.192 ()

051.015.042.034 ()

119.001.109.096 ()

072.019.038.249 ()

125.07/7.047.172 ()

Reports
2,498
1,266

781
460
387
405
259
258
423

213

Target IPs
2,498
1,266

33
269
264
260
299
258
257
297

Also can apply these IP’s to a router.

Option: Apply the Top 10 blocklist automatically to your firewall via ThreatSTOP.

www.dshield.org/top10.html; visited August 15, 2017

5/23/2018

First Seen

2017-08-14
2017-08-15
2017-08-14
2017-08-15
2017-08-15
2017-08-15
2017-08-14
2017-08-14
2017-08-15
2017-08-14

Last Seen

2017-08-14
2017-08-15
2017-08-14
2017-08-15
2017-08-15
2017-06-15
2017-08-14
2017-08-14
2017-08-15
2017-08-14
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Threat Feeds

bebloh C&C server
Cryptowall C&C server

Dyreza Servers

Hesperbot C&C server

matsnu C&C server
Palevo C&C IP
gakbot C&C server
ramnit C&C server

Ransomips
Spyeye C&C server

Symmi C&C server

TinyBanker C&C server

Upatr Servers
Weblron Bots

Zeus C&C server

www.dshield.org/top10.html; visited August 15, 2017

OTHERS

Cl Army List
Emergingthreats

Forum Spammers
MalcOde Blacklist
TLD Name Servers
Tor Exit Node

PORT SCANNERS

Port 110 Scanner
Port 143 Scanner
Port 21 Scanner
Port 22 Scanner
Port 25 Scanner
v Port 443 Scanner
Port 80 Scanner
Port 993 Scanner

Apache Web Server Scanner

Asterisk VolP Scanner

Suspect Bots/Infected

Bruteforce

courier imap attacker

courier pop3 attacker
OpenBL FTP Scanners
OpenBL HTTP Scanners
OpenBL MAIL Scanners
OpenBL SMTP Scanners
OpenBlL SSH Scanners

5/23/2018

RESEARCH

Blindferret
Erratasec Masscan
Rapid7Sonar
Shadowserver
ShodanHQ

UMichigan scans.io
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Information for good and/or bad

EXPLOIT &

nATABASE Home Exploits Shellcode Papers

1.228 total entries

<< previfl23 4567809 10 next >

Date v D Title

2017-09-04 & Code Injection - HTML Injection

2017-08-30 & Command Injection - Shell Injection

2017-08-28 & Abusing Token Privileges For LPE

5/23/2018

Google Hacking Database

Language
English
English

English
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Submit Search

Author
Shritam Bho...
Shritam Bho...

drone and b...
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Passive Information Gathering

* Key employees

* Dumpster diving

* Analyzing Web Page Code

* Exploiting Website Authentication Methods
* Mining Job Ads and Financial Data

* Using Google to Mine Sensitive Information

* Exploring Domain ownership
 Whois | Domain Name System | Identifying web server Software & Location

Michael Gregg, The Network Security Test Lab; A step-by-Step Guide, (John Wiley & Sons, Inc, Indianapolis, IN 2015), Xl

VAIDJ
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Logs & Cyber Incidents

A log is a record of the events occurring within an organization’s
systems and networks. Logs are composed of log entries; each entry
contains information related to a specific event that has occurred
within a system or network. Many logs within an organization contain
records related to computer security. These computer security logs are
generated by many sources, including security software, such as
antivirus software, firewalls, and intrusion detection and prevention
systems; operating systems on servers, workstations, and networking
equipment; and applications.

NIST SP 800-92 Guide to Computer Security Log Management, Executive Summary

A Wisconsin
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Computer Security Logs

* Generated by many sources; provide documentation of activity

* including security software,

antivirus software
Firewalls
Networking equipment
* Servers
* Routers
e Switches

Intrusion detection prevention systems
Operating systems
Workstations

A Wisconsin
Procurement
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Log management

* Log identification
* Log generation
* Log transmission

* Log analysis
 Staff
* Collection
* Tools - software
* Periodicity

* Log storage and disposal procedures/protocol

VAIDJ
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Log analysis

142

What to Look For in Logs

An administrator should look for all of the following things in log files:

Probes to ports that have no application services running
Unsuccessful logins to the firewall

Suspicious outhound connections

Source-ronted packers

Host operating svstem log messages

Changes to network interfaces

Changes to firewall policy

Additions, delerions, and changes of administrative accounts
Dropped and rejected connections

Time, protocol, 1P addresses, and usernames for allowed connections

Penetration Testing Security Analysis, EC-Council, Page 7-2

5/23/2018
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Log Protection

* logs contain records of system and network security
* they need to be protected from breaches of their confidentiality and
Integrity

* Improperly securing - intentional and unintentional alteration and
destruction

* May allow malicious activity to go on unnoticed
* For example, many rootkits are specifically designed to alter logs

* Protect availability of logs — maximum size / overwriting

NIST SP 800-92 Computer Security and Log Management, 2.3.9 page 2-9 ‘A’D ;f;i?;'i‘:em
FA B o Institute
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Maximizing Log value

* |dentify as high priority
* Combat the notion of boring and of low benefit

* Provide sufficient tools
* Assists with automation
* Helps to identify patterns that a human will not see

* Provide training for efficient performance

* Reactive tool
e After an event

NIST SP 800-92 Computer Security and Log Management, 2.3.3 page 2-10

VAIDJ -
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Collecting & Prioritizing Data Collection

Volatile Data - prioritized
. Network connections

. Login sessions

. Contents of memory

. Running processes Non-
. Open files

volatile

. Network configuration

N O O B W N

. Operating system time

NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response, 5.2.1.3 page 5-8 ‘A’DI e
5/23/2018 4WE mr
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Examining and Analyzing Network Traffic - 1

* Establish monitoring level

 |dentification of an event of interest
* Assess
* Extract
* Analyze

* Goal -
 What happened
» Affect to/on the systems and network

e Simple — reviewing few logs
* Complex — review and analyze multiple sources

NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response, 6.4 page 6-11 ‘A'DI
‘ ' l l
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Examining and Analyzing Network Traffic - 2

* |dentify an Event of Interest
* Someone, received indication — alert, complaint, operational issue — crash
* Information results from security log review

* Examine Data Sources
* Examination and Analysis Tools
 Draw Conclusions

NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response, 6.4 page 6-11 ‘A'D ;f;iﬁpgmem
FA B o Institute
A Procurement Technical



Looking forward — the need to plan, exercise

Scenario Questions
* 1. What are the potential sources of data?

2.hOf)the potential sources of data, which are the most likely to contain helpful information and
why

3. Which data source would be checked first and why?

4. Which forensic tools and techniques would most likely be used? Which other tools and
technigues might also be used?

5. Which groups and individuals within the organization would probably be involved in the
forensic activities?

6. What communications with external parties might occur, if any?

7. From a forensic standpoint, what would be done differently if the scenario had occurred on a
different day or at a different time (regular hours versus off-hours)?

8. From a forensic standpoint, what would be done differently if the scenario had occurred at a
different physical location (onsite versus offsite)?

NIST SP 800-86 Guide to Integrating Forensic Techniques into Incident Response, Appendix B - Scenariors page: Appendix B-1 ‘A'DI pisconsin
FA B o Institute
A Pl.'ocur('ment Tecr:al}lu_;aclj
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Cyber Incident — Reporting Requirements

e Actions required when
* Cyber incident discovered
* Cyber incident affects ability to perform

* Actions
 Conduct a review for evidence to include
 Rapidly report (within 72 hours) to https://dibnet.dod.mil

* Reporting required
 Dibnet account
e DoD Medium Assurance Certificate

DFARS 252.204-7012, SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (OCT 2016), (C)

5/23/2018
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https://dibnet.dod.mil/
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Cyber incident report

* The cyber incident report shall be treated as information created by

or for DoD and shall include, at a minimum, the required elements at
http://dibnet.dod.mil.

DFARS 252.204-7012, SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (OCT 2016), (C) (2)

5/23/2018 :'m
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Cyber Incident Reporting -

DoD contractors shall report as much of the following information as can be obtained to DoD within 72 hours

of discovery of any cyber incident

* Company name

. Company point of contact information (address, position,
telephone, email)

. Data Universal Numbering System (DUNS) Number

. Contract number(s) or other type of agreement affected or
potentially affected

. Contracting Officer or other type of agreement point of
contact (address, position, telephone, email)

. USG Program Manager point of contact (address, position,
telephone, email)

*  Contract or other type of agreement clearance level
(Unclassified, Confidential, Secret, Top Secret, Not applicable)

Facility CAGE code

Facility Clearance Level SUncIassified, Confidential, Secret,
Top Secret, Not applicable

https://dibnet.dod.mil/portal/intranet/Splashpage/ReportCyberincident

Impact to Covered Defense Information
Ability to provide operationally critical support
Date incident discovered
Location(s) of compromise
Incident location CAGE code
DoD programs, platforms or systems involved

Type of compromise (unauthorized access,
unauthorized release (includes inadvertent
release), unknown, not applicable)

Description of technique or method used in
cyber incident

Incident outcome (successful compromise, failed
attempt, unknown)

Incident/Compromise narrative
Any additional information

A Wisconsin
Procurement
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Cyber Incident Record Retention/Availability

* Media preservation and protection. When a Contractor discovers a
cyber incident has occurred, the Contractor shall preserve and
protect images of all known affected information systems identified in
paragraph (c)(1)(i) of this clause and all relevant monitoring/packet
capture data for at least 90 days from the submission of the cyber
incident report to allow DoD to request the media or decline interest.

* Access to additional information or equipment necessary for forensic
analysis. Upon request by DoD, the Contractor shall provide DoD with
access to additional information or equipment that is necessary to
conduct a forensic analysis.

DFARS 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, (e) & (f) ‘A'DI Wisconsin
Procurement
‘ ' . . Institute
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Other requirements

* Other safequarding or reporting requirements. The safeguarding and
cyber incident reporting required by this clause in no way abrogates
the Contractor’s responsibility for other safeguarding or cyber
incident reporting pertaining to its unclassified information systems
as required by other applicable clauses of this contract, or as a result

of other applicable U.S. Government statutory or regulatory
requirements.

252.204-7012 Safeguarding of Unclassified Controlled Technical Information. (l)

Institute
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Forensics — planning considerations

* Applicable laws
* Wiretap Act (18 U.S.C. 2510-22)
e Pen Registers and Trap and Trace Devices Statute (18 U.S.C. 3121-27)
e Stored Wired and Electronic Communication Act (18 U.S.C. 2701-120)

 The Contractor shall conduct activities under this clause in accordance with
applicable laws and regulations on the interception, monitoring, access, use, and
disclosure of electronic communications and data. DFARS 252.204-7012

* May need to consult with an Attorney
* Plan

* Document

* Capture —save

* Reproducible

VAIDJ -
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Create a 30 day action plan

 Review DFAR 252.204-7012
 Review NIST SP 800-171 Revision 1

* Group requirements by difficulty/technical requirement
* Administrative/current - green
* Technical — will need outside assistance — yellow
* Technical/investment - red

* Inventory resources
* Inventory information — stored and other (commercial & DoD)
* Prioritize plans required and development schedule

VAIDJ
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Office procedures

* Who has access to your network?

* Does each employee have their own computer?

* Are computers shared?

* Do all employees have access to all information?

* Are passwords used to protect folders and files?

* Are employees required to change their passwords?

* Does each computer have anti-virus software loaded and enabled?
* Are IT functions accomplished in-house or by a third party?

* Do you monitor your network?

VAIDJ -
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Information handling requirements

* At what level —internally

* To what degree?

* Process for keeping current?

* How is information identified? - marked

* How is it stored?

* |s there one level — two — more?

* How is information shared?

* Are the processes tested? — how often? — by whom? — results?

VAIDJ -
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Disposal

* 1/125” —that’s right! That’s the recommended size that a piece of a hard

drive should be after destruction.

Shredding (CD’s & DVD’s)

Degaussing — hard drive

Specialized services will disintegrate, burn, melt, or pulverize your HD

Beware — do not
* Use a microwave
* Burn
e Use chemicals

Deleting
Overwriting

U.S. DHS, US-CERT, Disposing of Devices Safely, 2012 Carnegie Mellon University. Produce for US-CERT

A Wisconsin
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Personnel - partial

« 3.2.1/3.2.2 Are employees provided any IT training?
* New hires
* Current

* 3.9.1 Are employees screened prior to granting access to the IT system?

* 3.1.2 Limit system access to the types of transactions and functions that
authorized users are permitted to execute.

* 3.1.7 Prevent non-privileged users from executing privileged functions and audit
the execution of such functions.

* Are third party vendors who have access to the IT system screened?

e Do you travel with your business laptop?
e 3.1.19 Encrypt CUI on mobile devices and mobile computing platforms.

* 3.9.2 Ensure that CUl and organizational systems containing CUI are protected
during and after personnel actions such as terminations and transfers.
WAID) i
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Business Continuity Plan

e |dentify critical functions
* Redundancy
* Training
e Current information
» Appropriate/acceptable authorization in place

e Evaluate (S, W, O, T)

* |dentify critical vendors

* Succession planning

* Continuing if there is not access to computes/internet
* Bitcoin account — separate computer

VAIDJ -
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Key Documents — information, ready access
Partial list

* Diagrams — perspective, context, understanding
 Critical Asset, Data and Services list

* Business Continuity Plan

* Incident Response Plan

* Data and Info disclosure Procedures

* Physical access Requirements

* On call/contracted resource

 Disaster Notification Guidance

e Actions Taken log

Alan White and Ben Clark, BTFM — Blue Team Field Manual, 2017, 9

VAIDJ -
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Security Software

* Antimalware Software

* Intrusion Detection and Intrusion Prevention Systems
 Remote Access Software

* Web Proxies

* Vulnerability Management Software

* Authentication Servers

* Routers

* Firewalls

* Network Quarantine Servers

NIST SP 800-92 Computer Security and Log Management, 2.1.1 page 2-2 ‘A'D Wisconsin
FA B o Institute
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Monitor systems & Audit records

3.14.6 Monitor organizational systems including inbound and outbound communications traffic, to
detect attacks and indicators of potential attacks.
3.14.7 Identify unauthorized use of organizational systems.

3.3.1 Create, protect, and retain system audit records to the extent needed to enable the
monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate

system activity.
3.3.2 Ensure that the actions of individual system users can be uniquely traced to those users so
they can be held accountable for their actions.

NIST SP 800-171 Revision 1 ‘A'DI ;T;EE?:;:M
B o Insti
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Threats

* Can be internal
 Staff
* Purchased equipment

e External
e Hacker

e Blend
e External threat
* Internal, accidental initiation

A Wisconsin
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May 5, KUSA 9 Denver — (Colorado) CDOT employee stole
contractors’ personal information. A Colorado Department
of Transportation (CDOT) spokesperson announced May 5
that the personal information of hundreds of CDOT
contractors may have been compromised after a data breach
Involving a CDOT employee who had access to a database
for Emerging Small Business (ESB) and Disadvantaged
Business Enterprise (DBE) which contained confidential
Information. Authorities stated that the businesses potentially
Impacted by the breach submitted information to CDOT In
order to qualify for ESB and DBE programs.

Source: http://www.9news.com/news/cdot-employee-stole-contractors-personal-information/175000302
May 9" DHS Daily Open Source \Albl
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http://www.9news.com/news/cdot-employee-stole-contractors-personal-information/175000302
http://www.9news.com/news/cdot-employee-stole-contractors-personal-information/175000302
http://www.9news.com/news/cdot-employee-stole-contractors-personal-information/175000302
http://www.9news.com/news/cdot-employee-stole-contractors-personal-information/175000302
http://www.9news.com/news/cdot-employee-stole-contractors-personal-information/175000302
http://www.9news.com/news/cdot-employee-stole-contractors-personal-information/175000302
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http://www.9news.com/news/cdot-employee-stole-contractors-personal-information/175000302
http://www.9news.com/news/cdot-employee-stole-contractors-personal-information/175000302
http://www.9news.com/news/cdot-employee-stole-contractors-personal-information/175000302
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It’s easy to sleep when
your information is
secure
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Resources

Image copied from: innovation.ed.gov

5/23/2018
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Frameworks/References (partial)

* SP 800-53
* SP 800-171 Revision 1
* NIST 32 — Establishing or Improving a Cyber Security Program

* NIST SP 800-86 Integrating Forensic techniques into Incident
Response

* NIST SP 800-92 Computer Security and Logs
* NIST IR 7621 r1 Small Business Information Security Fundamentals

* Framework for Improving Critical Infrastructure Cybersecurity, NIST,
February 12, 2014
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DoD's Defense Industrial Base (DIB) Cybersecurity
and Information Assurance (CS/IA) Program

* Part 236, "Department of Defense (DoD)-Defense Industrial Base (DIB) Voluntary Cyber Security and Information Assurance (CS/IA)
Activities" of title 32, Code of Federal Regulations (CFR),

* DoD shares
* unclassified and classified cyber threat information
* |A best practices and related information, with participating DIB companies.

* |In addition, relationships are established with company senior officials (e.g., Chief Information Officer (ClO), Chief Information
Security Officer (CISO), etc) and their respective staffs. Your company's Chief/Facility Security Officer(s) also will be involved since
DoD shares classified under the program.

* Eligibility
Have or acquire DoD-approved medium assurance External Certificate Authority (ECA) certificates.

Have an existing active Facility Security Clearance (FCL) granted under the National Industrial Security Program Operating
Manual (NISPOM) (see DoD 5220.22-M) with approved safeguarding for at least Secret information

Have or acquire a Communication Security (COMSEC) account in accordance with the NISPOM, Chapter 9, Section 4.
Obtain access to DoD's secure voice and data transmission system supporting the DIB CS/IA program.
Own or operate an unclassified information system that processes, stores, or transmits DoD information.

Execute the standardized Framework Agreement (FA), which implements the requirements set forth in part 236, title 32
CFR, sections 236.4 through 236.6.
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National Initiative for Cybersecurity Careers

and Studies

NICCS™ js the One Stop Shép for CybersecuritnCa
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Information For

Federal Employees

General Public

Students

Educators

Parents

Cybersecurity Professionals
Human Capital Managers
Cybersecurity Managers
Policy Makers

Veterans

State, Local, Tribal and Territorial
Governments (SLTT)

Women & Minorities

STAY SAFE ONLINE
View our Cybersecurity How-To Guide
to learn safe online strategies and find
additional Awareness resources.

FIND COURSES

Find the education and training courses
you need to keep up with changing
threats.

EXPLORE THE WORKFORCE
FRAMEWORK
Explore the Cybersecurity Specialty
Areas, Tasks, and KSAs defined in the
Workforce Framework.

¥ % - h :
LEARN ABOUT WORKFORCE
PLANNING

Learn about skill gap analysis, training
strategies, and other activities to keep

UPCOMING EVENTS

Federal Executive Cybersecurity
Seminar

Apr 6, Homeland Security
Acquisition...

4th USA Science & Engineering
Festival

Apr 16 to Apr 17, Walter E.
Washington...

FedVTE Live! Information Assurance

(IA) Compliance
May 10, Virtual World

VIEW ALL EVENTS

RECENT HEADLINES

Emergency Update Coming for Flash
Vulnerability Under Attack &

WhatsApp Adds End-to-End Encryption
To One Billion Users &

your Cybersecurity workforce on top. ' ‘ AITD) -
5/23/2018 WhatsApp Toughens Encryption Aftel g W B i Institute
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HOME ABOUT US CAREERS

US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES

cVvP

Bulletin (SB16-095)
Vulnerability Summary for the Week of March 28, 2016

High Vulnerabilities

Primary Description Published | CVSS Source &
Vendor -- Product Score Patch Info
autodesk -- autodesk_backburner Stack-based buffer overflow in manager.exe in Backburner Manager in 2016-03-28 | 7.8 | CVE-2016-
Autodesk Backburner 2016 2016.0.0.2150 and earlier allows remote 2344
attackers to execute arbitrary code or cause a denial of service (daemon CERT-VN
crash) via a crafted command. NOTE: this is only a vulnerability in
environments in which the administrator has not followed documentation that
outlines the security risks of operating Backburner on untrusted networks.
Cisco - ios The IKEv2 implementation in Cisco I0OS 15.0 through 15.6 and I0S XE 3.3 2016-03-25 | 7.1 | CVE-2016-
through 3.17 allows remote attackers to cause a denial of service (device 1344
reload) via fragmented packets, aka Bug ID CSCux38417. CISCO#
cisco - i0s Cisco 10S 15.0 through 15.5 and I10S XE 3.3 through 3.16 allow remote 2016-03-25 | 7.8 | CVE-2016-
attackers to cause a denial of service (device reload) via a crafted DHCPv6 1348
Relay message, aka Bug ID CSCus55821 CISCO#

5/23/2018
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Resources Vendor

Login
&
Find Training  Live Training Online Training  Programs About

Reading Room

Take Cyber Insurance Survey for Chance to Win a $400 Amazon Gift Card!

SANS
eNewsletters

SURVEY: Tell us how the healthcare industry is - OR should be - addressing infosec Receiue the

latest security
threats,

More than 75,000 unique visitors read papers in the Reading Room every month and it has become the starting

point for exploration of topics ranging from SCADA to wireless security, from firewalls to intrusion detection. The ULIII'IEFE]DI[I[:IES.
SANS Reading Room features over 2,490 original computer security white papers in 96 different categories. and news with

expert
commentary

Get Newsletters

Latest 25 Papers Added to the Reading Room
WAID

5/23/2018 4 W m § Institute
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InfraGard

@ InfraGard

Home In the News Chapters Events Jom Today!

About InfraGard

InfraGard is 3 partnership between the FB
and the private sector. It is an association of

participants 3ted to sharing information
and intelligence to prevent hostile acts
againstthe U.S

Apply Online
o
16 Critical Infrastructures Find a Chapter Near You FBI News Feeds
Source: www.infragard.gov
5/23/2018
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InfraGard is a partnership
between the FBIl and the
private sector. It is an
association of persons who
represent businesses,
academic institutions, state
and local law enforcement
agencies, and other
participants dedicated to
sharing information and
intelligence to prevent hostile
acts against the U.S.
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http://www.fbi.gov/

First.org

Botnet Mitigation and Remedistion
T0 share expariancas about botnat mitigation and
ramediation 300 10 idzntity OMferent approachas and best
practioss that can be Implzmentad to adaress this
prodlem.

CVSS SIG: Common Vuin
For 3 global 3pproach lowards Ecorng metrice for
vuinzrblities.

coring System

IEP SIG: |
The Inittal goals of this SIG are to collaborativaly develop

stion Excl

Policy

an for dzfning hang
policy and 3 set of stancard dafinitions far most common
3spects.

Vendors SIG: Internet Infrastructure Vendors
The goal of this SIG Is 10 provid forum for intemet
Infrastructura vendors.

Malwsre Analysis
This SIG will 30vocats and promots te shanng of
malware analysis 100l and technljues to enable CIRTE
to combat and analyze makicious code.

Metrics SIG
To improve CSIRT Incident managamant practioze within
the FIRST community.

Network Monitoring SIG
To advocate and devalop collection and analysls of
network sensor.

Red Teaming SIG

Red Team exercises dedver end-10-2nd breach
Elmulatons that providz, 38 realisticaly 3s poseibie,
securly Incloents that prapars those Invoived with dealing
with actual braachas.

¥ Thu, 11 Feb 2016

& ANNUAS [ B Duz to the recard high numbsr of submigsions this year,

8 FIRST - ' e review procaes Is running slightly tehind schadule.
CONPIRINCE JUNE 12 - 17, 201 | FIve LYoy, We appraciata your patience and hope to lssue

. : notfications Fabruary 25, 2016. For quaetions regarding

your submizsion, please contact e Program Chalr 3t

% e :
,A.‘}rp'tl'”g 20, 01' AR : ; fret-2016Ch IR st o

FIRST is the global Forum for Incident Response and Security What is FIRST to you?
Teams

FIRST is the premier organization and recognized global leader in incident response. Membership in FIRST
enables incident response teams to more effectively respond to security incidents reactive as well 35 proactive.

FIRST brings together a variety of computer security incident response teams from government, commercial, and
educational organizations. FIRST aims to foster P! and di in incident p ion, to I
rapid reaction to incidents. and to promote information sharing among members and the community at large.

Apart from the trust network that FIRST forms in the global incident response community, FIRST also provides
value added services. Some of these are:

¢ access to up-to-date best practice documents
+ technical colloquia for security experts
* hands-on classes
: annual incident response conference
 publications and webservices

special interest groups

Currently FIRST has more than 300 members, spread over Africa, the Americas, Asia, Europe and Oceania.

5/23/2018
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DIB ISAC

News and Events

,g@usamr
EFENSE INDUSTRIAL BASE
'INFDRMATIDN SHARING AND ANALYSIS CENTER

Private Industry Sharing Threat Data and Analysis to Support the Warfighter

All Hazards
 Preparedness
Miﬁgaﬂon Response
4 Recovery
Accountability
Training

5/23/2018
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Active Shooter
Awareness
Mitigation
Planning
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Take advantage of resources and tools

CYBERSECURITY
WORKFORCE DEVELOPMENT

TOOLKIT

How to Build a Strong Cybersecurity Workforce

Institute
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Resources

* NISTIR 7621 Revision 1 Small Business Information Security:
e The Fundamentals

* Cybersecurity Workforce Planning Diagnostic

* https://niccs.us-cert.gov/careers/cybersecurity-workforce-planning-
diagnostic

* NICCS: https://niccs.us-cert.gov/training/tc/search - Training Catalog
e 2,000 courses

 SANS institute www.sans.org

Institute

5/23/2018 4w =
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Other DoD Requirements exist

Policy/Regulations
Safeguarding Covered Defense Information and Cyber Incident Reporting

Name Date

DFARS Rule 204 73 - Safeguarding Covered Defense Information and Cyber Incident Current Version
Reporting

DFARS Prowvision 252 204-7008 - Compliance with Safeguarding Covered Defense Current Version
Information Controls

DFARS Clause 252.204-7009 - Limitations on the Use or Disclosure of Third-Party Current Version
Contractor Reported Cyber Incident Information

DFARS Clause 252 204-7012 - Safeguarding Covered Defense Information and Cyber Current Version
Incident Reporting

DFARS Case 2013-D018, Network Penetration Reporting and Contracting for Cloud 102016
Senvices, Final Rule, dated October 21, 2016

DFARS Case 2013-D018, Network Penetration Reporting and Contracting for Cloud 1212015
Services, Imtenm Rule, dated December 30, 2015

DFARS Case 2013-D018, Network Penetration Reporting and Contracting for Cloud 82015
Services, Intenm Rule, August 26, 2015

‘A’DI Wisconsin
Procurement
http://dodprocurementtoolbox.com/site-pages/cybersecurity-policy-regulations 5/23/2018 ad W B §nstiue

A Procurement Technical
Assistance Center (PTAC)



UPCOMING TRAINING - EVENTS




WHAT IS WPI'S CURRENT WEBINAR SCHEDULE?

June 5, 2018 — Invoicing the Department of Defense Using WAWF/IiRAPT- CLICK HERE for additional
information — presented by Benjamin Blanc — Wisconsin Procurement Institute (WPI)

June 6, 2018 — Flow-down Clauses — Management and Responsibilities for Federal Contractors — CLICK
HERE for additional information — presented by Carol Murphy — Wisconsin Procurement Institute (WPI)

June 12, 2018 — Code of Business Ethics and Conduct in Government Contracting — CLICK HERE for additional
information — presented by Emily A. Constantine, Attorney, Husch Blackwell LLP

June 13, 2018 — Update on the Fair Labor Standards Act — CLICK HERE for additional information — presented
by Carey Walton, Community Outreach and Resource Planning Specialist, U.S. Department of Labor/Wage & Hour
Division

June 26, 2018 — Export Controls — ITAR and Associated Requirements — CLICK HERE for additional information
— presented by Marc Violante, Wisconsin Procurement Institute (WPI)

https://www.wispro.o

July 17, 2018 — Export Compliance and Small Business — CLICK HERE for additional | f hat-i A
by Emily A. Constantine — Attorney — Husch Blackwell LLP rg/fags/what-is-wpis-
webinar-schedule/

Wisconsin
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12TH ANNUAL VOLK FIELD -
FORT MCCOY SMALL BUSINESS
CONFERENCE

JUNE 19, 2018 FORT MCCOY, WI

Start Date
End Date
Facility

Address

Contact Info

Details

Agenda

Register Online

June 19, 2018

June 20, 2018

Ft. McCoy Building 905
Ft. McCoy Building 905
11th Avenue

Fort McCoy, WI

Dave Olson
davido@wispro.org
(608) 338-8018

Read More Infermation

View The Agenda

Register for Event

Previously known as the Annual Volk Field Small Business Canference
—this year, the conference will be held at Ft. McCoy.

CLICK HERE to view more information at the conference website

*Registration for this event will close June §, 2018 — Early

registration ends May 29th™

Wisconsin
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A Procunemend Techaical
Asyistarce Center {FTACE

Fort McCoy
Volk Field Air National Guard Base

Juneau County Economic Development
Corporation

Amerncan Indian Chamber of Commerce
(AICCW) — First American Capital Corp.
(FACC)

Center for Economic and Entrepreneur
Development (CEED)

Small Business Administration (SBA)
Western Dairyland

Wisconsin Economic Development
Corporation (WEDC)

Wisconsin Procurement Institute (WP
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MARKETPLACE

,ONSIN

IN ECONOMIC

December 13 - 16. 2017

About Awards Sponsors Exhibitors EventDetaills Buyer Meetings Register FREE Workshops Hotel ContactUs

SAVE THE DATES

2018 MARKETPLACE
December 12-13, 2018

LOCATION:
Potawatomi Conference Center
Milwaukee, Wisconsin
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Assistance Center

CONTINUING PROFESSIONAL EDUCATION

NCIVELA

NATIONAL CONTRACT MANAGEMENT ASSOCIATION

CPE Certificate available, please contact:
Benjamin Blanc

benjaminb@wispro.org

Institute

hnical 5/24/2018
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PRESENTED BY

Wisconsin Procurement Institute (WPI)
WWW.WISpro.org

Marc Violante | Director, Federal Market Strategies
Wisconsin Procurement Institute
marcv(@wispro.orqg 920-456-9990

Benjamin Blanc | Government Contract Specialist
Wisconsin Procurement Institute
benjaminb@wispro.org 414-270-3600

10437 Innovation Drive, Suite 320
Milwaukee, WI 53226
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