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1. Security Fundamentals
 Included in 80% of recommendations made after a breach (e.g., patch, user 

account management, server configuration)1

2. Social Engineering via Email
 In manufacturing, 98% of malware is delivered via email2

 90% of all successful breaches start with phishing emails2

 Social Engineering up 18% over 5 years, most of any threat action2

3. Internet of Things (“IoT”)
 With 41.6 billion devices by 2025, expanding target attracts criminals4

 IoT devices average 5,200 attacks per month3

4. Supply Chain
 Attackers find smaller companies outside the Defense Industrial Base 

(“DIB”) an easier path to their target1,2,3,5 

 All major 2018 breaches involved tier 1 and 2 suppliers5

5. Contractual / Regulatory
 Introduction of a single standard (Cyber Maturity Model Certification) across 

all U.S. Department of Defense (“DoD”) contracts starting in 2021

 Security a “go/no-go” requirement

 Based on the NIST7 800-171 controls and may include others

5. (“NDISAC”) = National Defense Information Sharing and Analysis Center

6. (“DIB”) = Defense Industrial Base

7. (“NIST”) = US National Institute of Standards and Technology

Key Security Trends
IoT4

1. Secureworks Incident  Response Insights Reports 2018 and 2019

2. Verizon Data Breach Incident Report 2019

3. Symantec Internet Security Threat Report 2019

4. McKinsey and IDC

6

Supply Chain5
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Major Attacks and Key Themes * Estimated scope and cost

“

1. (“GDP”) = Gross Domestic Product

2. Into the Web of Profit. Dr. Michael McGuire. University of Surrey. UK. 2017

Attackers are a profit center.
Defenders are on a budget and 
often seen as a cost center vs. a 

strategic enabler.

 Cyber crime would have the 13th highest GDP1 in the world if it was a country2

 Cyber criminals reinvest 20% of their profits into new forms of attack2
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Threat Landscape: The Enemy for Manufacturing

Manufacturing All Industries

How

86% Targeted Attacks

 42% Malware

 37% Social Engineering (e.g. Phishing)

 17% Hacking

Opportunistic attacks most common

 30% Malware

 17% Social Engineering

 48% Hacking

Who

89% External

 53% State-affiliated actors

 35% Organized Crime

73% External

 12% State-affiliated actors

 50% Organized crime

Why
47% Espionage

53% Financial motive

13% Espionage

76% Financial motive

Where 76% of Breaches occur in Applications Varies

What’s 

Stolen

32% Personal Data

30% Trade Secrets

24% Credentials* 

35% Personal Data

7% Secrets

10% Credentials*

*Credentials are used to compromise other data                                                       source: 2018 Verizon Data Breach Investigations Report
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Second, 

Resilience

First, 

Defense-in-Depth

The Shield maps to the five activities of the U.S. National Institute of Science and Technology (“NIST”) Security Framework

Our Approach

1

3

4

5

2

Our security posture is driven by:

 Customer contracts

 Regulations

 Risk Mitigation:
• External threat landscape 

• OSK evolving threat surface

6
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CMMC Background

DoD’s Cybersecurity Maturity Model Certification (CMMC) Vision

“Be a unified cybersecurity standard for DoD acquisitions to reduce exfiltration of Controlled 
Unclassified Information (CUI) from the Defense Industrial Base (DIB)”

CMMC Schedule

• CMMC Rev 1.0 will be released in January 2020

• Will be included in RFIs starting in June 2020

• Will be included in RFPs starting in Fall 2020

7
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Section 8

CMMC Levels
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CMMC v0.4 Examples

Section 9
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CMMC v0.4 Examples

Section 10
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Observations

1) As goes the DoD, so goes the federal government (and the states)

2) If you handle or generate CUI, you will need to be at a Level 3

• Compliance at Level 3 means you are also compliant at Levels 1 and 2

3) DoD has said it will start including the CMMC requirement in “select” 
RFPs, phasing it into all RFPs by 2022

• Eventually, you will not be able to bid on a contract unless you have the stated 
certification level

• A 3rd party will certify you, all controls must be met

• Certification will be good for three years

Section 11


