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Alternate title
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They want, what you have!
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Federal Government - programs

• FOUO

• Federal Contract Information (FCI)

• Controlled Unclassified Information (CUI – Basic/Specified)

• Joint Certification Program

• International Traffic in Arms (ITAR)

• Export Administration Regulations (EAR)

• Classified programs/information

4/29/2020
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I have a secret – Of course, 
everyone wants to know it.



Targeted Industries or Sectors 

https://www.fbi.gov/file-repository/economic-espionage-508.pdf/view

4/29/2020

4



https://www.dsac.gov/topics/image-repository/economic-espionage.jpeg/ 4/29/2020
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How might this happen?

4/29/2020
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https://www.justice.gov/usao-ndca/pr/four-chinese-state-owned-industrial-companies-arraigned-economic-espionage-conspiracy



Why?

4/29/2020
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https://www.justice.gov/usao-ndny/pr/former-ge-engineer-and-chinese-businessman-charged-economic-espionage-and-theft-ge-s



What drives economic success?

Resources R & D Technology Labor Force

Proprietary/Defense

4/29/2020
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What is “economic espionage”?

• According to the Economic Espionage Act (Title 18 U.S.C. §1831), economic 
espionage is (1) whoever knowingly performs targeting or acquisition of 
trade secrets to (2) knowingly benefit any foreign government, foreign 
instrumentality, or foreign agent. In contrast, the theft of trade secrets 
(Title 18 U.S.C. Section 1832) is (1) whoever knowingly misappropriates 
trade secrets to (2) benefit anyone other than the owner.

• Historically, economic espionage has targeted defense-related and high-
tech industries. But recent FBI cases have shown that no industry, large or 
small, is immune to the threat. Any company with a proprietary product, 
process, or idea can be a target; any unprotected trade secret is vulnerable 
to theft by those who wish to illegally obtain innovations to increase their 
market share at a victim company’s expense.

https://www.fbi.gov/investigate/counterintelligence

4/29/2020
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What is the common denominator?

4/29/2020
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foreign government, 
foreign instrumentality 
foreign agent

anyone other than the 
owner

The 
business 

– the 
owner of 

the IP



Recent cases

4/29/2020
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China is targeting everything from agricultural 
techniques to medical devices
• “They’ve pioneered an expansive approach to stealing 

innovation through a wide range of actors,” 

• Wray told the audience that China is targeting 
everything from agricultural techniques to medical 
devices in its efforts to get ahead economically. While 
this is sometimes done legally, such as through 
company acquisitions, China often takes illegal 
approaches, including cyber intrusions and corporate 
espionage.

https://www.fbi.gov/news/stories/wray-addresses-china-threat-at-doj-conference-020620
https://www.fbi.gov/news/speeches/responding-effectively-to-the-chinese-economic-espionage-threat

Just last month, a Harvard 
University professor was 
charged with lying about 
his contractual 
arrangement with China.

4/29/2020
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https://www.fbi.gov/news/stories/wray-addresses-china-threat-at-doj-conference-020620
https://www.fbi.gov/news/speeches/responding-effectively-to-the-chinese-economic-espionage-threat
https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/harvard-university-professor-and-two-chinese-nationals-charged-in-three-separate-china-related-cases


Information is a powerful driver!

Copied from http://www.agriculture.com/news/business/chinese-nationals-charged-with-stealing_5-ar36216

4/29/2020
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There can be other interests as well

Copied from http://www.wsj.com/articles/u-s-steel-accuses-china-of-hacking-1461859201
4/29/2020
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Something to watch (possible driver)

https://www.merics.org/en/papers-on-china/evolving-made-in-china-2025

4/29/2020
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Another edge of the Coronavirus

https://foreignpolicy.com/2020/04/15/china-is-bargain-hunting-and-western-security-is-at-risk/
4/29/2020
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Coronavirus- impact

4/29/2020
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DoD Must Brace For Long-Term Supply Chain Problems; Big Mergers Likely 
"The impact of the COVID crisis in the aviation sector has been really nothing 
short of catastrophic," said Hunter. "At this point, it's very challenging for 
those companies to stay in business." 

https://breakingdefense.com/2020/04/dod-must-brace-for-long-term-supply-chain-problems-big-mergers-likely/?

https://breakingdefense.com/2020/04/dod-must-brace-for-long-term-supply-chain-problems-big-mergers-likely/


Defense News ---- May 22, 2018

https://www.defensenews.com/pentagon/2018/05/22/the-us-is-running-out-of-bombs-and-it-may-soon-struggle-to-make-
more/?utm_source=Sailthru&utm_medium=email&utm_campaign=ebb-5-23&utm_term=Editorial%20-%20Military%20-%20Early%20Bird%20Brief

4/29/2020

…”key suppliers are foreign-owned, with no indigenous capability 
to produce vital parts and materials ― setting up the risk that a 
conflict with China could rely on Chinese-made parts. “
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Modes

• Acquisition

• Cyber

• Investment

• Joint-Venture

• Recruitment

• Theft

• Well-intentioned assistance

4/29/2020

knowingly benefit any foreign 
government, foreign 

instrumentality, or foreign agent
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Awareness and good procedures are needed

4/29/2020
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https://www.darkreading.com/endpoint/5-year-long-cyber-espionage-campaign-hid-in-google-play/d/d-id/1337676?



Know the Risk Raise Your Shield - DNI

https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-know-the-risk-raise-your-shield

4/29/2020

21



Awareness is key!
Not just occasional 
awareness –
Routine awareness!, 
it’s a mindset –
situational awareness
It’s also about 
information, sharing 
and training.

4/29/2020
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https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-know-the-risk-raise-your-shield/ncsc-awareness-materials



Economic Espionage – possible indicators

https://www.fbi.gov/file-repository/economic-espionage-508.pdf/view

4/29/2020
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Identify Information sources

• Staff
• Staff interactions

• Family
• Friends
• Colleagues
• Events

• Visitors
• Prospective customers
• Facility visits tours
• Garbage | Recycling | Scrap | “bone yard – equipment” | legacy items “always been”
• Web
• Press Releases
• Signature Block information – too much (details)

4/29/2020
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Review sources | Identify potential issues

• As the question(s)
• How would I access information?

• What can I learn just by being observant?

• If I wanted to – I could do _______________

• Actively learn –
• What do I know about Social Engineering?

• What do I know about Competitive Intelligence procedures?

• How do we look at and review – normal and seemingly uninteresting processes?

• What information do we handle and/or possess?

4/29/2020
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Be aware of transition points 

4/29/2020
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Competitive 
Intelligence

Market Research

Competitive 
Landscape

Economic 
Espionage



Identify possible resources

4/29/2020
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https://www.scip.org/default.aspx



Identify possible resources & validate

4/29/2020
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https://www.scip.org/page/About-Us



One technique - Elicitation

• Elicitation is a technique used to collect information that is not readily 
available and do so without raising suspicion that specific facts are being 
sought.

• Elicitation is not rare –
• “It is not uncommon for people to discover information about a person without 

letting on the purpose.

• For example, have you ever planned a surprise part for suomeone and needed to 
know their schedule, wish list, food likes and silike aor other information without 
that person finding out your were collectingthe information or for what purpose?

• The problem is when a skilled elicitor is able to obtain valuable information from you, 
which you did not intend to share because you did not recognize and divert the 
elicitation.

https://www.fbi.gov/file-repository/elicitation-brochure.pdf/view 4/29/2020
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Elicitation – some techniques

• Assumed Knowledge

• Bracketing

• Can you top this?

• Confidential Bait

• Criticism

• Deliberate False Statements/Denial of the Obvious

• Feigned Ignorance

• Flattery

• Others

https://www.fbi.gov/file-repository/elicitation-brochure.pdf/view 4/29/2020
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Red Flag Questions

1. Buyer is reluctant to offer information about the end-use of the ordered product
2. Product's capabilities do not fit the buyer's line of business
3. Buyer's IP address does not match the stated location
4. Company receives the same request for a quote (RFQ) from multiple customers
5. The RFQ appears to be cut-and-pasted into the email
6. Buyer carbon copies unknown individuals
7. A freight forwarder, Importer/ Exporter, or General Trading Company is listed as 
the final
8. Routine installation, training, warranty, or maintenance services are declined by 
the buyer
9. Buyer is unfamiliar with the product’s performance.
10. Buyer is evasive when asked about whether parts are for domestic use or re-
export
11. Buyer has little to no presence on the Internet
12. The shipping address is a residence or a building that leases virtual office space
13. Unusual method of payment or unexpected source of payment

https://www.fbi.gov/video-repository/made-in-america-092019.mp4/view

4/29/2020
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Historical Examples

• Maps – trade routes, routes to …

• Skills/craftsmen – English skilled craftsmen

• Technology - cotton gin – thread, others

4/29/2020
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Drivers

• Peer recognition

• Economic viability

• Product duplication

• Strategic positioning/capability

4/29/2020
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What is being sought?

• Information that will contribute to benefits from being able to do 
things –
• Faster

• Better 

• Cheaper

• Identical substitute

4/29/2020
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Driving equation

They have

Skill
Knowledge
Ability
Product
Technique

• I want it
• I don’t want to put in 

the time and effort
• It costs too much

Substitute
Quicker
Better 

Cheaper

• Sales –
revenues –
customers

• Position

4/29/2020
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How one can gain the upper hand?

• Time

• Time and Effort

• Time, effort, investment

• Partnering – teaming – joint ventures

• Licensing – non-compete clauses, etc

4/29/2020
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Costly, Difficult, Involved –
no guaranteed outcome



Seeking Parity

Foreign 
Drivers

US Sought 
Information

4/29/2020
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“As you all know, foreign governments and other non-state adversaries of 
the United States are engaged in an aggressive campaign to evade U.S. 
sanctions regimes and acquire sensitive U.S. technology.  In so doing, they 
threaten our economy, our prosperity and, most importantly, our national 
security.  Disrupting these national security threats is among the highest 
priorities of the Department of Justice, and the National Security Division.”

“Because our companies have our nation’s crown jewels in their possession.  
They house information targeted by thieves ranging from foreign powers bent 
on economic and military superiority, to individual criminals who know the 
market demand for this information, to terrorists who wish to create weapons 
of mass destruction.” 

Assistant Attorney General John P. Carlin Delivers Remarks at Practising Law Institute’s Coping with U.S. Export Controls 
and Sanctions 2015 Conference, Washington, DC, United States -Friday, December 18, 2015

4/29/2020
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“Penetrating and influencing the US national decision 
making apparatus and Intelligence Community will 
remain primary objectives for numerous foreign 
intelligence entities. Additionally, the targeting of 
national security information and proprietary 
information from US companies and research 
institutions involved with defense, energy, finance, 
dual-use technology, and other sensitive areas will 
remain a persistent threat to US interests.”
STATEMENT FOR THE RECORD WORLDWIDE THREAT ASSESSMENT of the US INTELLIGENCE COMMUNITY  February 9, 2016 – page 10

4/29/2020
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https://www.ncfta.net/
4/29/2020
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COUNTERINTELLIGENCE 

“Insiders who disclose sensitive US Government 
information without authorization will remain a 
significant threat in 2016. The sophistication and 
availability of information technology that can be used 
for nefarious purposes exacerbate this threat both in 
terms of speed and scope of impact.”

STATEMENT FOR THE RECORD WORLDWIDE THREAT ASSESSMENT of the US INTELLIGENCE COMMUNITY  February 9, 2016 – page 10

4/29/2020
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https://www.jdsupra.com/legalnews/state-department-announces-another-62908/
4/29/2020
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http://www.startribune.com/feds-say-minnesota-firm-was-tricked-into-illegal-shipment-of-technology-to-iran/442520733//
4/29/2020

It is interesting to note that the Minnesota firm – Digi-Key is not a small business. It has been involved in federal 
procurement since roughly 2003, has approximately 2,600 employees, $1.4B in annual revenue and is listed as an OTSB.
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National Intellectual Property Rights 
Coordination Center
• The mission of the NIPRCC is to ensure national security by protecting the 

public's health and safety, the U.S. economy, and our war fighters, and to 
stop predatory and unfair trade practices that threaten the global 
economy.

• Initiatives
• Operation Chain Reaction

• targets counterfeit goods entering the supply chains of the Department of Defense (DoD)

• Operation Apothecary
• targets the growing problem of Internet crime – emphasis on prescriptions/pharmaceuticals

• Operation Engine Newity
• countering the threat of counterfeit automotive, aerospace, rail, and heavy industry related 

components that are illegally imported and distributed throughout the United States.

4/29/2020
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The Domestic Security Alliance Council (DSAC) is a strategic 
partnership between the U.S. government and the U.S. private 
industry that enhances communication and promotes the 
timely and effective exchange of security and intelligence 
information between the federal government and the private 
sector.

4/29/2020
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Insider Threat

https://www.dsac.gov/topics/insider-threat
4/29/2020
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Good videos

Economic Espionage

• FBI Launches Nationwide Awareness Campaign

• The Company Man: Protecting America’ Secrets 
https://www.fbi.gov/news/stories/economic-espionage

• Made in America
• https://www.fbi.gov/video-repository/made-in-america-092019.mp4/view

• GAME OF PAWNS - The Glen Duffie Shriver Story
• https://www.youtube.com/watch?v=TEYRLDvJaxo&feature=youtu.be

4/29/2020
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https://www.fbi.gov/news/stories/economic-espionage
https://www.fbi.gov/video-repository/made-in-america-092019.mp4/view


Resource - video

• WORLD EXCLUSIVE: Chinese spy spills secrets to expose Communist 
espionage | 60 Minutes Australia
• https://www.youtube.com/watch?v=zdR-I35Ladk

4/29/2020
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https://www.youtube.com/watch?v=zdR-I35Ladk

