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WEBINAR ETIQUETTE

PLEASE

* | og into the GoToWebinar session with the name that you registered with online
= Place your phone or computer on MUTE
= Use the QUESTIONS option to ask your question(s).

= We will share the questions with our guest speaker who will respond to the group

THANK YQOU!
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Wisconsin

‘A' DI Procurement

‘ ' . . Institute

A Procurement Technical
Assistance Center (PTAC)

Assist businesses In creating, developing and growing
their sales, revenue and jobs through Federal, State and
Local Government contracts.

*INDIVIDUAL COUNSELING - At our offices, at clients facility or via
telephone/GoToWebinar

»SMALL GROUP TRAINING — Workshops and webinars

=sCONFERENCES to include one on one or roundtable sessions

Last year WPI provided training at over 100 events and
provided service to over 1,200 companies

A |WSC°”5" WPl is a Procurement Technical Assistance Center (PTAC) funded in part
Procurement

awn anic” by the Defense Logistics Agency (DLA), WEDC and other funding sources. Page 5



WPI OFFICE LOCATIONS

= MILWAUKEE

» Technology Innovation Center

= MADISON
» FEED Kitchens
= Dane County Latino Chamber of Commerce
= Wisconsin Manufacturing Extension Partnership
(WMEP)
= Madison Area Technical College (MATC)

CAMP DOUGLAS

= Juneau County Economic Development
Corporation (JCEDC)

STEVENS POINT
= |DEA Center

APPLETON

» Fox Valley Technical College

A, Wisconsin
Procurement
& ' ] ] Institute

A Procurement Technical
Assistance Center (PTAC)

= OSHKOSH

» Fox Valley Technical College

= Greater Oshkosh Economic Development Corporation

= EAU CLAIRE

= Western Dairyland

= MENOMONIE

= Dunn County Economic Development Corporation 0532

= LADYSMITH

» Indianhead Community Action Agency

= RHINELANDER

= Nicolet Area Technical College

= GREEN BAY

= Advance Business & Manufacturing Center

6/12/20
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A Procurement Technical
Assistance Center (PTAC)

BLOG SERVICES ABOU

CLIENT PORTAL J) SPONSORSHIP CONTACT

Wisconsin
‘ A ’ Dl Procurement EVENT FEDERAL STATE & LOCAL GRANTS SUCCESS &
o Institute CALENDAR GOVERNMENT GOVERNMENT AWARDS

49 R

A Procurement Technlcal
Assistance Center (PTAC)

CURRENT EDITION OF THE WPI
NEWSLETTER

WWW.WISpro.org

UPCOMING EVENTS

Acquisition Hour: Government Property
21 Management for Federal Contractors and
Subcontractors

August 21 @ 12:00 pm - 1

Advancing Cybersecurity in the Industry,
Energy, Water Nexus - Oshkosh, Wi

August 22 @ 9:00 am - 3:00 pm
Oshkosh WI
NDIA Great Lakes Chapter 10th
Anniversary - Milwaukee, Wi

2:30 pm - 7:30 pm

Wisconsin

Acquisition Hour: The End of the Fiscal
Year is Here — What is Hot and What is Not
September 11 @ 12:00 pm - 1:00 pm

View More...

CURRENT OPPORTUNITIES (1)

GET STARTED WITH THE BASICS SIGN-UP FOR OUR NEWSLETTER

Questions & answers on how 1o get started Stay up-to-date with the latest WPI news.

HAVE A QUESTION? WE'RE HERE
TO HELP.

One of our staff of experts is available to answer your
questions.

6/12/20
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Introduction to CMMC
Level 1 requirements

Marc Violante
Wisconsin Procurement Institute
June 12, 2020
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Today’s goals

* Usable resource

* Background to the need

* Overview of CMMC L1

* Highlight process and entities involved
* Highlight recurring ideas

* Sketch out a path for moving forward



What we know - Current Cyber Obligations

Contractual requirements - today

e 52.204-21 - Basic Safeguarding of Covered Contractor Information
Systems (FCI) — 15 elements

e 252.204-7008 - Compliance with safeguarding covered defense
information controls

e 252.204-7012 - Safeguarding Covered Defense Information and Cyber
Incident Reporting (CUI)

* Adequate security | NIST 800-171 r2 | Malware | Incident Id, investigation* &
Reporting

* DON — Geurts memos — CDRL requirements
* Other requirements

* If required — if there has been an incident that meets defined threshold.

A Wisconsin
Procurement
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Reference — DD Form 2345 - JCP

et B B Ve B e B AT B

NUMBER 3230253
November 6, 1984

EEFERENCES. contimed
It:Lnn:-::nmomti:l:ltr= Chaﬂge li October 13, 2018

USD(R&E)
) ) ) ) o (d) DoD Instruction 5200.21, "Dissemination of DoD Technical Information. ™
SUBJECT: Withholding of Unclassified Technical Data From Public Disclosure September 27. 1979
) ) ) ) (&) DoD 5400.7-FE. "DoD Freedom of Information Act Program " December 1980
References: (a) Title 10, United States Code, Section 140c, as added by Public Law 95-94, (f) Export Administration Regulations
"Department of Defense Authorization Act, 1984." Section 1217, September 24, (2) International Traffic in Arms Regulations
1983 (h) DoD Federal Acquisition Regulation Supplement
(b) Executive Order 12470, "Continuation of Export Control Regulations,” March (1) Public Law 80-437 "Freedom of Information Act," as amended (5 TT.5.C. 552(b)(3)
30, 1984 and (4))
() Public Law 90-629. "Arms Export Control Act.” as amended (22 U.S.C. 2751 (3) Executive Order 12356, "National Security Information,” April 2, 1982
et seq.) (k) DoD 5200.1-F, "Information Security Program Regulation " August 1082
(d) through (o), see enclosure 1 mmm) (1) DoD Directive 5230.24, "Distribution Statements on Technical Documents."
MNovember 20, 1084
3.8.1 Protect (i.e., physically control and securely store) system (m) Militanily Critical Technologies List, October 1984

(n) DoD Instruction 7230.7, "User Charges." June 12, 1070

media containing CUI, both paper and digital.

NIST (SP) 800-171 Revision 1, December 2016 ' .
‘A’DI Wisconsin
Procurement
FA B o Institute
6/12/2020 A Procurement Technic |1

Assistance Center (PTAL)



Information Security [ }
Obligations/Requirements

e 252.204-7000 — Disclosure of Information

* DOD Directive 5230.25 Withholding of Unclassified Technical Data
from Public Disclosure

e DOD Instruction 5230.24 Distribution Statements on Technical
Documents

e Canadian Technical Data Control Regulations (TCDR)
 State Department, Directorate of Defense Trade Controls
 Commerce Control List (CCL) — Red Flag Questions

* DLA Requirements —
* DLA Export Control Data Access - JCP

A Wisconsin
Procurement

‘ ' . . Institute
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Cyber’s relation to other Federal programs

e Other safeqguarding or reporting requirements. The safeguarding
and cyber incident reporting required by this clause in no way
abrogates the Contractor’s responsibility for other safeguarding or
cyber incident reporting pertaining to its unclassified information
systems as required by other applicable clauses of this contract, or as
a result of other applicable U.S. Government statutory or
regulatory requirements. Para L DFARS 252.204-7012

252.204-7012 (October 2016) Safeguarding Covered Defense Information and Cyber Incident Reporting. Paragraph (l)

A Wisconsin
Procurement
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CMMC — DoD’s perspective

The CMMC is outlined for our program managers in DOD instruction 5000.CSA, the new
adaptive acquisition framework. The CMMC is also influencing program protection plans

and DoDI 80 -- 8500.01 and 8510.01, which both focus on the protection of I.T. and

information systemes.

The CMMC establishes security as the foundation to acquisition and combines the various

cyber-security standards into one unified standard.

Department of Defense Press Briefing by Undersecretary of Defense for Acquisition and Sustainment
Ellen M. Lord
Oct. 18, 2019

aVw
6/12/2020
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Without a Secure Foundation
All Functions are at Risk

Cost, Schedule, and Performance

are only effective ina SECURE ENVIRONMENT

Defense A;cquisition
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Issue -

Bottom line, technology theft puts
the United States at a disadvantage
in its strategic competition with China
and Russia, the general said.

https://www.defense.gov/Explore/News/Article/Article/2027555/task-force-curbs-technology-theft-to-keep-joint-force-strong/

A Wisconsin
Procurement
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Information Security - today

» Categories of information —

* Federal Contract Information
Covered Defense Information = CTl & CUI
Controlled Unclassified Information
Impact Level

Export Controlled
 JCP
* |TAR
e Other

Corporate — internal
Customer — contract/proprietary

VAIDJ -

l'l l
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Protecting Critical Technology Task Force

* “The task force's beginnings date back about four years, when a
nation stole technology after hacking into a company's computer
network, Murphy said. Which nation and what technology aren't
relevant — what is relevant is that DOD didn't find out about the loss
for over a year, he said.”

https://www.defense.gov/Explore/News/Article/Article/2027555/task-force-curbs-technology-theft-to-keep-joint-force-strong/

A Wisconsin
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Small Business risk — “it won’t happen to us”

* It’s not just Fortune 500 companies and nation states at risk of having
IP stolen—even the local laundry service is a target.

* In one example, an organization of 35 employees was the victim of a
cyber attack by a competitor.

* The competitor hid in their network for two years stealing customer
and pricing information, giving them a significant advantage.

) mn) =) =) ‘Hidfortwoyears!

Internet Security Threat Report, Volume 21, April 2016, Symantec Y\AID)
B o nstitute
6/12/2020 A Procurement Techn fcal

Assistance Center (PTAC)
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Information is a powerful driver!

~ - : : . .
Ve ~ Talk Magazine TV Radio Login Join Newsletter O\ Search
Successful

arming

at AGRICULTURE.COM™
NEWS MARKETS WEATHER MACHINERY CROPS TECHNOLOGY FARM MANAGEMENT LIVESTOCK FAMILY

Commodity Prices
Newswire
Markets Analysis

TALK IN MA Home » News *» Business

Your World in Agriculture

Blue Sky 2017 CHINESE NATIONALS CHARGED WITH

Let's dream. Let's look at best-case scenarios for

oo hese e the days o hopes de STEALING CORN TECHNOLOGY

Author: marketeye Posted: 11-07-2016

By Jeff Caldwell
Floor Talk November 7 12/13/2013

‘A’DI ;\rrigggresri:ent
6/12/2020 FA B IR Institute
Copied from http://www.agriculture.com/news/business/chinese-nationals-charged-with-stealing_5-ar36216 A Procurement Technica

Assistance Center (PTAC)
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Why?

Northern District of New York

FOR IMMEDIATE REELEASE Tuesday, April 23, 2019

Former GE Engineer and Chinese Businessman Charged with
Economic Espionage and Theft of GE’s Trade Secrets

The Pair Allegedly Conspired to Steal GE’s Trade Secrets for Use in Their China-
Based Companies to Benefit the People’s Republic of China

“The indictment alleges a textbook example of the Chinese government’s strategy to rob American
companies of their intellectual property and to replicate their products in Chinese factories, enabling
Chinese companies to replace the American company first in the Chinese market and later worldwide,”
sald Assistant Attorney General Demers. “We will not stand idly by while the world’s second-largest
economy engages in state-sponsored theft. As part of the Attorney General’s China Initiative, we will
partner with the private sector to hold responsible those who violate our laws, and we urge China’s leaders
to join responsible nations and to act with honesty and integrity when competing in the global

marketplace.”

https://www.justice.gov/usao-ndny/pr/former-ge-engineer-and-chinese-businessman-charged-economic-espionage-and-theft-ge-s

Wisconsin
6/12/2020 “A"P! ;r;icttrtzment

A Procurement Technical
Assistance Center (PTAC)



Billion-Dollar Secrets Stolen

* When scientist Honﬁjin Tan resigned from the Oklahoma petroleum company he’d worked at for
18 months, he told his SUﬁeI’iOI‘S that he planned to return to China to care for his aging parents.
He also reported that he hadn’t arranged his next job, so the company agreed to let him to stay in
his role until his departure date in December 2018.

e But Tan told a colleague a different story over dinner.

* That conversation promlpted Tan’s employer to ask him to leave the firm immediately—and then
his employer made a call to the FBI tip line to report a#oossible crime. The resulting investigation
led to Tan’s guilty plea and 24-month prison sentence for stealing proprietary information that
belonged to his company.

 Tan’s theft of a trade secret—one worth an estimated 51 billion—is an example of what the FBI
says is a systematic campaign by the Chinese government to gain economic advantage by stealing
the innovative work of U.S. companies and facilities. |

FBI agents said he began accessing these sensitive files around the time he applied to China’s
Thousand Talents Program. U.S. intelligence agencies have found that, through this program, China
provides financial incentives and other privileges to participants who are willing to send back the
_research and technology knowledge they can access while working in the United States.

https://www.fbi.gov/news/stories/scientist-sentenced-for-theft-of-trade-secrets-052720 “"DI ;‘ri;gjl:?sfi‘:em
FA B o Institute
A Procurement Technical

i PTAC)

Assistance Center (



What we don’t know about the CMMC

* New DFARs (replace/modify — in addition to) 252.204-7012

 Definitions of/examples of products/services contained in each level

* Examples of good-acceptable policies/procedures*

* Certification process — “is there more than one correct answer?”
* Timing

* Inclusion in RFQs/RFPs

e Specified CMMC v1.2

* Assessor process, engagement, scheduling, cost
 CMMC Level repository, access to and/or use

* Clarity with respect to trainers/consultants/etc
e “Oklahoma Land Rush” — caveat emptor

*Level 1 does not specify documentation but...?

VAIDJ -
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New DFARS -

24

Open DFARS Cases as of June 08, 2020

2019-D041

Strategic Assessment and
Cybersecurity Certification
Requirements

Implements a standard DoD-wide methodology for  04/24/2020 DARS Regulatory

assessing DoD contractor compliance with all Control Officer submitted draft
security requirements in the National Institute of proposed DFARS rule to OIRA.
Standards and Technology (NIST) Special OIRA reviewing.

Fublication (5P) 800-171, Protecting Controlled
Unclassified Information in Nonfederal Information
Systems and Organizations and a DoD certification
process, known as the Cybersecurty Maturnty Model
Certification (CMMC), that measures a company’s
maturity and institutionalization of cybersecurity
practices and processes. Partially implements
section 1648 of the FY20 NDAA.

A ' Wisconsin
Pro;urement
& ' B o Institute
6/ 1 2/ 2 O 2 O A Procurement Technical

Assistance Center (PTAC)



Critical Thinking — recurring theme

—

Computer

— _

Network

Voice —
traditional/VOIP

Web site

Storage &

Destruction

Individuals

Documents

6/12/2020
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With respect to Third Parties

CMMC Third Party Assessment Organizations (C3PAOs) and CMMC
Training

* The Department is aware that some entities have made claims of
being able to provide CMMC certifications for the purposes of
contracting with the DoD. The requirements for becoming a CMMC
Third Party Assessment Organization (C3PAO) are not yet established.
As a result, there are no third-party entities at this time that have
been credentialed to conduct a CMMC assessment which will be
accepted by the CMMC Accreditation Body. Similarly, at this time,
only training materials or presentations provided by the Department
will reflect the Department’s official position with respect to the

CMMC program.

A Wisconsin
Procurement

‘ ' . . Institute
hnic.



DoD Press Release — Monday, June 1, 2020

 Announced — DoD / CMMC-AB MOU

» established the roles, responsibilities, and authorities of each organization to
help ensure a cyber-safe, cyber-secure and cyber-resilient defense industrial
base.

* Delay due to Covid response

 The MOU states that DoD will only accept certifications from an
assessor or a CMMC Third Party Assessment Organization (C3PAO)
who has been accredited for assessments by the CMMC-AB.

https://www.defense.gov/Newsroom/Releases/Release/Article/2204213/dod-signed-memorandum-of-understanding-with-cybersecurity-maturity-model-certif/source/GovDelivery/

VAIDJ -
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Certification — resources/information

Home CKMKC Standard (Official Page) FAal Glossary Stakeholders

Board of Directors Working Groups Speaking Engagements

. -~
Ty e
“EyramoH it

CMMC Accreditation Body

(Cybersecurity Maturity Model Certification)

https://www.cmmcab.org/

A ' Wisconsin
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Entities and Relationships

DoD C3PAO What will this look like?
a =
CMMC- é E’
AB Assessor ‘ q%% —

\

3
|

Institute
6/12/2020 A Procurement Technical

Assistance Center (PTAC)



CMMC Model v1.02 Release (evolving)

* The Department is updating the documentation for CMMC Model
v1.0 to correct administrative errors identified since January 31, 2020.
The itemized list of corrected errata, as well as a more accessible
version of the model (i.e. tabular format in Excel), are provided with
the release of CMMC Model v1.02. The Department has made no
substantive nor critical changes to the model relative to v1.0.

A Wisconsin
Procurement

‘ ' . . Institute
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The Source!

https://www.acq.osd.mil/cmmc/draft.html

CMMC Model overview briefing:

CMMC Model Briefing PDF

CMMC Model v1.02:

CMMC Model PDF

CMMC Model v1.02 Appendices:

CMMC Model Appendices PDF

CMMC Model v1.02 (Appendix A) in tabular format:

CMMC Model (Appendix A) Excel

CMMC Model Errata:

CMMC Model Errata PDF

6/12/2020
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Comparison of Level 1 Level 5

I cisss | pracrices

Level 5 - Optimizing Advanced / Progressive
Level 4 . Reviewed Proactive
Level 3. Managed Good Cyber Hygiene
Level 2. Documented Intermediate Cyber Hygiene

Level 1 . Basic Cyber Hygiene

Figure 2. CMMC Levels and Descriptions

https://www.acg.osd.mil/cmmc/docs/CMMC_ModelMain_V1.02_20200318.pdf

6/12/2020
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Level 1 FCI
FAR 52.204-21

Level 2 (bridge to
level 3)

Level 3 — CUI
DFARS 252.204-7012

Level 4

Level 5

6/12/2020

aaaaaaaaaaaaaaaaa
Assistance Center (PTAC)
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CMMC — Levels overview

 Level 1:Safeguard Federal Contract Information (FCl)

* Level 2:Serve as transition step in cybersecurity maturity progression
to protect CUI

 Level 3:Protect Controlled Unclassified Information (CUI)

e Levels 4-5: Protect CUI and reduce risk of Advanced Persistent Threats
(APTSs)

A Wisconsin
Procurement

‘ ' . . Institute
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Source for CMMC Practices Per Level

1 17 15* 17* - -
2 55 - 48 - 7
3 58 - 45 - 13
4 26 - - 11 15
5 15 - - 4 11
Total 171 15 110 15 46

*MNote: 15 safeguarding requirements from 48 CFR 52.204-21 correspond to 17 security requirements in NIST SP 800-171.

6/12/2020
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CMMC Levels and Associated Focus

LEVELS

OPTIMIZING
LEVELA4 ADVANCED PROGRESSIVE
REVIEWED
LE"‘..'EL 3 PROACTIVNE

MANAGED

LEVEL 2 GOOD CYBER HYGIENE

DOCUMENTED

CYBER HYGIENE

BASIC CYBER HYGIENE

Basic Safeguarding Transition Step to ;;: Increasing Protection of CUI
of FCl Protect CUI ! -~ Reducing Risk of APTs
Figure 3. CMIMC Levels and Associated Focus ‘ AID)
rocuremen

a4 W B g nstitute
6/12/2020 A Procurement Technical
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Access Control
(AC)

|dentification and
Authentication
(1A)

Physical Protection
(PE)

CMMC - Domains

Asset
Management
(AM)

Incident Response
(IR)

Recovery
(RE)

System and
Communications
Protection

Audit and
Accountability
(AU)

Maintenance
(MA)

Risk Management
(RM)

Awareness and
Training

(AT)

Media Protection
(MP)

Security
Assessment
(o

Configuration
Management
(CM)

Personnel Security §

Situational
Awareness
(5A)

System and
Information
Integrity

6/12/2020
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CMMC — Domains (Level-1)

Access Control
(AC)

|dentification and
Authentication
(14)

Physical Protection
(PE)

Asset
Management
(AM]

Incident Response §
(IR)

Recovery
(RE)

Audit and
Accountability
(AU)

Maintenance
(MA)

Risk Management
(RM)

Awareness and
Training
(AT)

Media Protection
(MP)

Security
Assessment
(CA)

38

Configuration
Management
(CM)

Personnel Security
(PS)

Situational
Awareness
(5A)

System and
Communications

Protection
(SC)

6/12/2020
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Process Maturity Requirements

B.2.1 Process Maturity Level 1

There are currently no maturity processes at Level 1.

B.2.2 Process Maturity Level 2

ML.2.999: Establish a policy that includes [DOMAIN NAME].

DISCUSSION FROM SOURCE: CERT RMM V1.2

Develop and publish organizational policy for the process.

Establish the organizational expectations for planning and performing the process, and
communicate these expectations via policy. The policy should reflect higher level managers’
objectives for the process.

CMMC CLARIFICATION

A policy is a high-level statement from an organization’s senior management that documents
the requirements for a given activity. Itis intended to establish organizational expectations
for planning and performing the activity, and communicate those expectations to the
organization. Senior management should sign policies to show its support of the activity.

Wisconsin
https://www.acq.osd.mil/cmmc/docs/CMMC_Appendices V1.02_20200318.pdf; page B-2 ‘A’DI Procurement
4 W B @ nstitute
6/12/2020 AProcurement Technical

Assistance Center (PTAC)



https://www.acq.osd.mil/cmmc/docs/CMMC_Appendices_V1.02_20200318.pdf

40

CMMC — definition of a policy

A policy is a high-level statement from an organization’s senior management that documents
the requirements for a given activity. Itis intended to establish organizational expectations
for planning and performing the activity, and communicate those expectations to the
organization. Senior management should sign policies to show its support of the activity.

At a minimum, the policy should:

¢ clearly state the purpose of the policy;

¢ clearly define the scope of the policy: for example, enterprise-wide, department-wide,
or information-system specific;

* describe the roles and responsibilities of the activities covered by this policy: the
responsibility, authority, and ownership of [DOMAIN NAME] domain activities; and

* establish or direct the establishment of procedures to carry out and meet the intent
of the policy, include any regulatory guidelines this policy addresses.

REFERENCES

@T RMM v1.2 GG2.GP1 Subpractice 2

https://www.acq.osd.mil/cmmc/docs/CMMC_Appendices V1.02 20200318.pdf B-2 ‘A'DI Wisconsin

Procurement

FA B | Institute
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https://www.acq.osd.mil/cmmc/docs/CMMC_Appendices_V1.02_20200318.pdf

Key Definitions relative to CMMC Level 1

* Federal Contract Information (FCI): FCl is information provided by or
generated for the Government under contract not intended for public
release [3].

* Controlled Unclassified Information (CUI): CUI is information that
requires safeguarding or dissemination controls pursuant to and
consistent with laws, regulations, and government-wide policies,
excluding information that is classified under Executive Order 13526,
Classified National Security Information, December 29, 2009, or any
predecessor or successor order, or Atomic Energy Act of 1954, as
amended [4].

A Wisconsin
Procurement

‘ ' . . Institute
hnic.



References

* Basic safeguarding requirements for FCl specified in Federal
Acquisition Regulation (FAR) Clause 52.204-21

e Security requirements for CUl specified in National Institute of
Standards and Technology (NIST) Special Publication (SP) 800-171 per
Defense Federal Acquisition Regulation Supplement (DFARS) Clause
252.204-7012 [3, 4, 5].

A Wisconsin
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CMMC Level -1

eProcesses:

Performed Level 1 requires that an organization performs the specified
practices. Because the organization may only be able to perform these
practices in an ad-hoc manner and may or may not rely on
documentation, process maturity is not assessed for Level 1.

ePractices:

Basic Cyber Hygiene Level 1 focuses on the protection of FCl and
consists only of practices that correspond to the basic safeguarding
requirements specified in 48 CFR 52.204-21 (“Basic Safeguarding of
Covered Contractor Information Systems”) [3].

A Wisconsin
Procurement
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Considerations for Certification

* An official visitor contacts the company for the purpose of reviewing
your cyber policies and procedures (CMMC).

* A meeting is set up.

 What do you provide this individual?

* What documentation should you be keeping and be able to provide?
e Should there be training records?

* How do these policies and procedures interface with other programs
and requirements?

* How are these systems tested and/or exercised?

A Wisconsin
Procurement
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Contracting Triangle

Fair &
Reasonable

S

Institute
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Contracting Equation

Subcontractors

46

T&C's

Fair &
Reasonable S

Responsible

6/12/2020
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Commonalities

* There are requirements — regulations
* These apply to different categories of information

ID & mark
each and
every
document

ID/Know

Tailored Apply program
training for requirements
staff to information

Program
Requirements

6/12/2020

47

Monitor &
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Cybersecurity Framework v1.1**

CATEGORIES SUBCATEGORIES INFORMATIVE REFERENCES

IDENTIFY |[)

CATEGORICS SUBCATEGORILS INFORMATIVE RETTRENCES

prOTECT PR

INFORMATIVE REFERENCES

CATEGORIES SUBCATEGORIES INFORMATIVE REFERENCES

RESPOND RS

7p)
<
=
%
-
<
<
-
=
g
z3

CATEGORIES SUBCATEGORIES INFORMATIVE REFERENCES

rRECOVER RC

NIST CSF v1.1 PR.AC-1, PR.AC-3, PR.AC-4, PR.AC-6, PR.PT-3, PR.PT-4 **CMMC L1 reference ‘ Al Dl e ot

Cybersecurity Framework v1.1 - https://doi.org/10.6028/NIST.CSWP.04162018 pg. 6 4 W m §ntitvte
6/12/2020 A Procurement Technical

Assistance Center (PTAC)
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Cybersecurity Framework

Framework

New to Framework
Perspectives
Success Stories

Online Learning

Evolution FRAMEWORK

E
3
7

+ + + + + + + +

Frequently Asked Questions
Events and Presentations

)
Related Efforts (Roadmap) Q Ve S

Informative References +
Framework Version 1.1 New to Framework Online Learning

Resources +

Newsroom + The Cybersecurity Framework This voluntary Framework Intro material for new

is ready to download. consists of standards, Framework users to
Related Programs guidelines and best practices implementation guidance for
to manage cybersecurity risk. more advanced Framework
users.

CONNECT WITH US

L

Wisconsin
https://www.nist.gov/cyberframework ‘A"DI rrci;turtement
‘ . . nstitute
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Cybersecurity Framework — key elements

* ldentify—Develop an organizational understanding to manage cybersecurity
risk to systems, people, assets, data, and capabilities.

* Protect—Develop and implement appropriate safeguards to ensure delivery
of critical services.

* Detect—Develop and implement appropriate activities to identify the
occurrence of a cybersecurity event

* Respond—Develop and implement appropriate activities to take action
regarding a detected cybersecurity incident.

* Recover—Develop and implement appropriate activities to maintain plans
for resilience and to restore any capabilities or services that were impaired
due toa cybersecurity incident.

Framework for Improving Critical Infrastructure Cybersecurity; CSF v1.1, 2018; pg 7-8

VAIDJ
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CO01- Establish system access requirements —a

* AC.1.001
Limit information system access to authorized users, processes acting
on behalf of authorized users, or devices (including other information
systems).
e FAR Clause 52.204-21 b.1.i
e NIST SP 800-171 Rev13.1.1
e CIS Controlsv7.11.4,1.6,5.1, 14.6, 15.10, 16.8, 16.9, 16.11
e NIST CSF v1.1 PR.AC-1, PR.AC-3, PR.AC-4, PR.AC-6, PR.PT-3, PR.PT-4
e CERT RMM v1.2 TM:SG4.5P1
e NIST SP 800-53 Rev 4 AC-2, AC-3, AC-17
e AU ACSC Essential Eight

A Wisconsin
Procurement

‘ ' . . Institute
hnic.
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Become familiar with references

Specifications for Minimum Security Requirements

Access Control (AC): Organizations must limit information system access to authorized vsers, processes
acting on behalf of autherized users, or devices (including other information systems) and to the types of
transactions and functions that authorized vsers are permitted to exercise.

FIPS Publication 200: Minimum Security Requirements for Federal Information and Information Systems; pg 2

VAID)
FA B . Institute
6/3/2020
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CO01- Establish system access requirements

AC.1.001: Limit information system access to authorized users, processes acting on
behalf of authorized users, or devices (including other information systems).

DISCUSSION FROM SOURCE: DRAFT NIST SP 800-171 R2

Access control policies (e.g, identity- or role-based policies, control matrices, and
cryptography) control access between active entities or subjects (i.e., users or processes
acting on behalf of users) and passive entities or objects (e.g., devices, files, records, and
domains) in systems. Access enforcement mechanisms can be employed at the application
and service level to provide increased information security. Other systems include systems
internal and external to the organization. This requirement focuses on account management
for systems and applications. The definition of and enforcement of access authorizations,
other than those determined by account type (e.g. privileged verses non-privileged) are
addressed in requirement 3.1.2 (AC.1.002).

CMMC CLARIFICATION

Control who can use company computers and who can log on to the company network. Limit
the services and devices, like printers, that can be accessed by company computers. Setup
your system so that unauthorized users and devices cannot get on the company network.

Example 1

You are in charge of IT for your company. You give a username and password to every
employee who uses a company computer for their job. No one can use a company computer
without a username and a password. You give a username and password only to those
employees you know have permission to be on the system. When an employee leaves the
company, you disable their username and password immediately.

Wisconsin
https://www.acg.osd.mil/cmmc/docs/CMMC_Appendices V1.02 20200318.pdf; page B-10 ‘A’DI Procurement

FA B I Institute
6/12/2020 A Procurement Technical

Assistance Center (PTAC)
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CO01- Establish system access requirements —al

e FAR Clause 52.204-21 b.1.i

(b) Safeguarding requirements and procedures.

(1) The Contractor shall apply the following basic safeguarding requirements and procedures to protect covered contractor information systems. Reqguirements and procedures for basic
safeguarding of covered contractor information systems shall include, at a minimum, the following security controls:

(i) Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems).

3.1.1 SECURITY REQUIREMENT

Limit system access to authorized users, processes acting on behalf of authorized users,
and devices (including other systems).

* NIST SP 800-171 Rev13.1.1

DISCUSSION

Access control policies (e.g., identity- or role-based policies, control matrices, and cryptography)
control access between active entities or subjects (i.e., users or processes acting on behalf of users)
and passive entities or objects (e.g., devices, files, records, and domains) in systems. Access
enfarcement mechanisms can be employed at the application and service level to provide increased
information security. Other systems include systems internal and external to the organization. This
reguirement focuses on account management for both systems and applications. The definition of
and enforcement of access authorizations, other than those determined by account type (e.g.,
privileged verses non-grivileged) are addressed in requirement 3.1.2.

3.1 ACCESS CONTROL

3.11  Limit system access to authorized users, processes acting on behalf of authorized ugers, and
devices (including other systems).

SPECIAL PUBLICATION 800-171 PROTECTING CONTROLLED UNCLASSIFIED INFORMATION IN NONFEDERAL SYSTEMS AND ORGANIZATIONS REVISION 1 — Left: pg 9 | Right: Appendix F, pg 69

A Wisconsin
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CO01- Establish system access requirements — a2

311 SECURITY REQUIREMENT

Limit system access to authorized users, processes acting on behalf of authorized users,
and devices (including other systems).

ASSESSMENT OBJECTIVE

Determine if:

3.1.1[a]

outharized users are identified.

3.1.1[b]

processes acting on behalf of authorized users are identified.

3.1.1[c]

devices (and other systems) autharized to connect to the system are identified.

3.1.1[d]

system access is imited to authorized users.

3.1.1[e]

system access is imited to processes acting on behalf of authorized users.

3.1.1[f]

system access is imited to authorized devices (including other systems).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Examine: [SELECT FROM: Access control policy; procedures addressing account management;

system security plan; system design documentation; system configuration settings and
associated documentation; list of active system accounts and the name of the individual
associated with each account; notifications or records of recently transferred, separated,
or terminated employees; list of conditions for group and role membership; list of
recently disabled system accounts along with the name of the individual associated with
each account; access authorization records; account management compliance reviews;
system monitoring records; system audit logs and records; list of devices and systems
authorized to connect to organizational systems; other relevant documents or records].

Interview: [SELECT FROA: Personnel with account management responsibilities; system or network

administrators; persennel with information security responsibilities].

Test: [SELECT FROM: Organizational processes for managing system accounts; mechanisms for
implementing account management].

NIST SP 800-171A ASSESSING SECURITY REQUIREMENTS FOR CONTROLLED UNCLASSIFIED INFORMATION —pg 9

6/3/2020
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CO01- Establish system access requirements — a3

* CIS Controlsv7.11.4,1.6,5.1, 14.6, 15.10, 16.8, 16.9, 16.11

* 1.4 Devices ldentify Maintain Detailed Asset Inventory Maintain an accurate
and up-to-date inventory of all technology assets with the potential to store
or process information. This inventory shall include all hardware assets,
whether connected to the organization's network or not.

* 1.6 Devices Respond Address Unauthorized Assets Ensure that unauthorized
assets are either removed from the network, quarantined, or the inventory is
updated in a timely manner.

* 5.1 Applications Protect Establish Secure Configurations Maintain
documented security configuration standards for all authorized operating
systems and software.

e CIS Controls -- 14.6, 15.10, 16.8, 16.9, 16.11 — not shown

https://www.cisecurity.org/controls/ - Excel Download ‘A'DI

l'l

l
hnic.
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https://www.cisecurity.org/controls/

COO1- Establish system access requirements — nb

* As companies seek to comply with CMMC — which features different
standards depending on the nature of the work being done, with level
1 standards being the least demanding and level 5 the most
burdensome — they should be aware of undetected devices on their
networks that could pose risks to their certifications, said Katherine
Gronberg, vice president of government affairs at Forescout
Technologies, a San Jose, California-based security firm.

* “On average we can go into a company in any sector and find about
30 to 40 percent more devices than they knew about,” she said.

Wisconsin
https://www.nationaldefensemagazine.org/articles/2020/6/8/undetected-devices-may-pose-cmmc-issues ‘A' DI Procurement
‘ ' . . Institute
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TM:5SG4.5P1 —

Summary of Specific Goals and Practices

Goals Practices
TM:5G1 Establish and Prioritize Technology TM:5G1.5P1 Prioritize Technology Assets
Assets TM:SG1.5P2 Establish Resilience-Focused Technology Assets
TM:5G2 Protect Technology Assets TM:5G2.5P1 Assign Resilience Requirements to Technology
Assets
TM:5G2.5P2 Establish and Implement Controls
TM:SG3 Manage Technology Asset Risks TM:5G3.5P1 Identify and Assess Technology Asset Risks

TM:SG3.5P2 Address Technology Asset Risks

TM:5G4 Manage Technology Asset Integrity TM:5G4.5P1 Control Access to Technology Assets
TM:5G4.5P2 Perform Configuration Management
TM:5G4.5P3 Perform Change Control and Management
TM:5G4.5P4 Perform Release Management

TM:S5G5 Manage Technology Asset Availability | TM:5G5.5P1 Perform Planning to Sustain Technology Assets
TM:5G5.5P2 Manage Technology Asset Maintenance
TM:5G5.5P3 Manage Technology Capacity

TM:5G5.5P4 Manage Technology Interoperability

Procurement

FA B I_nst'ttute
6/3/2020 A Procurement Te583
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https://resources.sei.cmu.edu/asset_files/Handbook/2016_002_001_514462.pdf

TM:5G4.5P1 —

[

Technology assets are prioritized relative to their importance in
supporting the delivery of high-value services.

The prioritization of technology assets must be performed in order to ensure
that the organization properly directs its operational resilience resources to
the assets that most directly impact and contribute to services that support
the organization's mission. These assets require the organization’s direct
attention because their interruption or disruption has the potential to cause
significant organizational consequences, particularly because the health
and viability of information assets are typically tied directly to the resilience
of technology assets.

Technology asset prioritization is performed relative to related services—
that is, technology assets associated with high-value services are those that
must be most highly prioritized for operational resilience activities. The
organization may use other criteria to establish high-priority technology
assets, such as

« the relationship between the technology and the value of the
information assets stored, transported, or processed by the technology

« technology assets such as networks that are considered to be
foundational and are vital to supporting more than one organizational
service

Partial copy }

https://resources.sei.cmu.edu/asset_files/Handbook/2016_002 001 514462.pdf TM | 3

6/3/2020
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C002 - Control internal system access

* AC.1.002
Limit information system access to the types of transactions and
functions that authorized users are permitted to execute.
e FAR Clause 52.204-21 b.1.ii
e NIST SP 800-171 Rev13.1.2
e CIS Controlsv7.11.4,1.6,5.1, 8.5, 14.6, 15.10, 16.8, 16.9, 16.11
e NIST CSF v1.1 PR.AC-1, PR.AC-3, PR.AC-4, PR.AC-6, PR.PT-3, PR.PT-4
e CERT RMM v1.2 TM:SG4.SP1
e NIST SP 800-53 Rev 4 AC-2, AC-3, AC-17

A Wisconsin
Procurement

‘ ' . . Institute
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CO04 - Limit data access to authorized users
and processes

* AC.1.003
Verify and control/limit connections to and use of external
information systems.
e FAR Clause 52.204-21 b.1.iii
e NIST SP 800-171 Rev 1 3.1.20
e CIS Controlsv7.112.1, 12.4
e NIST CSF v1.1 ID.AM-4, PR.AC-3
e CERT RMM v1.2 EXD:SG3.SP1
e NIST SP 800-53 Rev 4 AC-20, AC-20(1)

VAIDJ -
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CO04 - Limit data access to authorized users
and processes

* AC.1.004
Control information posted or processed on publicly accessible
information systems.
e FAR Clause 52.204-21 b.1.iv
e NIST SP 800-171 Rev 1 3.1.22
e NIST SP 800-53 Rev 4 AC-22

VAIDJ -

"I l”



CO15 - Grant access to authenticated entities

* |IA.1.076
ldentify information system users, processes acting on behalf of
users, or devices.
e FAR Clause 52.204-21 b.1.v
e NIST SP 800-171 Rev13.5.1
e CIS Controlsv7.14.2,4.3,16.8, 16.9
e NIST CSF v1.1 PR.AC-1, PR.AC-6, PR.AC-7
e CERT RMM v1.2 ID:SG1.SP1
e NIST SP 800-53 Rev 4 1A-2, IA-3, IA-5

VAIDJ -

"I l”



CO15 - Grant access to authenticated entities

* 1A.1.077

Authenticate (or verify) the identities of those users, processes, or

devices, as a prerequisite to allowing access to organizational
information systems.

e FAR Clause 52.204-21 b.1.vi

e NIST SP 800-171 Rev 1 3.5.2

e CIS Controlsv7.14.2,4.3,16.8, 16.9

e NIST CSF v1.1 PR.AC-1, PR.AC-6, PR.AC-7
e CERT RMM v1.2 TM:SG4.SP1

e NIST SP 800-53 Rev 4 1A-2, IA-3, IA-5

e UK NCSC Cyber Essentials

A Wisconsin
Procurement
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C024 - Sanitize media

* MP.1.118

Sanitize or destroy information system media containing Federal
Contract Information before disposal or release for reuse.

e FAR Clause 52.204-21 b.1.vii

e NIST SP 800-171 Rev 1 3.8.3

e NIST CSF v1.1 PR.DS-3

e CERT RMM v1.2 KIM:SG4.SP3

e NIST SP 800-53 Rev 4 MP-6

VAIDJ -

"I l”



C028 - Limit physical access

 PE.1.131
Limit physical access to organizational information systems,
equipment, and the respective operating environments to authorized
individuals.
e FAR Clause 52.204-21 b.1.viii
e NIST SP 800-171 Rev 1 3.10.1
e NIST CSF v1.1 PR.AC-2
e CERT RMM v1.2 KIM:SG4.5P2
e NIST SP 800-53 Rev 4 PE-2

VAIDJ -

"I l”



67

C0O28 - Limit physical access

* PE1133 _ _ Look for wording that
Maintain audit logs of physical access. <mm BIEEERIIIEEER

e FAR Clause 52.204-21 Partial b.1.ix is/will be required.
e NIST SP 800-171 Rev 1 3.10.4
e NIST SP 800-53 Rev 4 PE-3

Institute
6/12/2020 A Procurement Technical
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C028 - Limit physical access

 PE.1.134
Control and manage physical access devices.
e FAR Clause 52.204-21 Partial b.1.ix
e NIST SP 800-171 Rev 1 3.10.5

e CERT RMM v1.2 KIM:SG4.SP2 — see next slide
e NIST SP 800-53 Rev 4 PE-3

Institute

aw
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KIM:SG4 Manage Information Asset
Confidentiality and Privacy

The confidentiality and privacy considerations of information assets are
managed.

* Confidentiality and privacy are fundamental resilience requirements
for information assets. These requirements are unique to information
assets because the inadvertent or intentional disclosure of
information to unauthorized staff can result in significant
consequences to the organization, including reputation damage,
harmful effects to customers and stakeholders (such as identity theft),
and legal and financial penalties

A Wisconsin
Procurement

‘ ' . . Institute
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C039 - Control communications at system
boundaries

e SC.1.175
Monitor, control, and protect organizational communications (i.e.,
information transmitted or received by organizational information
systems) at the external boundaries and key internal boundaries of
the information systems.
e FAR Clause 52.204-21 b.1.x
e NIST SP 800-171 Rev 1 3.13.1
e NIST CSF v1.1 PR.PT-4
e NIST SP 800-53 Rev 4 SC-7
e UK NCSC Cyber Essentials

A Wisconsin
Procurement
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C039Control communications at system
boundaries

* SC.1.176
Implement subnetworks for publicly accessible system components
that are physically or logically separated from internal networks.
e FAR Clause 52.204-21 b.1.xi
e NIST SP 800-171 Rev 1 3.13.5
e CIS Controls v7.1 14.1
e NIST CSF v1.1 PR.AC-5
e NIST SP 800-53 Rev 4 SC-7
e UK NCSC Cyber Essentials

A Wisconsin
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C040 - Identity and manage information
system flaws

* 51.1.210

|dentify, report, and correct information and information system flaws
in a timely manner.

e FAR Clause 52.204-21 b.1.xii
e NIST SP 800-171 Rev13.14.1 Should there be
e NIST CSF v1.1 RS.CO-2, RS.MI-3 documentation?
e CERT RMM v1.2 VAR:SG2.SP2
e NIST SP 800-53 Rev 4 SI-2

e UK NCSC Cyber Essentials

e AU ACSC Essential Eight

Institute
6/12/2020 A Procurement Technical

Assistance Center (PTAC)



73

C041 - |dentity malicious content

* S51.1.211
Provide protection from malicious code at appropriate locations
within organizational information systems.
e FAR Clause 52.204-21 b.1.xiii
e NIST SP 800-171 Rev 1 3.14.2 0w would you show that
e CIS Controls v7.1 8.1 this has been done?
e NIST CSF v1.1 DE.CM-4 What defines appropriate
e CERT RMM v1.2 VAR:SG3.SP1 ocations?
e NIST SP 800-53 Rev 4 SI-3
e AU ACSC Essential Eight

Institute
6/12/2020 A Procurement Technical

Assistance Center (PTAC)
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C041 - |dentity malicious content

e S1.1.212
Update malicious code protection mechanisms when new releases
are available.

e FAR Clause 52.204-21 b.1.xiv
e NIST SP 800-171 Rev 1 3.14.4 How do we track of?

e CIS Controls v7.1 8.2 How can it-be .shown that
e NIST CSF v1.1 DE.CM-4 e ol date?
e CERT RMM v1.2 VAR:SG3.SP1

e NIST SP 800-53 Rev 4 SI-3

Institute
6/12/2020 A Procurement Technical
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C041 - |dentity malicious content

e SI1.1.213
Perform periodic scans of the information system and real-time scans
of files from external sources as files are downloaded, opened, or
executed.
e FAR Clause 52.204-21 b.1.xv
e NIST SP 800-171 Rev 1 3.14.5
e C|IS Controls v7.1 84’ 8.7 What, when, how, familiarity
e NIST CSF v1.1 DE.CM-4
e CERT RMM v1.2 VAR:SG3.SP1
e NIST SP 800-53 Rev 4 SI-3

with/training & documentation

Institute
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Suggestions — moving forward

* List all required elements

* Describe current position and/or processes

* Download/print all references for each requirement
* Compare

* Determine gaps

» Take internal/external actions to close gaps

* |dentify resource — monitor

* Establish periodic review period

VAIDJ -

"I l”



References

* FAR 52.204-21 — entirety https://www.acquisition.gov

* NIST 800-171 r1 - https://csrc.nist.gov/publications/detail /sp/800-171/rev-1/final

* NIST 800-171 r2 - https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final

* NIST SP 800-53 Rev 4 - https://csrc.nist.gov/publications/detail/sp/800-53/rev-4/final
* NIST CSF v1.1 - https://doi.org/10.6028/NIST.CSWP.04162018

* CERTRMM v1.2 -
https://resources.sei.cmu.edu/asset files/Handbook/2016 002 001 514462.pdf

* ClSecurity Controls - https://www.cisecurity.org/controls/

. AUdAI\CSC Essential Eight - https://www.cyber.gov.au/publications/essential-eight-maturity-
mode

e UK NCSC Cyber Essentials - https://www.ncsc.gov.uk/cyberessentials/overview
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A CRITICAL NOTICE FROM WPI

* If you are a current FEDERAL / DOD CONTRACTOR or SUBCONTRACTOR - you may

have CYBER - DATA SECURITY REQUIREMENTS in your contract.

* If you are responding to any CURRENT FEDERAL SOLICITATIONS - be aware of your

obligations:
* Key clauses are 52.204-21, 252.204-7008 and 252.204-7012

» Review for other possible requirements

* If youare a DOD CONTRACTOR or SUBCONTRACTOR - you will have new CYBER
COMPLIANCE - CERTIFICATION REQUIREMENTS that may impact your business as
early as the end of this calendar year.

* See: https://www.acg.osd.mil/cmmc and https://www.cmmmcab.org for more up to date
information.

* Contact Marc Violante at WPI - marcv(@wispro.org or 920-456-9990

6/12/20
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ACQUISITION HOUR LIVE WEBINARS SERIES

« All Events

* NEW DATE * ACQUISITION HOUR: INTELLECTUAL
PROPERTY FOR GOVERNMENT CONTRACTORS &
SUBCONTRACTORS & THE STTR/SBIR STAKEHOLDER

June 16 @ 1:00 pm - 2:00 pm 7
https://www.wispro.org/event/intellectual-property-for-

government-contractors-and-subcontractors-and-the-sttr-sbir-
stakeholder/

= June 26, 2020

How the CyberSecurity Maturity Model
Certification (CMMC) Will Impact Your

Business

CLICK HERE for additional information

Presented by Marc Violante, Wisconsin Procurement Institute
(WPI)

A, Wisconsin
Procurement
& ' ] ] Institute

A Procurement Technical
Assistance Center (PTAC)

= July 14, 2020

The SBA 8(a) Certification Program
CLICK HERE for additional information
Presented by Shane Mahaffy, US Small Business
Administration (SBA)

= July 15, 2020

Responding to Sources Sought and

Capabilities Statements

CLICK HERE for additional information

Presented by Mark Dennis, Wisconsin Procurement Institute
(WPI)

6/12/20 Page 80


https://www.wispro.org/event/acquisition-hour-introduction-to-cmmc-level-1-3/
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https://www.wispro.org/event/acquisition-hour-how-the-cybersecurity-maturity-model-certification-cmmc-will-impact-your-business-4/
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https://www.wispro.org/event/acquisition-hour-responding-to-sources-sought-request-and-capabilities-statements-2/

ACQUISITION HOUR LIVE WEBINARS SERIES

= July 22, 2020

The HUBZone Certification Program
CLICK HERE for additional information
Presented by Shane Mahaffy, US Small Business Administration (SBA)

= August 25, 2020

State and Federal Certifications For Veteran and Service Disabled

Veteran Owned Businesses

CLICK HERE for additional information

Presented by Shane Mahaffy, US Small Business Administration (SBA) and Mark Dennis,
Wisconsin Procurement Institute (WPI)

VAID): v ...More at wispro.org/events
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SURVEY
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CONTINUING PROFESSIONAL EDUCATION

NCM A

-
NATIONAL CONTRACT MANAGEMENT ASSOCIATION

CPE Certificate available, please contact:
Benjamin Blanc
benjaminb@wispro.org
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