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Celebrating 32 Years of 

serving Wisconsin Business!

ABOUT WPI
SUPPORTING THE MISSION
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Assist businesses in creating, developing and growing 

their sales, revenue and jobs through Federal, State and 

Local Government contracts.

WPI is a Procurement Technical Assistance Center (PTAC) funded in part 

by the Defense Logistics Agency (DLA), WEDC and other funding sources.
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▪INDIVIDUAL COUNSELING – At our offices, at client’s facility or via 

telephone/GoToWebinar

▪SMALL GROUP TRAINING – Workshops and webinars

▪CONFERENCES to include one on one or roundtable sessions

Last year WPI provided training at over 100 events and

provided service to over 1,200 companies



▪ MILWAUKEE
▪ Technology Innovation Center

▪ MADISON
▪ FEED Kitchens

▪ Dane County Latino Chamber of Commerce

▪ Wisconsin Manufacturing Extension Partnership 

(WMEP)

▪ Madison Area Technical College (MATC)

▪ CAMP DOUGLAS
▪ Juneau County Economic Development 

Corporation (JCEDC)

▪ STEVENS POINT
▪ IDEA Center

▪ APPLETON
▪ Fox Valley Technical College 

▪ FLORENCE
▪ Florence County Economic Development 

WPI OFFICE LOCATIONS
▪ OSHKOSH

▪ Fox Valley Technical College 

▪ Greater Oshkosh Economic Development Corporation

▪ EAU CLAIRE
▪ Western Dairyland

▪ MENOMONIE
▪ Dunn County Economic Development Corporation

▪ LADYSMITH
▪ Indianhead Community Action Agency

▪ RHINELANDER
▪ Nicolet Area Technical College

▪ GREEN BAY
▪ Advance Business & Manufacturing Center

▪ ASHLAND
▪ Ashland Area Development Corporation 
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www.wispro.org
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OVERVIEW

• Cybersecurity is not a "thing" or just a plan or some other end-result that once 
completed never sees the light of day. 

• Cybersecurity requires vigilance, awareness and an array of knowledge, tools and 
skills tailored for every level of the organization and which are practiced on a 
daily basis.
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There is a treasure trove of relevant, accessible and useful information on the web. 
The key issues are:

• Locating it 

• Determining it’s value

• Determining whether it is credible

• Saving it

• Sorting it

• Creating a functional and usable knowledge system



Key issues Information

Process

Aggregate

Organize

Store

Search

Use
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There is a treasure 
trove of relevant, 
accessible and 
useful information 
on the web. 

The key issues are:



Objectives

• Tools for the toolbox | kitchen drawer | garage | etc
• Collection of related and useful items
• General theme, not specific to one narrow topic | subject

• Goals
• Free – publicly accessible – maybe registration is required
• Credible
• Useful – provides usable information/resources
• Outline a framework or pathway in moving forward
• Resources to help stay current

• Why is current important?
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The need to stay 
current!
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https://www.zdnet.com/article/this-hacking-group-is-using-previously-unknown-tools-to-target-defence-contractors/?ftag=TRE-03-10aaa6b&bhid=29185510993962247842492525382582&mid=13155635&cid=2227112790

https://www.zdnet.com/article/this-hacking-group-is-using-previously-unknown-tools-to-target-defence-contractors/?ftag=TRE-03-10aaa6b&bhid=29185510993962247842492525382582&mid=13155635&cid=2227112790


Information flows

information

Employee

External

Digital

Physical

Company
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General Information Sources

Corporate

Customer

DoD

Supply 
Chain

Security Perimeter/Programs
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Information – general categories of use

Brought 
in

Created Copied Shared

Destroyed Lost Used Retained
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General Handling Considerations

• What qualifies

• Information life-cycle

• Registrations

• Company policies

• Company POC’s

• Marking

• Storage

• Sharing

• Communication channels

• Retention

• Destruction

• Incident requirements

• Special considerations

• Training requirements
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Information usage lifecycle

Information Receipt Tracking Storage Sharing Use
Removal -

destruction
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Business Functions impacted

• Sales

• Marketing

• Web Design/External 
Communications

• Engineering

• Operations

• Purchasing

• Business Development

• Human Resources

• Finance – Invoice, AR

• Service contracting (external)

• Information Technology
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Key Tools

• Caution

• Awareness

• Deliberateness

• Thoughtfulness

• Training

• Engagement

• Resources

• Policies

• Procedures

• Communications
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Develop Project Timeline

• Define starting point

• Define parameters – boundaries – framework

• Create “work break-down structure”

• Assign responsibility

• Prioritize

• Develop communication mechanism

• Identify critical path
• Identify critical needs – funding, talent, resources, time
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Google Alerts
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Tools to store, organize and access
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“There’s a truism in cybersecurity that you 
can’t protect what you can’t detect,” Richberg

said. “And I’d say there’s a corollary to that, and 
it’s hard to protect what you don’t understand. 

So if you don’t genuinely understand the 
sensitivity the government ascribes to a given 

piece or category information, it’s really hard to 
know how to treat it.”

https://www.fedscoop.com/critical-role-cmmc-federal-supply-chain-security/
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https://www.fedscoop.com/critical-role-cmmc-federal-supply-chain-security/


“Run to ground” as a general philosophy

• Ideas

• Terms

• Requirements

• Fully understand; document; references; exhaust resources

• If you don’t absolutely know or understand what is specifically 
required, then what can be said about the solution?
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Identify system topology (footprint)

• Network

• Subset

• enclave
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Network Segmentation versus Network 
Enclaving

https://stateofsecurity.com/network-segmentation-versus-network-enclaving/
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https://stateofsecurity.com/network-segmentation-versus-network-enclaving/


Create/Develop baselines

• Personnel
• Knowledge

• Skills

• Functional expertise

• Gaps

• Requirements

• Equipment
• functionality

11/6/2020



Programs/Requirements

• Federal Contract Information

• Controlled Unclassified Information

• Export Controlled

• JCP

• NOFORN

• Customer – commercial restricted/proprietary

• Corporate - proprietary
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Identify requirements – information in-house

• Contractual requirements/obligations

• Information used, stored, shared

• Determine retention requirements
• Destroy (as appropriate) 

• Reduce – information footprint
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Categorize Resource types

CybersecurityPeople

Things

Programs –
requirements

Information

Funding Support

Training

Engagement

Processes 
Procedures

Time
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Identify the Driver(s) (example)

Programs –
requirements

Support Funding People Time Information

Equipment Engagement Training
Process –

procedures
Monitoring Updates
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Understand “belief system”

• Dangers of smoking

• Dangers of texting and driving

• Dangers of mountain biking

• Dangers of coronavirus

• Dangers of being hacked

• Dangers of cyber attacks
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What should CEOs know about the 
cybersecurity threats their companies face?

https://us-cert.cisa.gov/ncas/tips/ST18-007
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https://us-cert.cisa.gov/ncas/tips/ST18-007


What can CEOs do to mitigate cybersecurity 
threats?

https://us-cert.cisa.gov/ncas/tips/ST18-007
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https://us-cert.cisa.gov/ncas/tips/ST18-007


Risks - Identify and Prioritize Information Types 

NIST Publication  NISTIR 7621 Revision 1, Small Business Information Security: The Fundamentals Celia Paulsen Patricia Toth, Table 1, 10 - sample
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Budget

• Funding drives all/most activities
• Personnel 

• Time

• Equipment

• Training

• Resources

• Upgrades

• Consultants if required/used

• Cyber Insurance

• Account for growth, new requirements

Too 
little

Too 
much

Find the balance
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Develop Resources – references & SME/S

Image copied from: innovation.ed.gov
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https://www.kb.cert.org/vuls/byCVSS visited 9/12/2017

Vulnerabilities lead to different paths of attack
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https://www.kb.cert.org/vuls/byCVSS


Software

• Identify all systems on/connecting to the network

• Identify owners

• Identify software

• Identify/define – allowed v. rogue software

• Determine patches/security updates/support

• Validate – A/V / Firewall
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Identify tools
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https://nvd.nist.gov/vuln-metrics/cvss

https://nvd.nist.gov/vuln-metrics/cvss


Resources for awareness & insight
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https://nvd.nist.gov/general/nvd-dashboard

https://nvd.nist.gov/general/nvd-dashboard


National Vulnerabilities Database

https://nvd.nist.gov/vuln/full-listing
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https://nvd.nist.gov/vuln/full-listing


November 2020 entries

https://nvd.nist.gov/vuln/full-listing/2020/11
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https://nvd.nist.gov/vuln/full-listing/2020/11


NVD - search
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Search Results

https://nvd.nist.gov/vuln/search/results?form_type=Basic&results_type=overview&query=python&search_type=all
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https://nvd.nist.gov/vuln/search/results?form_type=Basic&results_type=overview&query=python&search_type=all


Assemble Public and Private resources
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https://us-cert.cisa.gov/

https://us-cert.cisa.gov/


Look for and Subscribe – create mail rules
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https://us-cert.cisa.gov/

https://us-cert.cisa.gov/


Information Sharing and Analysis Centers
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Multi-State ISAC
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https://ndisac.org/dibscc/cyberassist/

https://ndisac.org/dibscc/cyberassist/


DIB SCC Task Force Working Group Top 10 
high value controls

https://ndisac.org/dibscc/implementation-and-assessment/top-10-high-value-controls/
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https://ndisac.org/dibscc/implementation-and-assessment/top-10-high-value-controls/


DIB SCC Task Force Working Group Top 10 
high value controls
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https://ndisac.org/dibscc/implementation-and-assessment/top-10-high-value-controls/administrative-rights-and-privileges/

https://ndisac.org/dibscc/implementation-and-assessment/top-10-high-value-controls/administrative-rights-and-privileges/


Don’t recreate the wheel or pay if not needed

https://www2.northropgrumman.com/suppliers/Pages/CybersecurityControlsLanding.aspx

11/6/2020

https://www2.northropgrumman.com/suppliers/Pages/CybersecurityControlsLanding.aspx


3.4 Configuration Management – for example
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Identify/explore a variety of resources – then 
select

https://www.archives.gov/cui/training.html
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https://www.archives.gov/cui/training.html


Know the Risk Raise Your Shield

https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-know-the-risk-raise-your-shield
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https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-know-the-risk-raise-your-shield


Take advantage of free & credible resources

11/6/2020



Courses available to the public
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https://fedvte.usalearning.gov/public_fedvte.php

https://fedvte.usalearning.gov/public_fedvte.php


Resources for skill development & workforce

https://niccs.cisa.gov/training/search/federal-virtual-training-environment-fedvte
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https://niccs.cisa.gov/training/search/federal-virtual-training-environment-fedvte


NCSC Awareness Materials
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Internet Storm Center - Ports

https://www.dshield.org/top10.html
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https://www.dshield.org/top10.html


Internet Storm Center – Top 10 IP Addresses
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Useful InfoSec Links 

• Internet Status – 25

• Malware Information – 16

• Security Dashboards – 8

• Security News – 20

• Security Blogs – 38

• Vendor Security Advisories - 14

https://www.dshield.org/links.html
11/6/2020

https://www.dshield.org/links.html


SANS Reading Room

https://www.sans.org/reading-room/
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https://www.sans.org/reading-room/


Response assistance & Resources
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https://www.first.org/

https://www.first.org/


FIRST Teams

https://www.first.org/members/teams/
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https://www.first.org/members/teams/


FIRST Team – contact info, eg

https://www.first.org/members/teams/acuity_brands_psirt
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https://www.first.org/members/teams/acuity_brands_psirt


Log Protection

• logs contain records of system and network security

• they need to be protected from breaches of their confidentiality and 
integrity

• Improperly securing - intentional and unintentional alteration and 
destruction 
• May allow malicious activity to go on unnoticed

• For example, many rootkits are specifically designed to alter logs

• Protect availability of logs – maximum size / overwriting

NIST SP 800-92 Computer Security and Log Management, 2.3.9 page 2-9
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Maximizing Log value

• Identify as high priority
• Combat the notion of boring and of low benefit

• Provide sufficient tools
• Assists with automation

• Helps to identify patterns that a human will not see

• Provide training for efficient performance

• Reactive tool
• After an event

NIST SP 800-92 Computer Security and Log Management, 2.3.3 page 2-10
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Categorize information

MS-ISAC ADVISORY NUMBER: 2020-148  DATE(S) ISSUED: 11/03/2020

https://www.first.org/members/teams/acuity_brands_psirt
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https://www.first.org/members/teams/acuity_brands_psirt


Traffic Light Protocol - Definitions
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US-Cert Alerts

https://us-cert.cisa.gov/ncas/alerts
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https://us-cert.cisa.gov/ncas/alerts


Develop Resources – be selective
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DEVSECOPS
DevSecOps is a set of software development practices that 
combines software development (Dev), security (Sec), and 
information technology operations (Ops) to secure the 
outcome and shorten the development lifecycle.

https://public.cyber.mil/devsecops/
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https://public.cyber.mil/devsecops/


Best network monitoring tools in 2020

https://www.zdnet.com/article/best-network-monitoring-tools/
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https://www.zdnet.com/article/best-network-monitoring-tools/


UPCOMING TRAINING - EVENTS
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ACQUISITION HOUR LIVE WEBINAR SERIES
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…More at wispro.org/events

▪ November 17, 2020

▪ Changes, Delays and Disputes in Federal Construction 
Contracts 
CLICK HERE for additional information
Presented by Helen Henningsen, Wisconsin Procurement Institute

▪ January 20, 2020

▪ Acquisition Hour: beta.SAM.gov - An Update and 
Overview
CLICK HERE for additional information
Presented by Kim Garber, Wisconsin Procurement Institute

https://www.wispro.org/event/acquisition-hour-changes-delays-and-disputes-in-federal-construction-contracts-2/
https://www.wispro.org/event/acquisition-hour-beta-sam-gov-an-update-and-overview/


CYBER FRIDAY LIVE WEBINAR SERIES

11/6/20

Sept 11, 2020 A Deep Dive into DFARS 252.204-7012 -
Looking beyond NIST 800-171 r1

Sept 25, 2020 Information Security - An overview of 
programs, general requirements and resources

Oct 9, 2020 Economic Espionage - You have what they 
want. 

Oct 23, 2020 Guarding and Securing Intangibles - Protecting 
what you cannot see and touch

Nov 6, 2020 Tools, practices and resources for your cyber-
security toolbox

Nov 20, 2020 An overview of cyber-threats - What you can't 
see - can put you out of business! 

Dec 4, 2020 Securing the Supply Chain - "No man is an 
island"

Dec 18, 2020 Developing and implementing practices, policies 
and procedures using CMMC reference documents

Jan 8, 2021 The other side of CMMC 

Jan 22, 2021 Overview of CMMC Level 1 

Feb 5, 2021 Embarking on the path to CMMC Level 3 

Feb 19, 2021 Preparing for a CMMC Certification assessment

Mar 5, 2021 CMMC Level 3 - Completing the steps needed 
to protect Controlled Unclassified 
Information. 

PRESENTED BY



- SAVE THE DATE-

December 8-10, 2020
The first virtual marketplace will connect statewide business owners looking to do business 

with state, federal and local governments, as well as the private sector, in a virtual format over 
the course of a week.

More info at https://www.wispro.org/event/marketplace-2020-virtual/

December 8-10, 2020
The Contracting Academy is an opportunity for businesses to grow their technical knowledge 

of contracting with the State of Wisconsin, Federal Government and Government Prime 

contractors. This series of workshops will benefit established businesses looking to grow and 
develop their government sales.

More info at https://www.wispro.org/event/the-contracting-academy-virtual/
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https://www.wispro.org/event/marketplace-2020-virtual/
https://www.wispro.org/event/the-contracting-academy-virtual/


A CRITICAL NOTICE FROM WPI
• If you are a current FEDERAL / DOD CONTRACTOR or SUBCONTRACTOR – you may 

have CYBER – DATA SECURITY REQUIREMENTS in your contract. 

• If you are responding to any CURRENT FEDERAL SOLICITATIONS - be aware of your 
obligations: 

• Key clauses are 52.204-21, 252.204-7008 and 252.204-7012

• Review for other possible requirements

• If you are a DOD CONTRACTOR or SUBCONTRACTOR – you will have new CYBER 
COMPLIANCE –CERTIFICATION REQUIREMENTS that may impact your business as 
early as the end of this calendar year.

• See: https://www.acq.osd.mil/cmmc and https://www.cmmcab.org for more up to date 
information.

• Contact Marc Violante at WPI - marcv@wispro.org or 920-456-9990
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https://www.acq.osd.mil/cmmc
https://www.cmmcab.org/
mailto:marcv@wispro.org


CPE Certificate available, please contact:

Benjamin Blanc

benjaminb@wispro.org

CONTINUING PROFESSIONAL EDUCATION
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PRESENTED BY
Wisconsin Procurement Institute (WPI)

www.wispro.org

Marc Violante
Wisconsin Procurement Institute (WPI) 

marcv@wispro.org | 920-456-9990

10437 Innovation Drive, Suite 320
Milwaukee, WI  53226
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