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Webinar Description

A CMMC L1 or L2 certification does not guarantee compliance with all 
DFARS 252.204-7012 requirements and does not guarantee that a 
company will correctly handle other categories of information such as 
ITAR or JCP. The same is true about ITAR and CMMC. A fully functional 
ITAR compliance program will not begin to satisfy CMMC requirements. 
Ultimately, for each company to correctly handle different categories of 
information requires that they first know what information they are 
receiving and handling. Secondly, each company must have a detailed 
knowledge and understanding of each of the programs and program 
requirements.
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Separate and Distinct but symbiotic

DFARS 
252.204-
7012

CMMC  -
”NIST 800-
171 r2” -
assessment
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Both are implemented by contract



CMMC begins with a contract

4

SP 800-171, REVISION 2 PROTECTING CONTROLLED UNCLASSIFIED INFORMATION, pg vii
September 23, 2022



DFARS 252.204-7012 - 1

(c) Cyber incident reporting requirement.
(d) Malicious software.
(e) Media preservation and protection.
(f) Access to additional information or equipment necessary for forensic 
analysis.
(g) Cyber incident damage assessment activities.
(h) DoD safeguarding and use of contractor attributional/proprietary 
information.
(i) Use and release of contractor attributional/proprietary information 
not created by or for DoD.
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DFARS 252.204-7012-2

(j) Use and release of contractor attributional/proprietary information 
created by or for DoD.
(k) The Contractor shall conduct activities under this clause in 
accordance with applicable laws and regulations on the interception, 
monitoring, access, use, and disclosure of electronic communications 
and data.
(l) Other safeguarding or reporting requirements.

In no way abrogates …
(m) Subcontracts. 
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DFARS - CMMC
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How will the assessment team manage the assessment?



Security Protection Asset Examples

8

CMMC Assessment Scope – Level 2 | Version 2.0; page 4
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Specialized Assets

September 23, 20229
Identifying the CMMC Assessment Scope CMMC Assessment Scope – Level 2 | Version 2.0, page 5



CMMC Assessment Objectives

September 23, 202210
CMMC Assessment Guide – Level 2  Version 2.0, pg 12



Getting to CMMC

DFARS 
252.204 
- 7008

DFARS 
252.204-

7012

NIST 
800-171 

r2

DFARS 
252.204-

7021

DOD 
5200.48

CMMC
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NIST HB 162 Self-Assessment Handbook for Assessing NIST SP 800-171 Security Requirements
NIST SP 800-171A - Assessing Security Requirements for Controlled Unclassified Information 



Requirements

DFARS

• Protect CDI
• Report
• Other
• Flow Down

NIST

• Scope
• SSP
• POA
• Security 

Requirements

CMMC

• Scope
• Risk
• Assets
• Objectives

Other

• Required 
training

• Registration
• Handling
• Etc.
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Requirements references (NIST 800-171 r2)

September 23, 202213
SP 800-171, REVISION 2 PROTECTING CONTROLLED UNCLASSIFIED INFORMATION, pg vi



SSP and POA
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SP 800-171, REVISION 2 PROTECTING CONTROLLED UNCLASSIFIED INFORMATION, pg 9



DoD CUI Program

September 23, 202215
https://www.dodcui.mil/ - Home Page

https://www.dodcui.mil/


DoD CUI Instruction 5200.48
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Requirements for DoD Contractors

September 23, 202217
https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf



Required CUI training

• In accordance with this issuance, every individual at every level, 
including DoD civilian and military personnel as well as contractors 
providing support to the DoD pursuant to contractual requirements, 
will comply with the requirements in Paragraph 3.6.f of this issuance
for initial and annual refresher CUI training

September 23, 202218

DoDI 5200.48, March 6, 2020  SECTION 3: P ROGRAMMATICS pg: 17-18



DOD 5200.48 Requirement

September 23, 202219
https://www.dodcui.mil/Home/Policy/



DFARS 252.204-7012 general elements

Flow downExternal 
requirements

DoD Actions 
& 

Investigation

Incident 
response & 
reporting

NIST 800-171 
r2

Adequate 
SecurityContract 
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DFARS 252.204-7012 v. CMMC

DFARS 252.204 - 7012
• Adequate Security

• At a minimum NIST SP 800-171 r2

• Cyber Investigatons, data 
capture

• Cyber Incident Reporting
• Flow Down requirement

CMMC
• Implementation of NIST SP 800-

171 r2
• CMMC L1/L2a – attestation
• CMMC L2b – third party 

assessment
• CMMC L3 – third party 

assessment + DIBCAC

21 September 23, 2022



The effect of CMMC

• CMMC Evaluates the implementation of NIST 800-171 r2
• CMMC does not formally or directly evaluate all elements of DFARS 

252.204-7012
• There is some cross-over between DFARS 252.204-7012 & NIST 800-

171 r2
• DFARS 252.204-7012 requires “the contractor to provide adequate 

security” – this includes “at a minimum” NIST 800-171 r2
• “Adequate security” means protective measures that are 

commensurate with the consequences and probability of loss, 
misuse, or unauthorized access to, or modification of information.
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DFARS 252.204-7012

September 23, 202223

252.204-7012 Safeguarding Covered 
Defense Information and Cyber 

Incident Reporting.



DFARS 252.204-7012 (Adequate Security)
• (b) Adequate security. The Contractor shall provide adequate security on all covered contractor information systems. To provide 

adequate security, the Contractor shall implement, at a minimum, the following information security protections:
(1) For covered contractor information systems that are part of an Information Technology (IT) service or system operated 
on behalf of the Government, the following security requirements apply:

(i) Cloud computing services shall be subject to the security requirements specified in the clause 252.239-
7010 , Cloud Computing Services, of this contract.
(ii) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security 
requirements specified elsewhere in this contract.

(2) For covered contractor information systems that are not part of an IT service or system operated on behalf of the 
Government and therefore are not subject to the security requirement specified at paragraph (b)(1) of this clause, the 
following security requirements apply:

(i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor information system shall be 
subject to the security requirements in National Institute of Standards and Technology (NIST) Special 
Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems 
and Organizations” (available via the internet at http://dx.doi.org/10.6028/NIST.SP.800-171) in effect at the 
time the solicitation is issued or as authorized by the Contracting Officer.
(ii)(A) The Contractor shall implement NIST SP 800-171, as soon as practical, but not later than December 31, 
2017. For all contracts awarded prior to October 1, 2017, the Contractor shall notify the DoD Chief 
Information Officer (CIO), via email at osd.dibcsia@mail.mil, within 30 days of contract award, of any security 
requirements specified by NIST SP 800-171 not implemented at the time of contract award.
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Notice of broad information safeguarding 
requirements 
• DFARS (l) Other safeguarding or reporting requirements. The 

safeguarding and cyber incident reporting required by this clause in 
no way abrogates the Contractor’s responsibility for other 
safeguarding or cyber incident reporting pertaining to its unclassified 
information systems as required by other applicable clauses of this 
contract, or as a result of other applicable U.S. Government statutory 
or regulatory requirements.

• NIST 800-171 r2 – “The requirements apply to all components of 
nonfederal systems and organizations that process, store, and/or 
transmit CUI, or that provide protection for such components. “ page 
iii
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Information Handling Considerations

• What information do we have?
• What information do we use?
• With whom is information being 

shared?
• What information is being shared?
• What are the handling requirements?
• Where – how is the information being 

shared?
• When – normal hours / off hours
• Why is it being shared?
• Other questions ---

26
September 23, 2022



Information types v. handling requirements

CUI

• Lawful 
Governmental 
Purpose

• DOD Required 
Training

• DFARS 252.204 
– 7012 / Basic 
Assessment, 
SPRS

ITAR

• US Person –
US Person

• Registration
• ITAR 

Compliance 
Program

JCP

• Data 
Custodian –
Data 
Custodian

• SAM, PIEE, 
DOD Basic 
Assessment, 
SPRS, DFARS 
252.204-7012

Customer (x) –
IP Corporate – IP
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Importance of marking non-government 
information
(h) DoD safeguarding and use of contractor attributional/proprietary 
information. The Government shall protect against the unauthorized use or 
release of information obtained from the contractor (or derived from 
information obtained from the contractor) under this clause that includes 
contractor attributional/proprietary information, including such information 
submitted in accordance with paragraph (c). To the maximum extent 
practicable, the Contractor shall identify and mark attributional/proprietary 
information. In making an authorized release of such information, the 
Government will implement appropriate procedures to minimize the 
contractor attributional/proprietary information that is included in such 
authorized release, seeking to include only that information that is necessary 
for the authorized purpose(s) for which the information is being released.

September 23, 202228
DFARS 252.204-7012 



Information – life cycle, general elements

29
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Dynamic/Evolving Environment

30

• Human – Internal
• Human - External
• Physical
• Digital
• Human-Physical
• Human-Digital

Information 
Pathways

• Office
• Travel
• Coffee shop
• Hotel
• Home

System 
Security Plan • Desktop

• Laptop
• Mobile device
• Server
• Cloud

Device

• Technologies
• Threats
• Techniques
• Information

Change

Updates / Feedback
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Determine needed participants

Network Enclave Machine

September 23, 202231



Information Protection Difficulty

32

Assets = Scope

Complexity

Assets = Scope = CMMC Assessment Complexity
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Consider various threat types

• Adversarial – Individual, Group, Organization, Nation-state
• Accidental
• Structural
• Environmental
• *External reliance

33

Special Publication 800-30 Guide for Conducting Risk Assessments; Appendix D, D-2
September 23, 2022



34

Determine Scope

SP 800-171, REVISION 2 PROTECTING CONTROLLED UNCLASSIFIED INFORMATION, Chapter 1, page 2
September 23, 2022



Defining Assessment Scope

September 23, 202235
Identifying the CMMC Assessment Scope CMMC Assessment Scope – Level 2 | Version 2.0, page 6



Contractor Risk Managed Assets

36

CMMC Assessment Scope – Level 2 | Version 2.0; page 4

Inventory | SSP | Network Diagram
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CMMC Assessment Objectives

September 23, 202237
CMMC Assessment Guide – Level 2  Version 2.0, pg 12



Notional Cybersecurity Risk Register

https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8286B-draft.pdf, page 5 Comment Period: Sept 1 – Oct 15, 2021

PRIORITIZING CYBERSECURITY RISK FOR ENTERPRISE RISK MANAGEMENT: NISTIR 8286B (DRAFT)

38
September 23, 2022

https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8286B-draft.pdf


Risk Assessment (three key aspects)

• Development of an information security architecture;
• Definition of interconnection requirements for information systems 
• Design of security solutions for information systems and 

environments of operation including selection of security controls, 
information technology products, suppliers/supply chain, and 
contractors;

39
Special Publication 800-30 Guide for Conducting Risk Assessments; page 6 September 23, 2022



System Specific Analysis

• System Characterization
• Threat Identification
• Vulnerability Identification
• Impact Analysis
• Likelihood Determination
• Control Analysis
• Risk Determination
• Control Recommendations
• Results Documentation

40

Special Publication 800-30 Guide for Conducting Risk Assessments; Information Security Risk Assessment Toolkit, Mark Ryan, M. Talabis, Jason L 
Martin; Syngreess, pg 208 September 23, 2022



NIST/CMMC v. DFARS - evidence

3.3.1 Create and retain system audit logs and records to the extent needed to enable the monitoring, 
analysis, investigation, and reporting of unlawful or unauthorized system activity. 

September 23, 202241

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the 
Contractor shall preserve and protect images of all known affected information systems identified in 
paragraph (c)(1)(i) of this clause and all relevant monitoring/packet capture data for at least 90 days from 
the submission of the cyber incident report to allow DoD to request the media or decline interest.
(f) Access to additional information or equipment necessary for forensic analysis.Upon request by DoD, the 
Contractor shall provide DoD with access to additional information or equipment that is necessary to 
conduct a forensic analysis.
(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the 
Contracting Officer will request that the Contractor provide all of the damage assessment information 
gathered in accordance with paragraph (e) of this clause.



Cyber Incident Reporting

CMMC - 3.6.2 - Track, document, and report incidents to designated officials 
and/or authorities both internal and external to the organization. NIST SP 
800-171 r2 
DFARS –
• When the Contractor discovers a cyber incident that …
• Conduct a review for evidence of compromise of covered defense 

information
• Rapidly report (with in 72 hrs) cyber incidents to DoD at 

https://dibnet.dod.mil. 
• Use the specified format
• Requires a Medium Assurance Certificate

September 23, 202242

https://dibnet.dod.mil/


Cyber incident report - 1
1. Company name
2. Data Universal Numbering System (DUNS) Number
3. Facility CAGE code
4. Facility Clearance Level (Unclassified, Confidential, Secret, Top Secret, Not Applicable)
5. Company point of contact information (name, position, telephone, email)
6. U.S. Government Program Manager point of contact (name, position, telephone, email)
7. Contract number(s) or other type of agreement affected or potentially affected
8. Contracting Officer or other type of agreement point of contact (address, position, telephone, 

email)
9. Contract or other type of agreement clearance level (Unclassified, Confidential, Secret, Top 

Secret, Not Applicable)
10.Impact to Covered Defense Information
11.Ability to provide operationally critical support

September 23, 202243



Cyber incident report -2

12. Date incident discovered
13. Location(s) of compromise
14. Incident location CAGE code
15. DoD programs, platforms or systems involved
16. Type of compromise (unauthorized access, unauthorized release (includes inadvertent 

release), unknown, not applicable)
17. Description of technique or method used in cyber incident
18. Incident outcome (successful compromise, failed attempt, unknown)
19. Incident/Compromise narrative (Ex: Chronological explanation of event/incident, 

threat actor TTPs, indicators of compromise, targeting, mitigation strategies, and any 
other relevant information to assist in understanding what occurred)

20. Any additional information

September 23, 202244
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