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• Prior to submitting the first quote or proposal, a company will need to 
ensure that it has completed all registrations and has developed and put in 
place all appropriate compliance program requirements unique to DoD 
customers. Some customers may have relatively straightforward 
requirements such as active registration in SAM.gov. Others such as DLA, 
which is a major potential customer for manufacturing businesses and 
parts suppliers, have several requirements that include registrations, 
completion of required training, submission of specified forms as well as 
significant efforts related to cybersecurity. The average company can 
complete these requirements, but it does take time and awareness of what 
is required. Knowing a resource such as WPI can help to streamline and 
accelerate the process.

October 13, 2022: Webinar Overview
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• SAM (vendor registration, controlled document access – separate)

• DIBBS

• JCP

• JCP – Enhanced

• ITAR

• CDI – SPRS

• PIEE 

• Applies to Primes, and Subcontractors, and Suppliers at all levels as 
required by flowdown requirements

Registrations
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General RegistrationRequirements -

• SAM (https://www.sam.gov) requires logon.gov and SAM UEI; part of the process; annual update 
• Register for DIBBS
• Review DLA’s Master Solicitation
• Complete the required steps for setting up their computer for access to cFolders
• Complete the Enhanced Validation training and certification for JCP
• Complete their System Security Plan
• Complete their Plan of Action
• Complete DoD’s Basic Assessment
• Register for SPRS (PIEE)
• Upload required information to SPRS
• Maintain information in SPRS – period reviews, manage POA&M – goal -- 110
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https://www.sam.gov/


https://SAM.gov
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Login.gov
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U.S. Government System terms

https://sam.gov/content/entity-registration
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Registration – General Steps after Submitting

• IRS validation

• CAGE Desk validation

• Assignment of CAGE code – a 5 position alpha-numeric identifier

• To complete the SAM process, the company will need to assign an 
Entity Administrator. There is a form letter which will need to be 
notarized and submitted following the instructions.

• There is a window for submitting the letter. If the letter is not 
submitted the Registration status will revert to Inactive and the 
company will not be eligible for awards.
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DIBBS
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DIBBS – Registration Guidelines
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https://www.dibbs.bsm.dla.mil/Refs/help/Registration/RegistrationGuidelines.aspx
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DLA Master Solicitation
https://www.dibbs.bsm.dla.mil/

Read/Accept
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https://www.dibbs.bsm.dla.mil/


DIBBS - References
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MASTER SOLICITATION FOR SIMPLIFIED 
ACQUISITIONS – Current Rev = 85

Note: Frequent 
updates – Rev-
84 & updated 

on Jan 10, 2022

Review to get the general idea and requirements for a point in time 
however, this is a living reference and the RFQ will specify the 

version that applies. The Master Solicitation is virtually appended 
to all awards as does clauses incorporated by reference.
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Approved Source Data
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https://dibbs2.bsm.dla.mil/Downloads/RFQ/5/SPE8EF22Q0045.PDF



DIBBS – RFQ – SPE8EF-22-Q-0045
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Solicitation - details
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https://dibbs2.bsm.dla.mil/Downloads/RFQ/5/SPE8EF22Q0045.PDF



Example: Clauses incorporated by reference

FAR clauses: https://www.acquisition.gov “Browse Far” Go to 
Number 52 on left and select. Clauses appear in numerical order

DFAR clauses: https://www.acquisition.gov Top horizontal menu –
Regulations then DFARS on upper left pop-up. Select number 252 
on left. Clauses appear in numerical order17

Screen shot from Master solicitation
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https://www.acquisition.gov/
https://www.acquisition.gov/


Procurement Integrated Enterprise 
Environment (PIEE)
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https://piee.eb.mil/
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Enhanced Export-Control Regulations
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RQ032: Export Control of Technical Data

October 13, 202220
https://www.dla.mil/Portals/104/Documents/J7Acquisition/DLA_MasterListofTQandA-Requirements_OCT-3-2022_Rev-27.pdf; page 27

JCP

ITAR/EAR

https://www.dla.mil/Portals/104/Documents/J7Acquisition/DLA_MasterListofTQandA-Requirements_OCT-3-2022_Rev-27.pdf


Joint Certification Program

• https://www.dla.mil/HQ/LogisticsOperations/Services/JCP/

• Scroll to bottom of the page

Select
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https://www.dla.mil/HQ/LogisticsOperations/Services/JCP/


Intercompany Communications
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Data Custodian – Prime/Sender
Data Custodian –

Subcontractor/Supplier –
Receiving Entity
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Joint Certification Program (JCP) Search
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https://public.logisticsinformationservice.dla.mil/jcp/search.aspx
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JCP FAQs - partial

https://www.dla.mil/HQ/LogisticsOperations/Services/JCP/ - for FAQs see bottom of page
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https://www.dla.mil/HQ/LogisticsOperations/Services/JCP/


DLA Export Control Data Access

link

link
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NIST / SPRS Requirement DLA Enhanced req.

See item: 4 ii previous slide on Word Document
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DD Form 2345 used to register for JCP

https://www.dla.mil/HQ/LogisticsOperations/Services/JCP/

Access Form
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DD Form 2345 Instructions

• Specific Instructions for filling out form DD FORM 2345 MILITARILY 
CRITICALTECHNICAL DATA AGREEMENT

• https://www.dla.mil/Portals/104/Documents/J3LogisticOperations/FI
C/JCP/J3_DDForm2345Instructions(Aug%202021)_210823.pdf
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https://www.dla.mil/Portals/104/Documents/J3LogisticOperations/FIC/JCP/J3_DDForm2345Instructions(Aug%202021)_210823.pdf


ITAR
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ITAR Registration Requirements

October 13, 202230
https://www.ecfr.gov/current/title-22/chapter-I/subchapter-M/part-122



• Export

• (b) Any release in the United States of technical data to a foreign 
person is deemed to be an export to all countries in which the foreign 
person has held or holds citizenship or holds permanent residency. 

• Release. Technical data is released through: 

• (1) Visual or other inspection by foreign persons of a defense article 
that reveals technical data to a foreign person; 

• (2) Oral or written exchanges with foreign persons of technical data in 
the United States or abroad; 

§ 120.50 Export & § 120.56 Release - partial
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https://www.ecfr.gov/current/title-22/chapter-I/subchapter-M/part-120



ITAR Registration

https://www.pmddtc.state.gov/ddtc_public?id=ddtc_kb_article_page&sys_id=def5f542dbf8d30044f9ff621f961959
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https://www.pmddtc.state.gov/ddtc_public?id=ddtc_kb_article_page&sys_id=def5f542dbf8d30044f9ff621f961959


Payment of Registration
• Electronic payment is the sole means of registration fee submission. 

The collection of electronic payments simplifies the collection and 
verification of payments, eliminates the need to manually process 
and collect returned payments, as well as eliminates the possibility of 
lost payments.

• After DDTC reviews your registration, you will see a “Make Payment” 
button on your DECCS registration dashboard. Selecting “Make 
Payment” will allow you to pay the Department of State of the fees 
prescribed in ITAR §122.3(a). The originating account must be the 
registrant's account and not a third party's. We accept ACH Debit, 
amazon payment, paypal, and credit/debit card. 

• Tier 1: Annual flat fee of $2,250.00

See: https://www.pmddtc.state.gov/ddtc_public?id=ddtc_kb_article_page&sys_id=cfd40adedbf0130044f9ff621f9619d2
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https://www.pmddtc.state.gov/ddtc_public?id=ddtc_kb_article_page&sys_id=cfd40adedbf0130044f9ff621f9619d2


ITAR Compliance

Compliance Program Guidelines

DDTC has outlined some elements that we believe should be included in your compliance program.

https://www.pmddtc.state.gov/ddtc_public?id=ddtc_kb_article_page&sys_id=4f06583fdb78d300d0a370131f961913
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https://www.pmddtc.state.gov/sys_attachment.do?sys_id=35c9a068db995f00d0a370131f9619bb
https://www.pmddtc.state.gov/ddtc_public?id=ddtc_kb_article_page&sys_id=4f06583fdb78d300d0a370131f961913


Example – plan is available, one of many

https://www.bu.edu/researchsupport/compliance/export-control/
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Export Administration Regulations

https://www.bis.doc.gov/index.php/regulations/export-administration-regulations-ear
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https://www.bis.doc.gov/index.php/regulations/export-administration-regulations-ear


Red Flag Indicators

https://www.bis.doc.gov/index.php/all-articles/23-compliance-a-training/51-red-flag-indicators
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https://www.bis.doc.gov/index.php/all-articles/23-compliance-a-training/51-red-flag-indicators


Cybersecurity

• The emphasis on cybersecurity has grown dramatically.

• Clauses FAR 52.204-21, DFARS 252.204-7012 and DFARS 252.204-
7020 are included in prime contracts and are required to be flowed 
down to subcontractors.

• DFARS 252.204-7020 requires companies to complete a DoD Basic 
Assessment and upload six pieces of information into the SPRS 
system.

• The basic assessment and NIST 800-171 r2 are attached to the email
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FAR 52.204-21

• 52.204-21 Basic Safeguarding of Covered Contractor Information Systems.

• As prescribed in 4.1903 , insert the following clause:

• Basic Safeguarding of Covered Contractor Information Systems (Nov 2021)

• (a) Definitions. As used in this clause—

• Covered contractor information system means an information system that is owned or operated by a 
contractor that processes, stores, or transmits Federal contract information.

• Federal contract information means information, not intended for public release, that is provided by 
or generated for the Government under a contract to develop or deliver a product or service to the 
Government, but not including information provided by the Government to the public (such as on public 
websites) or simple transactional information, such as necessary to process payments.

• Information means any communication or representation of knowledge such as facts, data, or 
opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative, or 
audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009).

Full clause: https://www.acquisition.gov/far/part-52#FAR_52_204_21 – applies to all Federal Contracts
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https://www.acquisition.gov/far/part-4#FAR_4_1903
https://www.acquisition.gov/far/part-52#FAR_52_204_21


DFARS 252.204-7008

• 252.204-7008 Compliance with Safeguarding Covered Defense Information Controls.

• As prescribed in 204.7304 (a), use the following provision:

• COMPLIANCE WITH SAFEGUARDING COVERED DEFENSE INFORMATION CONTROLS (OCT 
2016)

• (c) For covered contractor information systems that are not part of an information 
technology service or system operated on behalf of the Government (see 252.204-7012 
(b)(2)—

• (1) By submission of this offer, the Offeror represents that it will implement the security 
requirements specified by National Institute of Standards and Technology (NIST) Special 
Publication (SP) 800-171 “Protecting Controlled Unclassified Information in Nonfederal 
Information Systems and Organizations” (see http://dx.doi.org/10.6028/NIST.SP.800-171) 
that are in effect at the time the solicitation is issued or as authorized by the contracting 
officer not later than December 31, 2017.

See: https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS-252.204-7008
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https://www.acquisition.gov/dfars/part-204-administrative-and-information-matters#DFARS-204.7304
https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS-252.204-7008


DFARS 252.204-7012

• 252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting.

• As prescribed in 204.7304 (c), use the following clause:

• SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (DEC 2019)

• (2) For covered contractor information systems that are not part of an IT service or system 
operated on behalf of the Government and therefore are not subject to the security requirement 
specified at paragraph (b)(1) of this clause, the following security requirements apply:

• (i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor information 
system shall be subject to the security requirements in National Institute of Standards and 
Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified 
Information in Nonfederal Information Systems and Organizations” (available via the internet at 
http://dx.doi.org/10.6028/NIST.SP.800-171) in effect at the time the solicitation is issued or as 
authorized by the Contracting Officer.

• See: https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS-252.204-7012
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https://www.acquisition.gov/dfars/part-204-administrative-and-information-matters#DFARS-204.7304
https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS-252.204-7012


252.204-7019 Notice of NIST SP 800-171 DoD 
Assessment Requirements.
• “Covered contractor information system” has the meaning given in the clause 

252.204-7012, Safeguarding Covered Defense Information and Cyber Incident 
Reporting, of this solicitation.

• (b) Requirement. In order to be considered for award, if the Offeror is required to 
implement NIST SP 800-171, the Offeror shall have a current assessment (i.e., not 
more than 3 years old unless a lesser time is specified in the solicitation) (see 
252.204-7020) for each covered contractor information system that is relevant to 
the offer, contract, task order, or delivery order. The Basic, Medium, and High 
NIST SP 800-171 DoD Assessments are described in the NIST SP 800-171 DoD 
Assessment Methodology located at 
https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP800171

• See: https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS-252.204-7019
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252.204-7020 NIST SP 800-171 DoD 
Assessment Requirements.
• (2) The Contractor shall not award a subcontract or other contractual 

instrument, that is subject to the implementation of NIST SP 800-171 
security requirements, in accordance with DFARS clause 252.204-
7012 of this contract, unless the subcontractor has completed, within 
the last 3 years, at least a Basic NIST SP 800-171 DoD Assessment, as 
described in 
https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistS
P800171 , for all covered contractor information systems relevant to 
its offer that are not part of an information technology service or 
system operated on behalf of the Government.

• See: https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS-252.204-7020
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https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS-252.204-7020


Procurement Integrated Enterprise 
Environment (PIEE)
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• Payment

• SPRS

• Solicitation

• IUID

PIEE registration required for
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Controlled attachment - example
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https://sam.gov/opp/eec5b4c65c5847bb8edbd48f0d58b66d/view
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GIDEP
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https://www.gidep.org/



GIDEP Data
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https://www.gidep.org/data/data.htm



Information Categories & General Handling
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• CUI 
• Lawful Governmental Purpose & NIST 800-171 r2 / DFARS 252.204-7012

• Enhanced JCP 
• JCP, Data Custodian to Data Custodian, NIST 800-171 r2 / DFARS 252.204-7012

• ITAR
• DDTC Registered, U.S. Person to U.S. Person*, FIPS 140-2 end to end 

encryption

• *Foreign person transfer requires License 
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• SAM – https://www.sam.gov
• Company | Entity Administrator | POC’s

• DIBBS – https://dibbs.bsm.dla.mil
• Register | Super User | Other Users |RFQs | Information/Resources

• DLA – JCP - JCP Home (dla.mil)
• Data Custodian

• DDTC – ITAR - https://www.pmddtc.state.gov/ddtc_public

• PIEE – Payment, SPRS (Cyber/Performance), Solicitations, Property
• https://piee.eb.mil/

• DATA – data.gov | FPDS.gov | usaspending.gov | Sam.gov/databank
• Other: Private

Important Web Sites
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https://www.sam.gov/
https://dibbs.bsm.dla.mil/
https://www.dla.mil/Logistics-Operations/Services/JCP/
https://www.pmddtc.state.gov/ddtc_public
https://piee.eb.mil/

