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Business Preparations - Description

• System Security Plans (SSP) are not solely a requirement created for NIST 
800-171 and the DoD Basic Assessment. The system security plan is 
fundamental to all cyber security efforts. All companies should take time to 
develop one and manage it. Unfortunately, many DoD suppliers view the 
SSP as a byproduct of conduction the DoD Basic Assessment – essentially a 
checkmark generated document.

• A SSP should be one of the fundamental organizational documents that 
helps to guide the company in developing its IT infrastructure and 
establishing a firm foundation for protecting and securing all types of 
sensitive information by outlining company and customer driven 
cybersecurity requirements. This webinar will provide an overview of SSPs, 
the type of information used to develop SSPs, and four key considerations 
that should be incorporated into the plans.
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Controlled Unclassified Information

• Only information that requires safeguarding or dissemination controls 
pursuant to federal law, regulation, or governmentwide policy may be 
designated as CUI. 

• DoD CUI Registry - https://www.dodcui.mil/Home/DoD-CUI-Registry/
• National CUI Registry - https://www.archives.gov/cui
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SSPs – tunnel vision
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SSP

• Nonfederal organizations describe, in a system security plan, how the 
security requirements are met or how organizations plan to meet the 
requirements and address known and anticipated threats. The system 
security plan describes: the system boundary; operational 
environment; how security requirements are implemented; and the 
relationships with or connections to other systems. 
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SSP - purpose

• The purpose of the system security plan is to provide an overview of 
the security requirements of the system and describe the controls in 
place or planned for meeting those requirements. 

• The system security plan also delineates responsibilities and expected 
behavior of all individuals who access the system. 

• The system security plan should be viewed as documentation of the 
structured process of planning adequate, cost-effective security 
protection for a system. 
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Requirements (SSP) - overview
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Potential Impact - Confidentiality

8 October 7, 2022
FIPS Publication 199 Standards for Security Categorization of Federal Information and Information Systems



System Security Plan - topics
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SSP use beyond DoD

• When requested, the system security plan (or extracts thereof) and 
the associated plans of action for any planned implementations or 
mitigations are submitted to the responsible federal 
agency/contracting office to demonstrate the nonfederal 
organization’s implementation or planned implementation of the 
security requirements. Federal agencies may consider the submitted 
system security plans and plans of action as critical inputs to a risk 
management decision to process, store, or transmit CUI on a system 
hosted by a nonfederal organization and whether it is advisable to 
pursue an agreement or contract with the nonfederal organization. 
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“the manger accepts its associated risk”

• In order for the plans to adequately reflect the protection of the 
resources, a senior management official must authorize a system to 
operate. The authorization of a system to process information, 
granted by a management official, provides an important quality 
control. By authorizing processing in a system, the manager accepts 
its associated risk. 
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• Management authorization should be based on an assessment of 
management, operational, and technical controls. Since the system 
security plan establishes and documents the security controls, it 
should form the basis for the authorization, supplemented by the 
assessment report and the plan of actions and milestones. In 
addition, a periodic review of controls should also contribute to 
future authorizations. Re-authorization should occur whenever there 
is a significant change in processing, but at least every three years. 
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System Security Plan – Focus on the “HOW”
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Single State Security Solution
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CUI – NIST 
800-171 r2 -
Applicability
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It’s all about CUI!



CUI –
Categories; 

partial
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Four Key Building Blocks of the SSP
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Minimum Security Requirements

• Policies and procedures play an important role in the effective implementation of enterprise-wide information 
security programs within the federal government and the success of the resulting security measures employed 
to protect federal information and information systems. Thus, organizations must develop and promulgate 
formal, documented policies and procedures governing the minimum security requirements set forth in this 
standard and must ensure their effective implementation.

• Specifications for Minimum Security Requirements Access Control (AC): Organizations must limit 
information system access to authorized users, processes acting on behalf of authorized users, or devices 
(including other information systems) and to the types of transactions and functions that authorized users are 
permitted to exercise. 
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Requirements for the SSP

• The system security plan describes: 
• the system boundary*; 
• operational environment; 
• how security requirements are implemented; and 
• the relationships with or connections to other systems.
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Information Security

• The protection of information and information systems from 
unauthorized access, use, disclosure, disruption, modification, or 
destruction in order to provide confidentiality, integrity, and 
availability. 
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44 U.S.C., Sec. 3542
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Information Flows - internal

Info 
Arrives

Digital

Human

Physical

• What pathways are used?
• Who uses?
• How is it protected?
• Where is it stored?
• How is it tracked?
• How is dissemination tracked?
• How is the process audited?
• How is information destroyed?
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General Security Framework

• Awareness of security requirements
• Information
• Business framework – current

• Awareness of the presence of and type of information
• CUI | Export Controlled (JCP/ITAR/NOFORN)

• Ability to know where the information is at a point in time
• Who has access to the information
• Who has accessed/used/using the information

22

Policies formal appointment – Data Custodian, Procedures (check in/out), logs

Access Lists
Logs
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System Boundary/Authorization Boundary

1. *“The process of uniquely assigning information resources to an 
information system defines the security boundary for that system.” 
NIST 800-18 pg 9
1. Information resources consist of information and related resources, such as 

personnel, equipment, funds, and information technology.
2. All components of an information system to be authorized for 

operation by an authorizing official and excludes separately 
authorized systems, to which the information system is connected.

23 October 7, 2022
https://csrc.nist.gov/glossary/term/authorization_boundary & NIST 800-18 pg 9

https://csrc.nist.gov/glossary/term/authorization_boundary


Information Flows
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Dynamic/Evolving Environment
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• Human – Internal
• Human - External
• Physical
• Digital
• Human-Physical
• Human-Digital

Information 
Pathways

• Office
• Travel
• Coffee shop
• Hotel
• Home

System 
Security Plan • Desktop

• Laptop
• Mobile device
• Server
• Cloud

Device

• Technologies
• Threats
• Techniques
• Information

Change

Updates / Feedback
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Boundary Protection

• we recommend employing boundary protection specific to the high-
value system to ensure that it is sufficiently isolated, including from 
the rest of the enterprise. In addition, all of the traffic entering and 
exiting the high-value system environment should be inspected.

• Required inbound and outbound traffic for high-value systems should 
be understood and documented at the IP address, port, and protocol 
level of detail. This information can be used to ensure that system 
network communications are denied by default and allowed by 
exception, in accordance with the security design principle of Least 
Privilege.
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System Boundary - identification

• To properly identify an information system's boundary, you must 
identify not only where the data is stored, but also where system data 
flows, as well as critical dependencies.
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Major Cybersecurity Elements & Flow
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POA&M

NIST 800-171 r2

Cybersecurity Plan

System Security Plan

Information

DoD Basic Assessment

SPRS
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System Interconnections
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System Environment
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Boundary Protection

• Boundary protection is the "monitoring and control of 
communications at the external boundary of an information system 
to prevent and detect malicious and other unauthorized 
communication." Protection is achieved through the use of gateways, 
routers, firewalls, guards, and encrypted tunnels.
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Asset (Organizational Asset)

• Anything that has value to an organization, including, but not limited 
to: another organization, person, computing device, information 
technology (IT) system, IT network, IT circuit, software (both an 
installed instance and a physical instance), virtual computing platform 
(common in cloud and virtualized computing), and related hardware 
(e.g., locks, cabinets, keyboards) [NISTIR 7693, NISTIR 7694]. 
Understanding assets is critical to identifying the CMMC Self-
Assessment Scope; for more information, see CMMC Self-Assessment 
Scope – Level 1.
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CMMC Self-Assessment Guide – Level 1 | Version 2.0; page 3
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Security Protection Asset Examples
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Contractor Risk Managed Assets
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CMMC Assessment Scope – Level 2 | Version 2.0; page 4

Inventory | SSP | Network Diagram
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Information Protection Difficulty
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Assets = Scope

Complexity

Assets = Scope = CMMC Assessment Complexity
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Operational Environment
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Determine needs to be secured

Network Enclave Machine
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How security requirements are implemented

• Formal requirements apply to systems involving CUI
• Scope – key concept related to managing CUI

• Who receives
• Who uses
• How stored

• It’s not strictly about having a plan or a list
• It’s more about – how – why – who – when - what
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Security requirement implementation

• It’s more about -
• “how the access list was developed”
• “who was selected and why”
• “what level of access is given; what systems are involved; what access is 

required, 
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Goal / Requirement Confidentiality

• Preserving authorized restrictions on information access and 
disclosure, including means for protecting personal privacy and 
proprietary information. 

40
44 U.S.C., Sec. 3542
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Access List

• Who is on the list?
• Why were they selected?
• What was the process used?
• What would happen if two or three individuals were taken off the 

list?
• Are they qualified?
• Have they been trained?
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Questions

• Does the company have only one access list?
• Are all machines on the same network?
• How is information segregated?
• How are copies controlled?
• How does the Data Custodian manage in-bound/outbound 

information?
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For example
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Ongoing System Security Plan Maintenance 

• Change in information system owner;
• Change in information security representative;
• Change in system architecture;
• Change in system status;
• Additions/deletions of system interconnections;
• Change in system scope;
• Change in authorizing official; and
• Change in certification and accreditation status
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CUI – Basic

• CUI Basic is the subset of CUI for which the authorizing law, 
regulation, or Government-wide policy does not set out specific 
handling or dissemination controls. Agencies handle CUI Basic 
according to the uniform set of controls set forth in this part and the 
CUI Registry. CUI Basic differs from CUI Specified (see definition for 
CUI Specified), and CUI Basic controls apply whenever CUI Specified 
ones do not cover the involved CUI.
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CUI - Specified

• CUI Specified is the subset of CUI in which the authorizing law, 
regulation, or Government-wide policy contains specific handling 
controls that it requires or permits agencies to use that differ from 
those for CUI Basic. The CUI Registry indicates which laws, 
regulations, and Government-wide policies include such specific 
requirements. CUI Specified controls may be more stringent than, or 
may simply differ from, those required by CUI Basic; the distinction is 
that the underlying authority spells out the controls for CUI Specified 
information and does not for CUI Basic information. CUI Basic controls 
apply to those aspects of CUI Specified where the authorizing laws, 
regulations, and Government-wide policies do not provide specific 
guidance.
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Generalized Format – Information System
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Definitions (DFARS 252.204-7012)

• “Information system” means a discrete set of information resources 
organized for the collection, processing, maintenance, use, sharing, 
dissemination, or disposition of information. 

• “Adequate security” means protective measures that are 
commensurate with the consequences and probability of loss, 
misuse, or unauthorized access to, or modification of information.

• Information means any communication or representation of 
knowledge such as facts, data, or opinions, in any medium or form, 
including textual, numerical, graphic, cartographic, narrative, or 
audiovisual (Committee on National Security Systems Instruction 
(CNSSI) 4009).
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NIST 800-171 r2 Appendix E

• Organizations that are interested in or are required to comply with 
the recommendations in this publication are strongly advised to 
review the complete listing of controls in the moderate baseline in 
Appendix E to ensure that their individual security plans and control 
deployments provide the necessary and sufficient protection to 
address the cyber and kinetic threats to organizational missions and 
business operations. 
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Tailoring Action Symbols
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TABLE E-12: TAILORING ACTIONS FOR PLANNING CONTROLS
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The security controls tailored out of the moderate baseline (i.e., controls specifically marked as either NCO or 
NFO and highlighted in the darker blue shading in Tables E-1 through E-17), are often included as part of an 
organization’s comprehensive security program
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