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Companies are not at liberty to select just any subcontractor or third-party service 
provider without ensuring that those companies are eligible to receive and use the 
information being provided. Additionally, relying upon a past review may not be 
sufficient since staff and/or company ownership can change, and eligibility 
requirements such as SAM, JSP, ITAR, and/or SPRS can expire. Each contract has 
requirements that define eligibility and qualifications necessary for the types of 
information involved. Therefore, it is important for both contract compliance and 
information security perspectives that companies be aware of these requirements and 
develop a system that provides current information both for new and existing supply 
chain members.

This webinar will review a variety of scenarios, regulations, requirements, and analysis 
required. Additionally, suggestions will be provided with respect to best practices and 
documentation that should be used for contract compliance. 
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Awareness is 
key

• Requirements
• Status
• Vendor – supply chain
• Changes
• Internal issues
• External issues



Current requirements

• Federal –
• 52.204-21 -- Basic Safeguarding of Covered Contractor Information Systems (Jun 

2016)
• DoD –

• 252.204-7012 --SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT 
REPORTING (DEC 2019)

• 252.204-7019 -- NOTICE OF NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (NOV 2020)
• 252.204-7020  -- NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (NOV 2020)

• DoD Basic Assessment Methodology
• CAGE, Date Assessment Performed, SSP name (if more than one), Brief Architecture Description, 

Summary Score, Date a score of 110 will be achieved – upload to SPRS
• Flow down – assessment can be performed and emailed to webptsmh@navy.mil for posting to 

SPRS.

• Other requirements listed in solicitation/contract* -- RFQ’s

October 21, 20225
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Awareness is 
key

• Having a mechanism to identify 
the truly important elements, 
determine what information is 
necessary, creating a system 
and/or process to develop –
identify relevant information and 
manage it.



Significant questions

• How do you know?
• Can you show?
• Do you have documentation?
• What triggers an update?
• Are violations tracked?
• Do you have policies and procedures?
• How are staff members informed?
• What type of training is conducted?
• How is network traffic monitored?
• Does the company have cyber insurance?

• What kind(s)?

1/8/20217



Managing Relationships and Information 
Security/flow

Company
External 
Service 

Provider

Subcontractors

Suppliers

IT Service firm

MRO support

Visitors

Others
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Performance = Execution
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Need Contract Desired 
Outcome

Responsible Fair & Reasonable Terms & Conditions
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Contracting Triangle

Contract

Responsible

Fair & 
Reasonable 

$

T&C’s
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Contracting Equation

Prime Subcontractors/supplier
T&C’s

Fair & Reasonable $
Responsible
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Functions of a Subcontracting agreement
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Government 
Contract

Prime

Flowdown

Subcontractor 
Supplier

PO

Prime’s Contract -- SOW

SOWSubcontractor 
Supplier

Prime’s internal
T&C’s

Required 
clause 

flowdown

Terms & 
Conditions



Subcontracting Agreement – don’ts

• Flowdown all T&C’s – you, the prime are not the federal government
• T&C’s such as Termination for Convenience are federal authority but not in 

general automatic on a B2B level
• All T&C’s in the prime’s contact

• To do so would require the prime to attach – make available it’s contract and 
typically a prime will not do so. As a result, the sub cannot see the 
requirements.

• Wording – from the Prime and acceptance by the sub – if the prime 
states, this agreement can be cancelled at any time – is there an 
enforceable contract? If the prime’s has language that “over-reaches” 
or other requirements – be aware, consult an attorney.
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Responsible
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FAR 9.103 - Responsible



Subcontractor Responsibility

• (a) Generally, prospective prime contractors are responsible for 
determining the responsibility of their prospective subcontractors 
(but see 9.405 and 9.405-2 regarding debarred, ineligible, or 
suspended firms). Determinations of prospective subcontractor 
responsibility may affect the Government's determination of the 
prospective prime contractor's responsibility. A prospective 
contractor may be required to provide written evidence of a proposed 
subcontractor's responsibility.

15 October 21, 2022
FAR 9.104-4 Subcontractor responsibility.

https://www.acquisition.gov/far/part-9#FAR_9_405
https://www.acquisition.gov/far/part-9#FAR_9_405_2


Responsible – General Standards
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Key Assessment Areas
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https://www.acq.osd.mil/dpap/policy/policyvault/USA001435-22-DPC.pdf; DoD Contracting Officer Representatives Guidebook; § 7.5

October 21, 2022

https://www.acq.osd.mil/dpap/policy/policyvault/USA001435-22-DPC.pdf
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Key Considerations

October 21, 2022

Information Requirements Location/Use Questions



Determine – “who are you doing business with?”

• Current security philosophy/posture – Basic (required) or better* (enhanced)
• Designation of Company Information Security Officer or equivalent
• Ownership, Control, Foreign Investors
• Keeping current
• References use – maintained
• Determination of Governmental Purpose
• Minimizing access
• Handling of Export-Controlled information
• Awareness and Management of CTI
• Understanding of requirements – details
• Storage capability
• Ability to decontrol – destroy various information types (disposition)
• Publication requirements/procedures

October 21, 202219
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Know who you are working with - Login.gov

October 21, 2022
https://login.gov/help/verify-your-identity/how-to-verify-your-identity/
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Identity Verification Requirements

October 21, 2022
https://www.identrust.com/sites/default/files/resources/identrust-dod-med-assur-cert-ds-en_1.pdf & DFARS 252.204-7012

https://www.identrust.com/sites/default/files/resources/identrust-dod-med-assur-cert-ds-en_1.pdf
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Confirm Details

October 21, 2022
Selected text from DLA email to a business

• POINT OF CONTACT (POC) VERIFICATION
•
• Is XXXXXXXXXXX an owner, officer, employee or partner of the company/organization? We do NOT accept a 
Government Business POC listed as the company name, department, division or any federal agency contracting 
official.
• Please confirm that the email provided, XXXXXXX@hotmail.com, is a valid email related to the business 
operations of the entity registering and listed specifically to the individual listed as the POC. This should NOT be 
a generic group email. ***NOTE*** If an email address is found not to be following the domain format listed 
on the company's website, then DLA CAGE reserves the right to question the validity of the contact information 
and return the SAM registration without further processing. Private email domains, such as Gmail, Yahoo, 
Yandex, Protonmail etc are not recommended to be used if your company has its own domain.
• Please confirm that xxx-xxx-xxxx is a valid number related to the business operations of the entity registering 
and reaches specifically the individual listed as the POC. This should NOT be a generic sales/marketing number 
without at least listing the phone extension to the individual listed. ***NOTE*** If DLA CAGE calls the phone 
number listed and finds that it is disconnected or invalid, we reserve the right to not process the SAM 
registration. If the phone number is listed to someone other than the POC listed, then DLA CAGE reserves the 
right to question the validity of the contact information and return the SAM registration without further 
processing.

mailto:XXXXXXX@hotmail.com
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DLA EXPORT CONTROL TECHNICAL DATA 
MANAGEMENT QUESTIONNAIRE

October 21, 2022
DLA EXPORT CONTROL TECHNICAL DATA MANAGEMENT QUESTIONNAIRE – Reviewed October 21, 2022

• (5) Please provide the physical address of the personal computer or server 
where the export-controlled data will be stored.

• Also, please provide the Media Access Control (MAC) address of the 
personal computer or server. 

• For American firms, the personal computer or server must be physically 
located in the United States. Individuals with access to the designated 
personal computer or server must be United States citizens or lawful 
permanent residents of the United States. For Canadian firms, the personal 
computer or server must be physically located in Canada. Individuals with 
access to the designated personal computer or server must be Canadian 
citizens or lawful permanent residents of Canada.



(m) Subcontracts. The Contractor shall—

• (1) Include this clause, including this paragraph (m), in subcontracts, 
or similar contractual instruments, for operationally critical support, 
or for which subcontract performance will involve covered defense 
information, including subcontracts for commercial items, without 
alteration, except to identify the parties. 

October 21, 202224

The Contractor shall determine if the information required for subcontractor performance retains its 
identity as covered defense information and will require protection under this clause, and, if 

necessary, consult with the Contracting Officer; and

SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (DEC 2019)



252.204-7020 Paragraph (g) Subcontracts

October 21, 202225



Flowdowns besides Cyber

26 October 21, 2022
252.203-7001 Prohibition on Persons Convicted of Fraud or Other Defense Contract-Related Felonies.



Handle/Share Information with Purpose

• What information do we have?
• What information do we use?
• With whom is information being 

shared?
• What information is being shared?
• What are the handling requirements?
• Where – how is the information being 

shared?
• When – normal hours / off hours
• Why is it being shared?
• What systems (software) do we have?
• Other questions ---

27 October 21, 2022



General Information Sources

Corporate

• Employee
• PII 
• Non-PII

• Business
• Financial
• Strategy
• Customer
• Other

Customer

• Tech Data
• Drawings
• Internal 

processes
• JV/Partner info

DoD

• FCI
• CUI = CDI + 3
• CTI

• Distribution 
Statement

• ITAR
• JCP
• NOFORN
• Unclass

Nuclear

Supply Chain

• Team members
• Subcontractors
• Nth -tier 

subcontractors
• Material 

suppliers
• Other

Security Perimeter/Programs
October 21, 202228
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Determine scope and applicable criteria

October 21, 2022

• Does one size fit all?
• The goal should be to limit data shared to the minimum
• The recipient should endeavor to minimize the “spread” of the data 

once received
• Data (information) should not be shared on “the hope of safe-

guarding”
• Determine if the data will need to be shared downstream.
• Understand the subcontractor’s data sharing policies and 

philosophies



Map & Understand Supply Chain

Prime • Physical
• Cyber

Sub L1 • Physical
• Cyber

Sub L2 • Physical
• Cyber

October 21, 202230



Where v. How drives the questions, evidence
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Risk Management

October 21, 202232
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/850001_2014.pdf



Identify key elements- what is needed?

Senior level 
support Funding Staff/talent Resources Information Training –

staff/technical

33
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Business Culture & Risk Management 

2/19/202134
NIST Special Publication 800-39    Managing Information Security Risk   Organization, Mission, 
and Information System View, pg. 1 
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All the blocks are checked – now what?

SAM
JCP
ITAR
DoD Basic Assessment

October 21, 202236

Is the compliance
• Mechanical
• Checkmark
• Spirit and Intent

Does it matter?
How do you differentiate?



Define awareness …

• Kindred spirit to Awareness is –
• Thoughtfully and completing reviewing requirements
• Digesting – understanding the requirements
• Assembling references
• Reviewing references and identifying applicable sections
• Comparing requirements with internal processes and procedures
• Identifying gaps
• Specifying resource requirements
• Prioritizing actions
• Gaining formal corporate “buy-in” and support
• Initiation
• Feedback

October 21, 202237
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Ask the right questions?

October 21, 2022

• Do you have a driver’s license?

• How long have you had a license?
• How frequently do you drive? – city or rural
• Have you had any accidents?
• Have you had any tickets? 
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Export your internal review process

October 21, 2022

• Apply your company’s internal review framework



Assess corporate culture & philosophy

• Leadership – engaged, interested
• Memberships – ISAC, other industry group
• Efforts mechanical?
• Assess strengths – weaknesses 
• Internal business communications
• Logging, logs, analysis, investigation, internal reporting

October 21, 202240



Evaluation - strategies
• Who will conduct?
• Consistency
• Questionnaire
• Site Visit
• Interviews
• Attend training
• Evaluate – assess the next tier
• As an alternative

• Ask about their supply chain
• How do they identify subcontractors/suppliers?
• How do they vet these companies?

October 21, 202241



Create an Initial Assessment

• Year first registered in SAM
• Date projected for achieving 110
• Date of Assessment
• Number of subsequent Assessments
• % increase in Summary Score
• Uses the Cloud?
• Third party IT support?
• Types of information handled/processed
• Show example of a “dummy” email forwarding CUI
• Review sensitive information Transmittal Log

October 21, 202242



Key Idea – Supply Chain – Not company

Upstream 
suppliers

“Your 
company”

Downstream 
suppliers

DoD customer

Performance Chain
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Key Idea – Security concerns

Upstream 
suppliers

“Your 
company”

Downstream 
suppliers

DoD customer

Performance Chain

44 October 21, 2022

People – Technology - Facilities
• Inspection
• Acceptance
• Then DoD Property
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Be aware of applicable Scope

October 21, 2022
https://www.acq.osd.mil/cmmc/docs/Scope_Level2_V2.0_FINAL_20211202_508.pdf

Security Protection Assets are part of the assessment scope and are required to conform to applicable 
CMMC practices, regardless of their physical or logical placement. 



Identify general Risk Vectors

• Facility
• Network
• Policies
• Staff
• Subcontractors
• Suppliers
• Vendors
• Visitors

October 21, 202246



Information Sharing – just one consideration

• Contractor Support Agreements
• Subcontractor/Supplier Information Sharing Agreement

• Validate NIST Basic Assessment/JCP/CUI
• Periodic drills
• Inspections
• Scans
• Exercises

• Communication is required within/among supply chain members
• discuss information security, sharing, reporting and incident response

DAU Webinar, September 22, 2020; Request for Information/ Proposal (RFI/RFP) Contract 
Strategy Considerations to Implement the CMMC, slide 4 & comments

October 21, 202247
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Review their subcontracting T&C’s

October 21, 2022

• Flow down clauses
• Reporting
• Communications
• Training
• Cyber Incident Identification & Reporting
• Data sharing agreement
• Cloud usage/data sharing 1

1 https://www.nist.gov/itl/57-sharing-access-data-cloud



Determine what plans are maintained?

• Business Continuity
• Data protection
• Data storage
• Data sharing
• Data marking
• Data type inventory
• Data usage agreement – internal
• Data type – access list
• Information security – exercise plan
• Information security – training requirements

October 21, 202249



252.204-7000 Disclosure of Information.

October 21, 202250



Test for familiarity with requirements

October 21, 202251

Additionally -

DoDI 5200.48, March 6, 2020; page 13; 3.3 a (1) 



5.3.  REQUIREMENTS FOR DOD 
CONTRACTORS

October 21, 202252

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf, page 32

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf


DoD Guidance 

October 21, 202253

https://www.acq.osd.mil/dpap/pdi/cyber/docs/Guidance_for_Assessing_Compliance_and_Enhancing_Protections.pdf



Supplier agreements – presence & use of

• What notification requirements should be required?
• Key staff –

• Move/departure/hires
• Interest in purchase/investing
• Unusual requests for information – external – non-federal
• Changes in key supplier/subcontractor
• Changes in cyber-security status – supplier/subcontractor
• Requirement for periodic testing of cyber-incident response plan
• Maintenance of an active DoD Medium Assurance Certificate
• Acknowledgement of the ability to capture a forensic network image IAW 

DFARS 252.204-7012

October 21, 202254



Formally adopt plans & policies

• Board approval
• CEO/President date, signature, revision
• Establish controls

• Change
• Version
• Distribution
• Responsibility
• Edits/corrections/updates
• Test – it sounds good; does it work?
• List of effect pages - LOEP

55 October 21, 2022



Develop a Risk Profile

• Information type
• JCP | ITAR  | CUI | Other

• Review of company web site
• Review of select policies
• Performance metrics – quality / on-time
• Leadership involvement
• Responsiveness
• Training documentation
• Turn-over key positions

October 21, 202256



Cloud Security

October 21, 202257

https://cloudcomputing-news.net/news/2021/mar/10/a-guide-to-privileged-access-management-the-doorman-for-the-cloud/
https://www.forbes.com/sites/forbestechcouncil/2020/11/30/dont-underestimate-the-business-risk-of-cloud-entitlements

https://cloudcomputing-news.net/news/2021/mar/10/a-guide-to-privileged-access-management-the-doorman-for-the-cloud/
https://www.forbes.com/sites/forbestechcouncil/2020/11/30/dont-underestimate-the-business-risk-of-cloud-entitlements


Perimeter Defense & the Cloud

“We use the cloud”

Identity is the new perimeter

When identity becomes the security perimeter —as it does in the cloud —then privileged access is even more 
crucial. Not every account needs an all-access pass to the VIP rooms in your environment, not even admins. So 
the ability to grant granular access permissions and privileges based on who has access, who really needs it 
and when, is important.

If you have hundreds or thousands of privileges in the cloud and only one percent of them are in use, this 
leaves an enormous attack surface exposed to the bad guys. The cloud gets points for scalability and flexibility, 
but that means that services are constantly growing, and spinning off more identities and privileges left open 
to attack.

October 21, 202258

https://cloudcomputing-news.net/news/2021/mar/10/a-guide-to-privileged-access-management-the-doorman-for-the-cloud/ 



Don’t assume

59

DoDD 5230.25, November 6, 1984; Change 2, 10/15/2018 - JCP 

October 21, 2022



Preventing Uncontrolled Foreign Access

October 21, 202260

DoDD 5230.25, November 6, 1984; Change 2, 10/15/2018 – JCP  



Controlled Technical Information

October 21, 202261

DoDI 5200.48, March 6, 2020, page 20 



Identify and validate requirements

3.6. GENERAL DOD CUI PROCEDURES

b. In accordance with this issuance, every individual at every level, 
including DoD civilian and military personnel as well as contractors 
providing support to the DoD pursuant to contractual requirements, will 
comply with the requirements in Paragraph 3.6.f of this issuance for 
initial and annual refresher CUI training. 

October 21, 202262

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf; pages 17-18
DoDI 5200.48, March 6, 2020

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf


Inquire about

(1) Implementation activities. 
(2) Training statistics. 
(3) Incident management. 
(4) Implementation and sustainment costs. 
(5) Self-inspection activities.
DoD activities are required to submit a CUI Implementation Annual 

Report.
Does it make sense for your vendors to do so as well?

October 21, 202263
DoDI 5200.48, March 6, 2020; page 17 
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