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Webinar Description

• Cybersecurity does not exist solely by virtue of regulations, 
contractual requirement, or because someone says that it is required. 
Cybersecurity requires a positive corporate environment, support, 
and effort to achieve the proper blend of knowledge, actions and 
both software and hardware. By themselves, these elements will 
provide a degree of cybersecurity. However, to achieve the level of 
cybersecurity required by DoD, companies must take time to develop 
and implement policies, practices, and procedures. This webinar will 
discuss the types of documentation that companies should develop 
during their planning, implementation, and operational phases of 
creating their cybersecurity programs.
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Cybersecurity – current requirements

• 52.204-21 - Basic Safeguarding of Covered Contractor Information
Systems (Nov 2021)*

• 252.204-7008P - COMPLIANCE WITH SAFEGUARDING COVERED 
DEFENSE INFORMATION CONTROLS (OCT 2016)

• 252-204-7012 - SAFEGUARDING COVERED DEFENSE INFORMATION 
AND CYBER INCIDENT REPORTING (DEC 2019)*

• SSP > POA > NIST 800-171 r2 
• cyber incident – “response activities”: investigate, collect, report
• Malware

• 252.204-7019P/7020* – DoD Basic Assessment > SPRS
P – Provision applies to solicitations | * Flowdown requirements
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Securely

• Confidentiality*
• Information shared with designated and eligible recipients

• Integrity
• Information remains in-tact

• Availability
• Can access when needed
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Focus of DFARS 252.204-7012/NIST 800-171 r2

Start with the goal in mind.



Information Flows
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Leakage/unauthorized transfer, sharing, and/or theft



Information – life cycle, general elements
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Information Flows - internal

Info 
Arrives

Digital

Human

Physical

• What pathways are used?
• Who uses?
• How is it protected?
• Where is it stored?
• How is it secured?
• How is it tracked?
• How is dissemination tracked?
• How is the process audited?
• How is information destroyed?
• Is there a Policy or Procedure?
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System Specific Analysis
• System Characterization
• Threat Identification
• Vulnerability Identification
• Impact Analysis
• Likelihood Determination
• Control Analysis
• Risk Determination
• Control Recommendations
• Results Documentation
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Notional Cybersecurity Risk Register

https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8286B-draft.pdf, page 5 Comment Period: Sept 1 – Oct 15, 2021

PRIORITIZING CYBERSECURITY RISK FOR ENTERPRISE RISK MANAGEMENT: NISTIR 8286B (DRAFT)
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https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8286B-draft.pdf


General Security Framework

• Awareness of security requirements
• Information
• Business framework – current

• Awareness of the presence of and type of information
• CUI | Export Controlled (JCP/ITAR/NOFORN)

• Ability to know where the information is at a point in time
• Who has access to the information
• Who has accessed/used/using the information

10

Policies formal appointment – Data Custodian, Procedures (check in/out), logs

Access Lists
Logs
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Policies, Procedures and Practices

• Practice – statement of specific action/requirement 
• Policy – “a set of guidelines, if you like –about how each type of data 

should be handled, validated and protected based on where it is 
traveling and who will be using it.”1

• Procedures – detailed instructions which include what is to be done, 
when, how and by whom and if any special or require equipment is 
needed.
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1. https://www.fcc.gov/sites/default/files/cyberplanner.pdf - How is that data handled and protected | 

https://www.fcc.gov/sites/default/files/cyberplanner.pdf


Best Practices - examples
• Verify links and files before clicking or downloading; both are common attack vectors for nation states, 

criminals, and insider threats.
• When clicking on hyperlinks in emails, hover over the link to verify authenticity. Also ensure that URLs begin 

with “https.” The “s” indicates encryption is enabled to protect users’ information.
• Always check the “To” and “Cc” line to ensure information is being sent to those with a need to know.
• Make passwords complex and change them frequently. Strong passwords include one uppercase letter, one 

lowercase letter, at least one number and 11 or more characters. Never write passwords down.
• Keep your computer healthy. This includes reading User Awareness Bulletins and acting as necessary to 

install software updates and apply security patches when prompted.
• Keep your Common Access Card (CAC) in your possession at all times. Your CAC serves as part one of two-

factor authentication; it is something you have. Your pin, something only you know, serves as part two. A 
bad actor in possession of even one part of two-factor authentication increases the likelihood of access.

• Report phishing or suspicious activity. According to the National Cybersecurity Alliance, only 22 percent of 
email recipients report phishing. Utilize your Information Systems Security Manager and cybersecurity 
professionals for support.

https://www.navy.mil/Press-Office/News-Stories/Article/3183919/in-the-office-here-are-some-cybersecurity-est-practices-while-logged-on-to-a-n/
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Policy v. Procedure

• Policies – “are guidelines that regulate organizations action. They 
control the conduct of people and the activities of systems.”

• Procedures – “are action oriented. They outline the steps you expect 
people to take and the sequence in which to perform those steps. 
They also frequently point out the consequences of failure to 
comply,…”

• “Never create a policy or procedure just to have one or because it 
seems like a good idea. Policies and procedures should accomplish
something.”

Writing Effective Policies and Procedures – A Step-by-Step Resource for Clear Communication; Nancy J. Campbell, American Management Association 1998, pgs 1, 3, 5
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https://armypubs.army.mil/Tools/PDF/Army_policy_writing_brief.pdf
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https://armypubs.army.mil/Tools/PDF/Army_policy_writing_brief.pdf
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Describes the goal ->

Describes actions ->



Example – Clean Desk Policy

https://assets.contentstack.io/v3/assets/blt36c2e63521272fdc/blt1e23a0c014d97cb9/5e9dda486a64bf2a22a10983/clean_desk_policy.pdf
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Example – Clean Desk Policy elements

https://assets.contentstack.io/v3/assets/blt36c2e63521272fdc/blt1e23a0c014d97cb9/5e9dda486a64bf2a22a10983/clean_desk_policy.pdf
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Example – Clean Desk Policy -- Procedures

https://assets.contentstack.io/v3/assets/blt36c2e63521272fdc/blt1e23a0c014d97cb9/5e9dda486a64bf2a22a10983/clean_desk_policy.pdf

1. Remove all sensitive/confidential information 
in hardcopy or electronic form from the 
workplace and store in an authorized security 
container.

2. Verify the security container’s status indicator 
to reflects – closed and locked prior to leaving 
and check to insure it is locked.

3. Lock your computer workstation when you 
will not be physically present.

4. Shut down completely your workstation at 
the end of the work day.

5. Empty or secure all waste/recycling 
receptacles prior to leaving.

Clean Desk Procedures - MV
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From SANS Policy



How to develop policy

https://nces.ed.gov/pubs98/safetech/chapter3.asp
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Policies – what to include

https://nces.ed.gov/pubs98/safetech/chapter3.asp
20 November 4, 2022

List of effective 
Policies, revision 

number and 
effective dates



Example of a 
requirement

CMMC Assessment Guide – Level 2 | Version 2.0; page 12
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AC.L1-3.1.1 – AUTHORIZED ACCESS 
CONTROL - Procedures
• [SELECT FROM: Access control policy; procedures addressing 

• account management; 
• system security plan; 
• system design documentation;  
• system configuration settings and associated documentation; 
• list of active system accounts and the name of the individual associated with each account;
• notifications or records of recently transferred, separated, or terminated employees; 
• list of conditions for group and role membership; 
• list of recently disabled system accounts along with the name of the individual associated with 

each account; 
• access authorization records; 
• account management compliance reviews; 
• system monitoring records; 
• system audit logs and records; 
• list of devices and systems authorized to connect to organizational systems; 
• other relevant documents or records].

CMMC Assessment Guide – Level 2 | Version 2.0; page 12
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Documentation – general goals

• Limit information system access to authorized users, processes acting 
on behalf of authorized users, or devices (including other information 
systems)

• How do you prove _______?
• How do you show _______ ?
• How do you prove that access has been granted to authorized users?
• How do you show that access has been granted to authorized users?
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General Framework - procedures

• What is required?
• Was it accomplished?
• By whom?
• How?
• When?
• Were the actions properly documented?
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Periodicities

• Continuous
• As required
• Triggered by event
• Not applicable
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Developing adequate evidence

• Data
• System record review
• System log review
• Externally created document
• Internally created document
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Validation

• Review
• Hashed record
• System record
• Software record/report
• Internally generated with appropriate attestation
• Action documented by appropriate witness
• Action directly witnessed and documented
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Identification/validation of Assets & Scope

• Listing
• Current
• Ownership
• Identified
• Referenced in applicable documents
• Record of changes
• Reference to applicable practices, procedures and policies
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Reference material

• Current
• Available
• Specific to system elements
• Documentation

• System created
• Process created
• Transaction created
• Internally created
• Verification procedures
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Validation of Risk Assessment & Assignment

• Review of risk matrix
• Review of last risk assessment
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Baseline Configuration

• Hardware
• Software
• Network access
• Training requirements
• Training completed & currency
• Determination of access required
• Access list appropriate entries
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Sensitive Material Inventory

• Received
• Marked
• Transmitted
• Accessed - reviewed
• Accessed - In use
• Stored
• Destroyed

• Record of destruction
• Approved method/device
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“Being a Word Miser”

• Use only the number of words necessary 
• Think in Ones – one word is better than two.
• Two sentences are better than three.
• Some examples:

• Use standard word order – subject-verb-object
• Use parallelism

X Read the document, be sure to sign it, and then it must be returned to Personnel.
Read the document, sign it, and return it to Personnel

• Be consistent
• Use short words

Writing Effective Policies and Procedures – A Step-by-Step Resource for Clear Communication; Nancy J. Campbell, American Management Association 1998, pgs 84
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Being a word Miser; continued

• Use common words
• Use short sentences (no more than 20 words) aim for 15.
• Use short paragraphs
• Use lots of lists
• Write as you speak
• Get rid of wordy phrases (In an effort to …, In the event that …)
• Get rid of pompous language
• Get rid of flabby language
• Watch adjectives
• Get specific
• Get rid of empty phrase (beginning of a sentence) There are … It is …

Writing Effective Policies and Procedures – A Step-by-Step Resource for Clear Communication; Nancy J. Campbell, American Management Association 1998, pgs 104-107
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Plain Language Concepts

https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/502513p.pdf?ver=2017-05-08-162106-670
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Plain Language Objectives

Plain language is communication that your readers can 
understand the first time they read it.

In a plain language document, readers can achieve three 
objectives:

A. Find what they need;
B. Understand what they find; and
C. Use what they find to meet their needs.

https://www.esd.whs.mil/Portals/54/Documents/DD/plain_language/PlainLanguageCourse.pdf; Slide 5 of 44
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https://www.esd.whs.mil/Portals/54/Documents/DD/plain_language/PlainLanguageCourse.pdf


Why Use Plain Language

A. Shows customer focus;
B. Communicates effectively;
C. Increases reader comprehension;
D. Reduces questions from readers;
E. Makes government services accessible; and
F. Increases readers’ trust in government.
If F then ? ->CMMC – Increases assessor’ trust in the cybersecurity 
capabilities of the business

https://www.esd.whs.mil/Portals/54/Documents/DD/plain_language/PlainLanguageCourse.pdf; Slide 8 of 44
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https://www.esd.whs.mil/Portals/54/Documents/DD/plain_language/PlainLanguageCourse.pdf


Writing for your audience 

1. Who is my audience?
2. What does my audience already know about the subject?
3. What does my audience need to know?
4. What questions will my audience have?

https://www.esd.whs.mil/Portals/54/Documents/DD/plain_language/PlainLanguageCourse.pdf; Slide 10 of 44

38 November 4, 2022

https://www.esd.whs.mil/Portals/54/Documents/DD/plain_language/PlainLanguageCourse.pdf


Organize the information

https://www.plainlanguage.gov/guidelines/design/
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Use simple typography

https://www.plainlanguage.gov/guidelines/design/
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Headings and Bullets

https://www.plainlanguage.gov/guidelines/design/

41 November 4, 2022



Use tables to make complex material easier to 
understand – dense text

§ 163.25 Forest management deductions

https://www.plainlanguage.gov/guidelines/design/use-tables-to-make-complex-material-easier-to-understand/
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Use tables to make complex material easier to 
understand – table version

https://www.plainlanguage.gov/guidelines/design/use-tables-to-make-complex-material-easier-to-understand/
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Resources

• www.plainlanaguage.gov
• https://www.esd.whs.mil/Portals/54/Documents/DD/plain_language/

PlainLanguageCourse.pdf
• http://www.sans.org/security-resources/policies/

http://www.plainlanaguage.gov/
https://www.esd.whs.mil/Portals/54/Documents/DD/plain_language/PlainLanguageCourse.pdf
http://www.sans.org/security-resources/policies/
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