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Webinar Description

• Information handling procedures for DoD contractors can 
encompasses ITAR requirements, the Joint Certification Program 
(JCP), Controlled Unclassified Information (CUI), and DIBBS C 
Folders. This session will share how to determine if these 
requirements apply and an overview of the application and 
compliance process. During this session, we will also share advice on 
how to prepare and implement processes to support continued 
confidence in your information handling procedures.
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Information

• If there is nothing to protect
• If there is no concern
• If your company, your files, your computers and networks hold 

nothing of any importance
• Then,
• There is no need for any type of security measures either physical or 

cybersecurity
• But ….
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Types of Information

• Non-sensitive – general information
• Company Proprietary
• Employee sensitive information – medical, employment, other
• Customer (x) Proprietary
• Federal Contract Information
• Controlled Unclassified Information
• Joint Certification Program (JCP)
• International Traffic in Arms Regulation (ITAR)
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General Information Sources

Corporate

• Employee
• PII 
• Non-PII

• Business
• Financial
• Strategy
• Customer
• Other

Customer

• Tech Data
• Drawings
• Internal 

processes
• JV/Partner info

DoD

• FCI
• CUI = CDI + 3
• CTI

• Distribution 
Statement

• ITAR
• JCP
• NOFORN
• Unclass

Nuclear

Supply Chain

• Team members
• Subcontractors
• Nth -tier 

subcontractors
• Material 

suppliers
• Other

Security Perimeter/Programs
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Information – access / sharing

• ITAR – US Person to US Person – see definition (individual + company)
• Email – FIPS 140-2 (end to end encryption)

• JCP – Active SAM, Active CAGE code, Active JCP Program
• Data Custodian to Data Custodian
• JCP may also be or contain ITAR

• CUI – Lawful Governmental Purpose and allowed by Dissemination 
Controls

• Holder makes determination
• CUI may also be or contain either or JCP and ITAR

• Other program requirements and handling requirements apply
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Example: Clauses incorporated by reference

FAR clauses: https://www.acquisition.gov “Browse Far” Go to 
Number 52 on left and select. Clauses appear in numerical order

DFAR clauses: https://www.acquisition.gov Top horizontal menu –
Regulations then DFARS on upper left pop-up. Select number 252 
on left. Clauses appear in numerical order November 10, 20228

Screen shot from Master solicitation

https://www.acquisition.gov/
https://www.acquisition.gov/


Notification – JCP, ITAR, EAR information

November 10, 20229

Copied from: https://dibbs2.bsm.dla.mil/Downloads/RFQ/9/SPE7L022T1769.PDF - pages 7 and 8

ITAR
EAR

JCP

https://dibbs2.bsm.dla.mil/Downloads/RFQ/9/SPE7L022T1769.PDF


Securely

• Confidentiality*
• Information shared with designated and eligible recipients

• Integrity
• Information remains in-tact

• Availability
• Can access when needed

10

Focus of DFARS 252.204-7012/NIST 800-171 r2

Start with the goal in mind.
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Information Handling Considerations

Identify/Markings Handling 
Requirements

Approved Use Channel
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Security Protection Asset Examples

12
CMMC Assessment Scope – Level 2 | Version 2.0; page 4
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Determine needs to be secured

Network Enclave Machine
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Information Flows = “life blood”

14

Business
Transmit

Receive
Use

Securely

Identifiable

Leakage/unauthorized transfer, sharing, and/or theft
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Handle/Share Information with Purpose

• What information do we have?
• How does it arrive?
• Who has access to it?
• How is it controlled and accounted 

for?
• What information is being shared –

with whom, how?
• What are the handling requirements?
• Why is it being shared?
• How is the information stored?
• What threats have been identified?
• Other questions ---
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Information – life cycle, general elements

16 November 10, 2022



Business Information Flow?

Opportunity

Response

Award

Performance

Acceptance

Invoice

Payment

November 10, 2022

Suppliers - Subcontractors



How will it be controlled?

• Internally
• Shared – vetting procedures; currency; consistency
• Flow-down clauses
• Purchase Orders
• Reproduced – controlled, managed
• Stored – physical, digital
• Destroyed – allowable method - equipment
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What is a Security Policy Model?

• Top-Down
• Threat model – Security policy – Security mechanisms

• Security Policy – “critical, and often neglected”
• “By a security policy, we mean a document that expresses clearly and 

concisely what the protection mechanisms are to achieve. It is driven 
by our understanding of threats, and in turn drives our system design. 
It will often take the form of statements about which users may 
access which data.”

19 November 10, 2022

Security Engineering A Guide to Building Dependable Distributed Systems, 3 rd Edition, Ross Anderson, Wiley Publishing, page 316



Business – the term v. reality

Corporate Human 
Resources Finance

Corporate - IP Customer – IP Government –
IP

Operations –
manufacturing Employees Sharing

20

Business
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The issue

Information 
of value

Users

Transmission

Usage/Storage

Cybersecurity

Threats -
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Information Security

22

How do you 
manage this 

stack of 
documents?

Does it matter?
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General Ideas/principles

• Prevent unauthorized access to systems & information
• Be aware of requirements and system/network status
• Detect unauthorized usage – logs/logging

Prevent write down
• Secure information placed (written) to open (web) location

Prevent read up
• Member of the public viewing (reading) sensitive information
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Identify – “leakage points”

Copied from Google search: infrared heat loss image 
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References

Can there be a compliant program without the 
use of references?

• Are all references available?
• Is there a master list of references?
• Is each reference reviewed for being current?
• Is there evidence that they have been used?
• Are references cited in the materials?
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Reference – DD Form 2345 - JCP

26

NIST (SP) 800-171 Revision 2, page 29; Jan 28, 2021  

3.8.1 Protect (i.e., physically control and securely store) system 
media containing CUI, both paper and digital. 
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What 
requirements 

apply?

28
https://www.cdse.edu/Portals/124/Documents/jobaids/CUI-Quick-Marking-Tips.pdf

CUI



Marking CUI – emails, example

https://www.dcsa.mil/Portals/91/Documents/CTP/CUI/21-10-18%20CUI%20MARKING%20JOB%20AID%20FINAL.pdf
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ID/Know 
Program 

Requirements

ID & mark 
each and 

every 
document

Tailored 
training for 

staff

Apply program 
requirements 
to information

Monitor & 
Update as 

needed

Document Management

• There are requirements – regulations
• These apply to different categories of information
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What needs to be considered (what changes)?

• Facilities
• Structure
• Access
• Security – physical, cyber

• People – staff, external
• Network
• Devices – Desktop, Laptop, Smart Devices, IoT, other
• Software
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Utilize definitions

• Defense article means any item or technical data designated in §
121.1 of this subchapter and includes: 

(1) Technical data recorded or stored in any physical form, models, mockups or 
other items that reveal technical data directly relating to items designated in §
121.1 of this subchapter; and 
(2) Forgings, castings, and other unfinished products, such as extrusions and 
machined bodies, that have reached a stage in manufacturing where they are 
clearly identifiable by mechanical properties, material composition, geometry, 
or function as defense articles. 

November 10, 202232

https://www.ecfr.gov/current/title-22/section-121.1
https://www.ecfr.gov/current/title-22/section-121.1


Utilize definitions - § 120.62 U.S. person.

• U.S. person means a person who is a lawful permanent resident as 
defined by 8 U.S.C. 1101(a)(20) or who is a protected individual as 
defined by 8 U.S.C. 1324b(a)(3). It also means any corporation, 
business association, partnership, society, trust, or any other entity, 
organization, or group that is incorporated to do business in the 
United States. It also includes any governmental (Federal, state, or 
local) entity. It does not include any foreign person as defined in §
120.63. 

November 10, 202233

https://www.ecfr.gov/current/title-22/section-120.62
https://www.govinfo.gov/link/uscode/8/1101
https://www.govinfo.gov/link/uscode/8/1324b
https://www.ecfr.gov/current/title-22/section-120.63


Questions

• Has a Security Manager been assigned?
• How will sensitive information be managed?
• How will it be stored? – physical storage / digital storage
• How will eligibility and access be determined.
• What training will be required?
• How will the company remain current?
• Are there Security Policies? – Procedures?
• Is there a Compliance Program?

34 November 10, 2022



Hypothetical Question - 1

• How do you determine who has access to CUI?

35

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf; page 12 & 19

(1) No individual may have access to CUI information unless it is determined 
he or she has an authorized, lawful government purpose. 

November 10, 2022

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf


Hypothetical Question - 2

• Can you provide some examples of how you define a lawful 
governmental purpose?

• Who else should I speak to about this issue? 

36

(2) The person with authorized possession, knowledge, or control 
of CUI will determine whether an individual has an authorized, 
lawful government purpose to access designated CUI.

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf; page 19

November 10, 2022

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf


Lawful Governmental Purpose

https://www.archives.gov/files/cui/documents/lawful-government-purpose-transcript-201808.pdf
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Hypothetical Question – 2a

• How does a business purpose differ from a lawful governmental 
purpose?

• With respect to outside consultants, IT providers and others should 
they have access to CUI?

• An outside party may have a “business purpose” or a “business need” to have 
access to CUI; do they have a lawful governmental purpose?

38

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf; page 19
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https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf


Hypothetical Question - 3

• Do you have records of completion for the mandatory annual 
training?

• Should this training be a stated requirement to any business – their 
employees who will access CUI?
b. In accordance with this issuance, every individual at every level, including 

DoD civilian and military personnel as well as contractors providing support 
to the DoD pursuant to contractual requirements, will comply with the 
requirements in Paragraph 3.6.f of this issuance for initial and annual refresher 
CUI training. 

39

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf; page 17 - 18
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https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf


Plan, Policies, Procedures

• Is there a Master List?
• Is each document identified by revision number/date?
• Who signed the document?

• If the signer is other than the CEO/President is there a Letter of Designation 
authorizing them to act on behalf of the company

• Have all applicable documents been reviewed/approved by the 
board?

• Formally approved
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Review | Assessment Framework

Is there a program assessment policy?

Are responsibilities detailed?

Are there required periodicities?

Are formal reports submitted? To whom?

Are deficiencies identified?

• Are they prioritized?
• Are they tracked?
• Are there repeat deficiencies?

Are action items identified?

41 November 10, 2022



Internal 
Audit 
Report

6/25/202142

Periodicity

Conducted by

Training, experience, qualifications

Findings

Action items

Corrective actions

Open items

Status

Management review – comments

Tools for tracking? 
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Hypothetical Question - 3

• Do you have records of completion for the mandatory annual 
training?

• Should this training be a stated requirement to any business – their 
employees who will access CUI?
b. In accordance with this issuance, every individual at every level, including 

DoD civilian and military personnel as well as contractors providing support 
to the DoD pursuant to contractual requirements, will comply with the 
requirements in Paragraph 3.6.f of this issuance for initial and annual refresher 
CUI training. 

43

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf; page 17 - 18
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https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf


Are specific requirements identified?

44

https://www.dodcui.mil/Home/Training/
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Training records

Are there training 
records?

What documentation is 
included?

Is there a master 
training schedule?

Is training tailored 
based upon position?

How are the training 
needs evaluated?

How is the 
effectiveness of the 
training assessed?

How are instructors 
selected?

Is there a company 
instruction – policy that 
addresses training?
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Logs

Visitor

Training

Internal Audits

System activity – usage

Maintenance

Repair

Upgrades

Access
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Applicability of Checklists

Consistency – removes personal element (knowledge, experience)

Creates a reusable process

Ensures all required elements are addressed

Developed from corporate experience

Does not rely upon memory

Reproducible

Reference: The Checklist Manifesto

Reference: The Goal
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Hypothetical Question - 4

• Do you for see a need to print any documents identified as CUI?
• Answer – No: How will prevent a staff member from inadvertently printing a 

document or other information?
• Follow up – have you tested these procedures?
• Follow up – do you train on these procedures?

• Assessor makes note to review training materials for this specific point
• Answer – Yes: Where are these documents stored?
• Follow up – how do you destroy these documents?
• Follow up – can I see the shredder? / can I see the specifications of the 

shredding service provider agreement
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CUI - Destruction
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https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf; page 30 of 40

https://www.dodcui.mil/Portals/109/Documents/Policy%20Docs/DoDI%205200.48%20CUI.pdf


CUI – Destruction (2)
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Use approved equipment/processes
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https://www.archives.gov/files/cui/documents/cui-overview-powerpoint.pdf; slide 13 of 16

https://www.archives.gov/files/cui/documents/cui-overview-powerpoint.pdf
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