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3.3 Audit & Accountability
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Presented by Matt Frost, WPI



Webinar Etiquette
PLEASE
§ Log into the GoToWebinar session with the name that you registered with online
§ Place your phone or computer on MUTE
§ Use the QUESTIONS option to ask your question(s). 
§ We will share the questions with our guest speaker who will respond to the group

THANK YOU!

September 15, 2023



OPENING THE QUESTIONS BOX

Click here to access 
 within the Control Panel

Type questions 
here at any time 
during a 
presentation

Click Send when ready to submit a question

USING THE QUESTIONS BOX

September 15, 2023



February 28, 2023

WPI is Wisconsin’s APEX ACCLERATOR
The APEX Accelerators program, under management of the Department of Defense (DOD) Office of Small Business Programs 
(OSBP), plays a critical role in the Department’s efforts to identify and engage with a wide range of businesses entering and 
participating in the defense supply-chain. The program provides the education and training that all businesses need to 
participate to become capable of participating in DOD and other government contracts.

WPI provides services to all of Wisconsin’s 72 counties 
• Individual counseling at our offices, client’s facility or virtually 
• Small group training – webinars and workshops 
• Conferences including one on one buyer meetings – Marketplace, The Contracting Academy, Small Business 

Academy, Wisconsin Federal Contractor Forum, Acquisition Hour, Cyber Fridays, DOD Roadmap series, Government 
Opportunities Business Conference, End of Year Federal Contractor Update, Annual DOD Contract Management 
Update, Evening FAR sessions and more……

www.wispro.org 



§ MILWAUKEE
§ Technology Innovation Center

§ MADISON
§ FEED Kitchens
§ Dane County Latino Chamber of Commerce
§ Wisconsin Manufacturing Extension Partnership 

(WMEP)
§ Madison Area Technical College (MATC)

§ ASHLAND
§ Ashland Area Development Corporation 

§ CAMP DOUGLAS
§ Juneau County Economic Development 

Corporation (JCEDC)

§ EAU CLAIRE
§ Western Dairyland

§ FOND DU LAC
§ Envision Greater Fond du Lac

WPI OFFICE LOCATIONS
§ GREEN BAY 

§ NWTC Startup Hub

§ LACROSSE
§ Veterans in Professions

§ MANITOWOC
§ Progress Lakeshore

§ OSHKOSH
§ Greater Oshkosh 
 Economic Development Corporation

§ RHINELANDER
§ Nicolet Area Technical College

§ SUPERIOR
§ Small Business Dev Center; 
 UW Superior 
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www.wispro.org
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Int rod uc t ion to  NIST SP 800-171r2 

Controls

CYBER FRIDAY SESSIONS – Se p te m be r 15th, 2023



DFARS 252.204-7012

The  Contrac tor shall 

notify the  p rim e  

Contrac tor (or ne xt 

highe r-tie r subcontrac tor) 

whe n subm itting  a  

re que st to vary from  a 

NIST SP 800-171 se curity 

re quire m e nt.

Whe n the  Contrac tor 

d iscove rs a  cybe r inc ide nt that 

affe c ts  a  cove re d  contrac tor 

inform ation syste m  or the  

cove re d  de fe nse  inform ation 

re sid ing  the re in, or that affe c ts  

the  contrac tor’s  ab ility to 

pe rform  the  re quire m e nts of 

the  contrac t…  the  Contrac tor 

shall rap id ly re port cybe r 

inc ide nts  to DoD.

The  Contrac tor shall 

im ple m e nt NIST SP 800-

171, as  soon as p rac tical, but 

not la te r than De ce m be r 31, 

2017.



DFARS 252.204-7021

(b) Requirements. The  

Contrac tor shall have  a  

curre nt (i.e . not olde r than 

3 ye ars) CMMC ce rtificate  

a t the  CMMC le ve l 

re quire d  by this  contrac t 

and  m aintain the  CMMC 

ce rtificate  a t the  re quire d  

le ve l for the  duration of 

the  contrac t.

The  Cybe rse curity Maturity 

Mode l Ce rtification (CMMC) 

is  a  fram e work that 

m e asure s a  contrac tor’s  

cybe rse curity m aturity to 

inc lude  the  im ple m e ntation 

of cybe rse curity p rac tice s…



14 Families – 110 Controls – 320 Audit Objectives

• Acce ss Control

•Awa re ne ss  a nd  Tra ining
• Audit and  Accountab ility

• Configuration Manage m e nt

• Ide ntification and  Authe ntication

• Incide nt Re sponse

• Mainte nance

• Me dia Prote ction

• Pe rsonne l Se curity

• Physical Prote c tion

• Risk Asse ssm e nt

• Se curity Asse ssm e nt

• Syste m  and  Com m unications 

Prote c tion

• Syste m  and  Inform ation 

Inte g rity



NIST MEP Cybe rse curity Se lf-

Asse ssm e nt Handbook for Asse ssing  

NIST SP 800-171 Se curity 

Re quire m e nts in Re sponse  to DFARS 

Cybe rse curity Re quire m e ntsNI
ST

 H
an

db
oo

k 1
62

NI
ST

 S
P 

80
0-

17
1A

N
IS

T 
SP

 8
00

-1
81

r2

NIST Spe cial Pub lication 800-171A

Asse ssing  Se curity Re quire m e nts for 

Controlle d  Unclassifie d  Inform ation

NIST Spe cial Pub lication 800-171 

Re vision 2

Prote cting  Controlle d  Unclassifie d  

Inform ation in Nonfe de ral Syste m s 

and  Organizations

1

2

3



Do c u m e n t a t i o n  & 
E v i d e n c e

Co n t r o l s  & 
Ob j e c t i v e s

Un d e r s t a n d i n g  
t h e  Co n t r o l s

1 2 3

NIST SP 800-171Reading the Controls



N U L L A  S E D  C O N S E Q U A T  T O R T O R



N U L L A  S E D  C O N S E Q U A T  T O R T O R



Periodic Role-BasedBuild Culture Documented

3.2 Awareness & Training



Do c u m e n t a t i o n  & 
E v i d e n c e

Co n t r o l s  & 
Ob j e c t i v e s

Un d e r s t a n d i n g  
t h e  Co n t r o l s

1 2 3

NIST SP 800-171Controls & Objectives



• Thre at Environm e nt

• Inform ation Classification

• Se e  Som e thing  /  Say Som e thing

• Good  Cybe r Be haviors

S e c u r i t y  Aw a r e n e s s  Tr a in in g

Ro le - Ba s e d  S e c u r i t y  Tr a in in g

In s i d e r  Th r e a t s

• Re sponsib ilitie s

• Who To Notify

• Pe riod ic  and  Accurate

• Disgruntle d  Em ploye e s

• Intrude rs and / or Ve ndors

• Dise ngage d  and / or Untra ine d  Pe rsonne l

Tr a in in g In t e n t ion s

FAR 
52



N U L L A  S E D  C O N S E Q U A T  T O R T O R

Security Awareness



THREAT ENVIRONMENT

INCIDENT EXAMP LES

CUI EXP LANATIONS

SECURITY AWARENESS 
AND TRAINING P OLICY

INCIDENT RESP ONSE 
P OLICY

ACCEP TABLE USE 
P OLICY

3.2.1[b ] p olic ie s , s ta nd a rd s , a nd  p roce d ure s  re la te d  to  the  se curity of the  sys te m  a re  

id e nt ifie d .

3.2.1[c ] m a na g e rs , sys te m s a d m inis t ra tors , a nd  use rs  of the  sys te m  a re  m a d e  a wa re  of 

the  a p p lica b le  p olic ie s , s ta nd a rd s , a nd  p roce d ure s  re la te d  to  the  se curity of the  

sys te m .

3.2.1[a ] se curity risks  a ssoc ia te d  with  org a niza t iona l a c t ivit ie s  involving  CUI a re  

id e nt ifie d .

3.2.1[c ] m a na g e rs , sys te m s a d m inis t ra tors , a nd  use rs  of the  sys te m  a re  m a d e  a wa re  of 

the  se curity risks  a ssoc ia te d  with  the ir a c t ivit ie s .

3.2.1 – Meeting the Controls



N U L L A  S E D  C O N S E Q U A T  T O R T O R

Role-Based Trainings



ESTABLISHED SECURITY 
ROLES

RESP ONSIBILITY MATRIX

INCIDENT RESP ONSE 
P OLICY
SECURITY AWARENESS 
AND TRAINING

3.2.2[c ] p e rsonne l a re  a d e q ua te ly t ra ine d  to  ca rry ou t  the ir a ss ig ne d  inform a t ion 

se curity-re la te d  d u t ie s , ro le s , a nd  re sp onsib ilit ie s .

3.2.2[a ] inform a t ion se curity-re la te d  d u t ie s , ro le s , a nd  re sp onsib ilit ie s  a re  d e fine d .

3.2.2[b ] inform a t ion se curity-re la te d  d u t ie s , ro le s , a nd  re sp onsib ilit ie s  a re  

a ss ig ne d  to  d e s ig na te d  p e rsonne l.

3.2.2 – Meeting the Controls



• Hand le  Inform ation Re sponsib ly

• Use  Good  Cybe r Be havior

• Re port Susp icious Activity/ Mistake s

Ge n e r a l  Em p lo ye e

Ma n a g e r s / S u p e r vis o r s

IT P e r s o n n e l

• Initia te  Incide nt Re sponse  Plan

• Com m unicate  Appropria te ly

• Gathe r Accurate , Pe rtine nt Inform ation

• Re vie w Efforts  and  Incide nt

• Diagnose  and  Scope  the  Thre at/ Incide nt

• Engage  in Mitigations/ Re cove ry

• Com m unicate  with Manage rs/ Supe rvisors on Tim e line

• Guide  3rd Party Assistance

• Docum e nt Efforts  and  Incide nt

Ro le - Ba s e d  Se cu r it y

FAR 
52



N U L L A  S E D  C O N S E Q U A T  T O R T O R

Insider Threat



SECURITY AWARENESS 
AND TRAINING

RESP ONSIBILITY MATRIX

SECURITY AWARENESS 
AND TRAINING

3.2.3[a ] p ote nt ia l ind ica tors  a ssoc ia te d  with  ins id e r thre a ts  a re  id e nt ifie d .

3.2.3 – Meeting the Controls

3.2.3[b ] se curity a wa re ne ss  t ra ining  on re cog nizing  a nd  re p ort ing  p ote nt ia l ind ica tors  

of ins id e r thre a t  is  p rovid e d  to  m a na g e rs  a nd  e m p loye e s .



Do c u m e n t a t i o n  & 
E v i d e n c e

Co n t r o l s  & 
Ob j e c t i v e s

Un d e r s t a n d i n g  
t h e  Co n t r o l s

1 2 3

NIST SP 800-171Documentation & Evidence



Te chnica l Control Art ifa c ts

are  colle c te d , accurate , and  

availab le .

System Security Plan

Re vie ws

are  pe riod ically conducte d , 

tracke d , and  sum m arize d .

Proce sse s  

are  docum e nte d  and  

approve d .

Control Owne rs  

are  c le arly de fine d .



Ma tthe w Frost

m a t t f@wisp ro .org



QUESTIONS?

6/24/20 Page 7

OPENING THE QUESTIONS BOX

Click here to access 
 within the Control Panel

Type questions 
here at any time 
during a 
presentation

Click Send when ready to submit a question

USING THE QUESTIONS BOX

September 15, 2023



UPCOMING TRAINING - EVENTS

September 15, 2023



CYBER FRIDAY LIVE WEBINAR SERIES

PRESENTED BY

• September 15
NIST SP 800.171 – 3.2 – Awareness & Training and 3.3 Audit & Accountability

• September 22
NIST SP 800.171 – 3.4 Configuration Management and 3.5 Identification & Authentication

• October 6
NIST SP 800.171 – 3.6 Incident Response

• October 20
NIST SP 800.171 – 3.7 Maintenance and 3.8 Media Protection 

• October 27
NIST SP 800.171 – 3.9 Personnel Security and 3.10 Physical Protection



September 5, 2023

September 20, 2023

More info at wispro.org/events

Guest Speaker:
Mark Webster, Mark Webster Communication, Branding: Finding + Telling Your Story

Program also includes:
2025 NFL Draft: Update on Opportunities | Government-Market Opportunities Update | Networking & Buyer Meetings



September 15, 2023

December 5-7, 2023
Register at MarketplaceWisconsin.com

- Registration Open - 



SURVEY

September 15, 2023



This webinar is eligible for 1 CPE credit.
For a certificate of this credit please contact:

Jack Laufenberg
jackl@wispro.org 

CONTINUING PROFESSIONAL EDUCATION

September 15, 2023



PRESENTED BY
Wisconsin Procurement Institute (WPI)

www.wispro.org 

Matthew Frost
Wisconsin Procurement Institute

mattf@wispro.org | 608.293.0920

10437 Innovation Drive Suite 320
Milwaukee WI  53226

September 15, 2023
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