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Webinar Etiquette
PLEASE
§ Log into the GoToWebinar session with the name that you registered with online
§ Place your phone or computer on MUTE
§ Use the QUESTIONS option to ask your question(s). 
§ We will share the questions with our guest speaker who will respond to the group

THANK YOU!
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OPENING THE QUESTIONS BOX

Click here to access 
 within the Control Panel

Type questions 
here at any time 
during a 
presentation

Click Send when ready to submit a question

USING THE QUESTIONS BOX



WPI is Wisconsin’s APEX ACCLERATOR
The APEX Accelerators program, under management of the Department of Defense (DOD) Office of Small Business Programs 
(OSBP), plays a critical role in the Department’s efforts to identify and engage with a wide range of businesses entering and
participating in the defense supply-chain. The program provides the education and training that all businesses need to 
participate to become capable of participating in DOD and other government contracts.

WPI provides services to all of Wisconsin’s 72 counties 
• Individual counseling at our offices, client’s facility or virtually 
• Small group training – webinars and workshops 
• Conferences including one on one buyer meetings – Marketplace, The Contracting Academy, Small Business 

Academy, Wisconsin Federal Contractor Forum, Acquisition Hour, Cyber Fridays, DOD Roadmap series, Government 
Opportunities Business Conference, End of Year Federal Contractor Update, Annual DOD Contract Management 
Update, Evening FAR sessions and more……

www.wispro.org

Assisting Wisconsin businesses compete in the government marketplace.
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§ MILWAUKEE
§ Technology Innovation Center

§ MADISON
§ FEED Kitchens
§ Dane County Latino Chamber of Commerce
§ Wisconsin Manufacturing Extension Partnership 

(WMEP)
§ Madison Area Technical College (MATC)

§ ASHLAND
§ Ashland Area Development Corporation 

§ CAMP DOUGLAS
§ Juneau County Economic Development 

Corporation (JCEDC)

§ EAU CLAIRE
§ Western Dairyland

§ FOND DU LAC
§ Envision Greater Fond du Lac

WPI OFFICE LOCATIONS
§ GREEN BAY 

§ NWTC Startup Hub

§ LACROSSE
§ Veterans in Professions

§ MANITOWOC
§ Progress Lakeshore

§ OSHKOSH
§ Greater Oshkosh 
 Economic Development Corporation

§ RHINELANDER
§ Nicolet Area Technical College

§ SUPERIOR
§ Small Business Dev Center; 
 UW Superior 
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Vetting Subcontractors and 
Suppliers

Marc N. Violante
Wisconsin Procurement Institute 
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Overview

• Do you know who you are doing business with? This is a critical step 
related to compliance for all contractors. This session will provide 
ideas as to – what topics should be discussed, what documents 
should be created and retained and how frequently should there be 
updates. This webinar will also address another important question of 
knowing from where parts originate and do they qualify under the 
contract.



Determine – “who are you doing business with?”

• Current security philosophy/posture – Basic (required) or better* (enhanced)
• Designation of Company Information Security Officer or equivalent
• Ownership, Control, Foreign Investors
• Keeping current
• References use – maintained
• Determination of Governmental Purpose
• Minimizing access
• Handling of Export-Controlled information
• Awareness and Management of CTI
• Understanding of requirements – details
• Storage capability
• Ability to decontrol – destroy various information types (disposition)
• Publication requirements/procedures
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Key Idea – Supply Chain – Not company

Upstream 
suppliers

“Your 
company”

Downstream 
suppliers

Customer

Performance Chain
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How do you onboard a subcontractor – a 
supplier?
üSAM
üJCP
üITAR
üDoD Basic Assessment
üGIDEP
üWhat else

Is the compliance
• Mechanical
• Checkmark
• Spirit and Intent

Does it matter?
How do you differentiate?
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What are 
sources of 

requirements?

6

Company

Investors

Insurance

Solicitations

Contracts

Regulations

Law
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Confirm Details – DLA CAGE email

Selected text from DLA email to a business

• POINT OF CONTACT (POC) VERIFICATION
•
• Is XXXXXXXXXXX an owner, officer, employee or partner of the company/organization? We do NOT accept a 
Government Business POC listed as the company name, department, division or any federal agency contracting 
official.
• Please confirm that the email provided, XXXXXXX@hotmail.com, is a valid email related to the business 
operations of the entity registering and listed specifically to the individual listed as the POC. This should NOT be 
a generic group email. ***NOTE*** If an email address is found not to be following the domain format listed 
on the company's website, then DLA CAGE reserves the right to question the validity of the contact information 
and return the SAM registration without further processing. Private email domains, such as Gmail, Yahoo, 
Yandex, Protonmail etc are not recommended to be used if your company has its own domain.
• Please confirm that xxx-xxx-xxxx is a valid number related to the business operations of the entity registering 
and reaches specifically the individual listed as the POC. This should NOT be a generic sales/marketing number 
without at least listing the phone extension to the individual listed. ***NOTE*** If DLA CAGE calls the phone 
number listed and finds that it is disconnected or invalid, we reserve the right to not process the SAM 
registration. If the phone number is listed to someone other than the POC listed, then DLA CAGE reserves the 
right to question the validity of the contact information and return the SAM registration without further 
processing.
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DLA EXPORT CONTROL TECHNICAL DATA 
MANAGEMENT QUESTIONNAIRE

DLA EXPORT CONTROL TECHNICAL DATA MANAGEMENT QUESTIONNAIRE – Reviewed October 21, 2022

• (5) Please provide the physical address of the personal computer or 
server where the export-controlled data will be stored.

• Also, please provide the Media Access Control (MAC) address of the 
personal computer or server. 

• For American firms, the personal computer or server must be physically 
located in the United States. Individuals with access to the designated 
personal computer or server must be United States citizens or lawful 
permanent residents of the United States. For Canadian firms, the 
personal computer or server must be physically located in Canada. 
Individuals with access to the designated personal computer or server 
must be Canadian citizens or lawful permanent residents of Canada.
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Mock-ups / Scrap / Models / etc

https://www.ecfr.gov/current/title-22/chapter-I/subchapter-M/part-120
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Importance of definitions & differences

November 16, 202310

Person. A natural person, including a citizen ornational of the United States or of any foreign
country; any firm; any government, government agency, government department, or government

commission; any labor union; any fraternal or social organization; and any other association or
organization whether or not organized for profit. This definition does not apply to part 760 of the

EAR (Restrictive Trade Practices or Boycotts). EAR Definitions – October 18, 2023

ITAR Definitions; DDTC



Develop a Risk Profile

• Review of company web site
• Review of appropriate lists/registrations/inputs
• Review of select policies
• Performance metrics – quality / on-time
• Leadership involvement
• Responsiveness
• Training documentation
• Turn-over key positions
• Information type

• JCP | ITAR  | CUI | Other
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Assess corporate culture & philosophy

• Leadership – engaged, interested
• Memberships – ISAC, other industry group
• Efforts mechanical?
• Assess strengths – weaknesses 
• Internal business communications
• Logging, logs, analysis, investigation, internal reporting
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Evaluation - strategies
• Who will conduct?
• Consistency
• Questionnaire
• Site Visit
• Interviews
• Attend training
• Evaluate – assess the next tier
• As an alternative

• Ask about their supply chain
• How do they identify subcontractors/suppliers?
• How do they vet these companies?

November 16, 202313



Determine scope and applicable criteria

• Does one size fit all?
• The goal should be to limit data shared to the minimum
• The recipient should endeavor to minimize the “spread” of the data 

once received
• Data (information) should not be shared on “the hope of safe-

guarding”
• Determine if the data will need to be shared downstream.
• Understand the subcontractor’s data sharing policies and 

philosophies
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First questions

Who are you considering 
doing business with?

For the current 
transaction, should you 
be?

November 16, 202315

What is required? – contract | data | program



First two questions

Who are you doing 
business with?

For the current 
transaction, should you 
be?

November 16, 202316

You have to know the answer to the first question before 
you can answer the second.



Information Recipient Communication 
Channel

Considerations
17

Program 

Eligibility
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Information Flows / Channel / Sharing

Info 
In/Out

Digital

Human

Physical

• What pathways are used?
• Who uses or shared with?
• How is it protected?
• Where is it stored?
• How is it tracked?
• How is dissemination tracked?
• How is the process audited?
• How is information destroyed?
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DFARS 252.204 -7000

November 16, 202319

- Requirement

- Clause



Example Response to 252.204-7000 request
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Eligibility
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https://dictionary.cambridge.org/us/dictionary/english/eligibility



Determination - eligibility

Subjective Definitive Eligibility

November 16, 202322

Necessary qualities
Satisfying 
necessary 
conditions



Performance = Execution

Need Contract Desired 
Outcome

Responsible Fair & Reasonable Terms & Conditions
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Contracting Triangle

Contract

Responsible

Fair & 
Reasonable 

$

T&C’s

24
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Contracting Equation

Prime Subcontractors/supplier
T&C’s

Fair & Reasonable $
Responsible

25
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Responsible

FAR 9.103 - Responsible
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Responsible – General Standards
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Key Assessment Areas – general 
considerations

28

https://www.acq.osd.mil/dpap/policy/policyvault/USA001435-22-DPC.pdf; DoD Contracting Officer Representatives Guidebook; § 7.5
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Subcontractor Responsibility

• (a) Generally, prospective prime contractors are responsible for 
determining the responsibility of their prospective subcontractors 
(but see 9.405 and 9.405-2 regarding debarred, ineligible, or 
suspended firms). Determinations of prospective subcontractor 
responsibility may affect the Government's determination of the 
prospective prime contractor's responsibility. A prospective 
contractor may be required to provide written evidence of a proposed 
subcontractor's responsibility.

FAR 9.104-4 Subcontractor responsibility.
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9.405 Effect of listing (Exclusions in the System 
for Award Management)

November 16, 202330

9.404/405 Exclusions in the System for Award Management – https://www.acquisition.gov.



SAM - Exclusions
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Sample SAM Exclusion information
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SAM - Exclusions
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https://sam.gov/content/entity-information/resources/exclusion-types



Consolidated Screening List
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https://www.trade.gov/consolidated-screening-list



Understanding the requirements

• Hypothetical – a subcontractor/supplier makes a claim about their 
socio-economic status

• How do you vet/record such a statement?
• Can you totally rely upon a company’s SAM information?
• SAM can be used but …

November 16, 202335
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Walker fraudulently obtained two DoD contracts to do work at Fort McCoy, 
falsely claiming that WIP was a service-disabled veteran owned small business 
(SDVOSB).  WIP obtained two SDVOSB contracts worth a total of $1,927,536.



FAR 19.703

• The prime contractor may accept a subcontractor's written 
representations of its size and socioeconomic status as a small 
business, small disadvantaged business, veteran-owned small 
business, service-disabled veteran-owned small business, HUBZone 
small business, or a women-owned small business, if the 
subcontractor represents that the size and socioeconomic status 
representation with its offer are current, accurate, and complete as of 
the date of the offer for the subcontracts; or

• FAR 19.7 applies to Subcontracting plans. However, there is no 
guidance allowing non-governmental entities to rely upon SAM 
documentation.

November 16, 202337

19.703 Eligibility requirements for participating in the program.



Use of SAM documentation but …
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19.703 Eligibility requirements for participating in the program.



Further dissemination of JCP Technical Data

• NOTE: JCP CERTIFIED CONTRACTORS WHO RECEIVE TECHNICAL DATA 
PURSUANT TO THEIR DD FORM 2345 CERTIFICATION MAY NOT 
FURTHER DISSEMINATE SUCH DATA UNLESS FURTHER 
DISSEMINATION OF THE TECHNICAL DATA IS EXPRESSLY PERMITTEDBY 
DODD 5230.25 paragraph 5.8

3939

https://www.esd.whs.mil/portals/54/documents/dd/issuances/dodd/523025p.pdf
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Mock-ups / Scrap / Models / etc

https://www.ecfr.gov/current/title-22/chapter-I/subchapter-M/part-120
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JCP/SPRS

• First step – SAM
• Active CAGE (active SAM) is required for the JCP and SPRS (PIEE)
• Therefore, if the company is not active in SAM how are they compliant with 

these other programs?
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SPRS
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https://www.sprs.csd.disa.mil/access.htm#



DoD Guidance 

https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/section-889/Guidance_for_Assessing_Compliance_and_Enhancing_Protections.pdff
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Don’t assume – clues from DoD

DoDD 5230.25, November 6, 1984; Change 2, 10/15/2018 - JCP 
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Preventing Uncontrolled Foreign Access

DoDD 5230.25, November 6, 1984; Change 2, 10/15/2018 – JCP  
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General Information Sources

Corporate

• Employee
• PII 
• Non-PII

• Business
• Financial
• Strategy
• Customer
• Other

Customer

• Tech Data
• Drawings
• Internal 

processes
• JV/Partner info

DoD

• FCI
• CUI = CDI + 3
• CTI

• Distribution 
Statement

• ITAR
• JCP
• NOFORN
• Unclass

Nuclear

Supply Chain

• Team members
• Subcontractors
• Nth -tier 

subcontractors
• Material 

suppliers
• Other

Security Perimeter/Programs
November 16, 202346



Map & Understand Supply Chain

Prime • Physical
• Cyber

Sub L1 • Physical
• Cyber

Sub L2 • Physical
• Cyber
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Where v. How drives the questions, evidence
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Solicitation Requirements

• In accordance with OPNAVINST 5510.1 all documents and drawings 
provided by the U.S. Navy to perspective Contractors must include a 
"Distribution Statement" to inform the contractor of the limits of 
distribution, and the safeguarding of the information contained on 
those documents and drawings. There are 7 (seven) seperate
distribution statement codes used for non-classified documents 
and drawings.

November 16, 202349

https://sam.gov/opp/32141e70d38d4898b4ad343b7fe74d2c/view



Controlled Technical Information

DoDI 5200.48, March 6, 2020, page 20 
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Defense contractor sentenced to prison for 
providing fraudulent parts to military

https://www.justice.gov/usao-sdoh/pr/defense-contractor-sentenced-prison-providing-fraudulent-parts-military
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Solicitation requirements

• Notice To Distributors/Offerors - Consideration for award of 
contract shall be given only to authorized distributors of the original 
manufacturer's item represented in this solicitation. If you desire to 
be considered as a potential source for award of this contract, proof 
of being an authorized distributor shall be provided on company 
letterhead signed by a responsible company official and sent with 
your offer to the Procurement Contracting Officer.

November 16, 202352
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Exact product - definition
• The DLAD states –

•
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Additionally, the DLAD states –
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Exact Item - example

November 16, 202355

Exact item – 
part number



GIDEP 

• 2019, DoD, GSA, and NASA issued a final rule amending the Federal 
Acquisition Regulation (FAR) to require contractors and subcontractors to 
report to the Government-Industry Data Exchange Program certain 
counterfeit or suspect counterfeit parts and certain major or critical 
nonconformances.

• 52.246-26 Reporting Nonconforming Items.
• (1) Screen Government-Industry Data Exchange Program (GIDEP) reports, 

available at www.gidep.org, as a part of the Contractor's inspection system 
or program for the control of quality, to avoid the use and delivery of 
counterfeit or suspect counterfeit items or delivery of items that contain a 
major or critical nonconformance. This requirement does not apply if the 
Contractor is a foreign corporation or partnership that does not have an 
office, place of business, or fiscal paying agent in the United States;

November 16, 202356



GIDEP
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QUESTIONS?

6/24/20 Page 7

OPENING THE QUESTIONS BOX

Click here to access 
 within the Control Panel

Type questions 
here at any time 
during a 
presentation

Click Send when ready to submit a question

USING THE QUESTIONS BOX
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UPCOMING TRAINING - EVENTS
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ACQUISITION HOUR LIVE WEBINAR SERIES

…More information and registrations at wispro.org/events

• November 15
Preparing a Winning Government Proposal

• November 29
Service Contracts with Federal Agencies 

• December 12
The HUBZone Program – Certification Benefits and Regulations

• December 13
Analyzing and Responding to Federal Construction Solicitations

• January 10
Mastering Federal Construction Contract Performance 
•  
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GOVERNMENT CERTIFICATION WORKSHOPS

…More information and registrations at wispro.org/events

• October 12
Federal Certifications

• October 26
Local Certifications

• November 30
State Certifications
•  

November 16, 2023

MATC Goodman-South Campus
2429 Perry Street, Madison, WI 53713
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December 5-7, 2023
MarketplaceWisconsin.com

Registration Now Open
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Announcing 2024 
Evening FAR Sessions

Wispro.org/Events

Registration Now Open

January 30 – March 19



SURVEY
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This webinar is eligible for 1 CPE credit.
For a certificate of this credit please contact:

Jack Laufenberg
jackl@wispro.org

CONTINUING PROFESSIONAL EDUCATION
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PRESENTED BY
Wisconsin Procurement Institute (WPI)

www.wispro.org 

Marc Violante
Wisconsin Procurement Institute
marcv@wispro.org | 920-456-9990

10437 Innovation Drive Suite 320
Milwaukee WI  53226
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