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Webinar Etiquette
PLEASE
§ Log into the GoToWebinar session with the name that you registered with online
§ Place your phone or computer on MUTE
§ Use the QUESTIONS option to ask your question(s). 
§ We will share the questions with our guest speaker who will respond to the group

THANK YOU!



OPENING THE QUESTIONS BOX

Click here to access 
 within the Control Panel

Type questions 
here at any time 
during a 
presentation

Click Send when ready to submit a question

USING THE QUESTIONS BOX



WPI is Wisconsin’s APEX ACCLERATOR
The APEX Accelerators program, under management of the Department of Defense (DOD) Office of Small Business Programs 
(OSBP), plays a critical role in the Department’s efforts to identify and engage with a wide range of businesses entering and 
participating in the defense supply-chain. The program provides the education and training that all businesses need to 
participate to become capable of participating in DOD and other government contracts.

WPI provides services to all of Wisconsin’s 72 counties 
• Individual counseling at our offices, client’s facility or virtually 
• Small group training – webinars and workshops 
• Conferences including one on one buyer meetings – Marketplace, The Contracting Academy, Small Business 

Academy, Wisconsin Federal Contractor Forum, Acquisition Hour, Cyber Fridays, DOD Roadmap series, Government 
Opportunities Business Conference, End of Year Federal Contractor Update, Annual DOD Contract Management 
Update, Evening FAR sessions and more……

www.wispro.org 

Assisting Wisconsin businesses compete in the government marketplace.
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Supply Chain Risk Management 
(SCRM)

“A look into the future”
Marc N. Violante

Wisconsin Procurement Institute 
November 2, 2023



Webinar Overview

• This webinar will provide an overview of DoD’s current Supply Chain 
Risk Management Framework and critical elements related to 
acquisition security and contract performance.
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Supply Chain – simply defined

3

All entities and resources involved in delivering a specified product or 
service to a destination at or within a required time-frame
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Supply Chain Elements

Defense Logistics Agency Supply Chain Security Strategy, page 7
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Supply Chain Risk

5

Anything that threatens or impacts 
the quantity, quality, delivery
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Supply Chain Elements

• Numerous (DoD Framework lists 112 sub-categories)
• Span numerous industries (financial, environment, compliance, …)
• Applicable to all levels of the supply chain - ties
• Identify Risk
• Separates Risk from Resilience
• Requires policies, procedures that enhance/enable Resilience
• Requires monitoring

11/2/20236



Supply Chain – two sides

Risk

Opportunity
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Awareness is 
key
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Awareness is 
key

• Having a mechanism to identify 
the truly important elements, 
determine what information is 
necessary, creating a system 
and/or process to develop – 
identify relevant information and 
manage it.
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Supply Chain Risks

Geopolitical Cyber Nefarious 
actors

Natural 
Disasters

Diminishing 
Manufacturers Sole Source

SUPPLY CHAIN SECURITY STRATEGY Strengthening Operational Resiliency - Appendix 1 to DLA’s 2018 - 2026 Strategic Plan; Introduction
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Diminishing Manufactures

11 11/2/2023

https://www.dla.mil/Portals/104/Documents/LandAndMaritime/V/VA/PSMC/LM_SD22FINAL_151030.PDF



DLA – No Bid Solicitation List
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No Bid – by the numbers
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No Bid – possible issues

• Source requirements
• Materials
• Specifications
• Access to TDP/Drawings
• Economic Order Quantity
• Set Aside status
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Partners – 
Knowing 
 &
Communicating

• Ownership
• Staff
• Key personnel
• Systems
• Experience
• Training
• Policies/procedures
• Their supply chain
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Supply Chain Risks

BusinessVendors

Utilities

Software
Access to 

Capital

Cyber

Open Source
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Open Source Software

11/2/202317

• Software Security in Supply Chains: Open Source Software Controls
• EO 14028 – Improving the Nation’s Cybersecurity

• As stated in the EO, “ensuring and attesting, to the extent practicable, 
to the integrity and provenance of open source software components 
used within any portion of a product[1]” is a central driver behind 
many flagship initiatives like the SBOM. 

Executive Office of the President. (2021). Executive Order 14028 on Improving the Nation's Cybersecurity. 
https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity



Supply Chain Risks

• Vendor selection/dependence
• Mistake/Accident
• Procedure
• Training (insufficient/general v. tailored)
• Insider threat
• Theft – piracy
• Cyber – intrusion; ransomware
• Counterfeit

11/2/202318



Business partner vetting

Identify Vet Select Perform
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Resource Selection

20

Prime
Packaging
Integrating

Other
Customer

Supply Chain Risk Points
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Supply Chain 
Security

https://www.bloomberg.com/news/features/2023-10-11/fake-parts-found-on-boeing-airbus-jets-plague-airlines
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Supply Chain Risk – entry points

To date, Safran and GE have uncovered more than 
90 other certificates that had similarly been 
falsified. Bogus parts have been found on 126 
engines, and all are linked to the same parts 
distributor in London: AOG Technics Ltd., a little-
known outfit started eight years ago by a young 
entrepreneur named Jose Alejandro Zamora Yrala.

https://www.bloomberg.com/news/features/2023-10-11/fake-parts-found-on-boeing-airbus-jets-plague-airlines
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Supply Chain Risk

https://www.defensenews.com/air/2022/09/07/pentagon-suspends-f-35-deliveries-over-chinese-alloy-in-magnet/
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Awareness & Compliance – all levels
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Two lessons 
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Defense contractor sentenced to prison for 
providing fraudulent parts to military

https://www.justice.gov/usao-sdoh/pr/defense-contractor-sentenced-prison-providing-fraudulent-parts-military
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Need to understand the supply chain

Supply Chain Risk Management (SCRM), Ms. Jan Mulligan, ODASD(Logistics), Director of Supply, May 15, 2019, slide 9

11/2/202327

1st Tier 2nd Tier 3rd Tier/ Reliance on ChinsaProduct Line



Chinese Dependencies – break down

72% of Tier 3 suppliers 
reliant on Chinese 

Manufacturing

Tier 1 – 0.00% Tier 2 – 22.38% Tier 3 – 72.44% Total – 42.65%

Supply Chain Risk Management (SCRM), Ms. Jan Mulligan, ODASD(Logistics), Director of Supply, May 15, 2019, slide 9
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Key Idea – Security concerns

Upstream 
suppliers

“Your 
company”

Downstream 
suppliers

DoD customer

Performance Chain

People – Technology - Facilities
• Inspection
• Acceptance
• Then DoD Property

11/2/202329



Non-manufacturing Rule – (creates risk)

• Essential elements - ideas
• Procurement coded under Manufacturing NAICS code
• Purchase from a small business, thresholds apply
• Take ownership in accordance with industry practices
• Perform
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Exact product - definition
• The DLAD states –

•
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Additionally, the DLAD states – 
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Need to understand the supply chain

Supply Chain Risk Management (SCRM), Ms. Jan Mulligan, ODASD(Logistics), Director of Supply, May 15, 2019, slide 9
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Chinese Dependencies – break down

72% of Tier 3 suppliers 
reliant on Chinese 

Manufacturing

Tier 1 – 0.00% Tier 2 – 22.38% Tier 3 – 72.44% Total – 42.65%

Supply Chain Risk Management (SCRM), Ms. Jan Mulligan, ODASD(Logistics), Director of Supply, May 15, 2019, slide 9
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Operations Security

• Operations Security (OPSEC) is a systematic process to preserve 
friendly essential secrecy by identifying, controlling and protecting 
critical information and indicators that would allow adversaries or 
potential adversaries to identify and exploit friendly vulnerabilities.  
DLA must be ever vigilant when handling logistics information and 
must protect it at all times, especially when interacting with its 
vendor network.  Each DLA organization maintains Critical 
Information and Indicators Lists that identify unclassified but sensitive 
information that must be protected from disclosure.

Defense Logistics Agency Supply Chain Security Strategy, page 6
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Protecting 
Sensitive Data

Defense Logistics Agency Supply Chain Security Strategy, page 5

Much of DLA’s data is sensitive in nature.  

• Military specifications and standards, 
• Technical data packages (TDP), 
• Schematics, 
• Customer delivery destinations 
• Many other forms of exportable data 

-- subject to exploitation if in the wrong hands.  

For example –
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Supply Chain Security Strategy – Money Chart

11/2/202337

Proactive
Awareness

Action orientated
Resiliency focus



Supply Chain Security Strategy – Money Chart

11/2/202338

Resiliency!



Supply Chain Security Strategy – Money Chart
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Executive Order on America’s Supply Chains

• Section 1. Policy. 
• The United States needs resilient, diverse, and secure supply chains to ensure our 

economic prosperity and national security. 
• Pandemics and other biological threats, cyber-attacks, climate shocks and 

extreme weather events, terrorist attacks, geopolitical and economic 
competition, and other conditions can reduce critical manufacturing capacity and 
the availability and integrity of critical goods, products, and services. 

• Resilient American supply chains will revitalize and rebuild domestic 
manufacturing capacity, maintain America’s competitive edge in research and 
development, and create well-paying jobs. 

• They will also support small businesses, promote prosperity, advance the fight 
against climate change, and encourage economic growth in communities of color 
and economically distressed areas. 

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/02/24/executive-order-on-americas-supply-chains/

11/2/202340
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https://www.acq.osd.mil/log/LMR/.scrm_report.html/DoD_SCRM_Framework_Report_Phase_I.pdf



Industry and Academia Session Notes - Culture

11/2/202342

DoD - Supply Chain Risk Management Framework – page A-1 



Governance and Oversight
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DoD - Supply Chain Risk Management Framework – page A-1 



Supply Chain Resiliency vs Supply Chain Risk 
Management

11/2/202344

DoD - Supply Chain Risk Management Framework – page A-2 



Vulnerability vs Risk
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DoD - Supply Chain Risk Management Framework – page A-2 



The Airport(s)
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DoD - Supply Chain Risk Management Framework – page A-2 



Metrics
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DoD - Supply Chain Risk Management Framework – page A-2 



Other Strategic Takeaways
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DoD - Supply Chain Risk Management Framework – page A-7 



“Who is observing”

• Timescales are important. Vigilance is needed to 
watch what is happening across the world over time; 
things are shifting very slowly, who is observing? 
Vigilance equals National security – perception that 
there is no coordinated vigilance in the country. 
Vigilance is the price of economic security.

11/2/202349

DoD - Supply Chain Risk Management Framework – page A-7 



Terms used

• Supply Chain Risk
• Supply Chain Risk Management
• Supply Chain Resiliency

11/2/202350

DoD - Supply Chain Risk Management Framework – page A-2 



Missing Key Standards
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Importance of Risk Categories
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Resilient Supply Chains

11/2/202353

https://www.bis.doc.gov/index.php/documents/technology-evaluation/2958-100-day-supply-chain-review-report/file



Proposed definitions

11/2/202354

DoD - Supply Chain Risk Management Framework – page C-2 



Risk Categories

• Foreign Ownership Control or 
Influence (FOCI)

• Political and Regulatory
• Economic
• Environment
• Product Quality and Design
• Manufacturing and Supply

• Transportation and Distribution
• Financial
• Compliance
• Technology and Cybersecurity
• Human Capital
• Infrastructure

55

DoD - Supply Chain Risk Management Framework – page C-2 

11/2/2023



Sub-Categories

11/2/202356

112 Sub-
categories

DoD - Supply Chain Risk Management Framework – Appendix C 



Sub-Category: Compliance - Fraud

11/2/202357

DoD - Supply Chain Risk Management Framework – Appendix C 



Manufacturing & Supply -- examples

11/2/202358

DoD - Supply Chain Risk Management Framework – Appendix C 



QUESTIONS?

6/24/20 Page 7

OPENING THE QUESTIONS BOX

Click here to access 
 within the Control Panel

Type questions 
here at any time 
during a 
presentation

Click Send when ready to submit a question

USING THE QUESTIONS BOX

November 2, 2023



UPCOMING TRAINING - EVENTS

November 2, 2023



ACQUISITION HOUR LIVE WEBINAR SERIES

…More information and registrations at wispro.org/events

• November 8
Preparing for One-on-One Buyer Meetings

• November 15
Preparing a Winning Government Proposal

• November 29
Service Contracts with Federal Agencies 

• December 12
The HUBZone Program – Certification Benefits and Regulations
•  

November 3, 2023



GOVERNMENT CERTIFICATION WORKSHOPS

…More information and registrations at wispro.org/events

• October 12
Federal Certifications

• October 26
Local Certifications

• November 30
State Certifications
•  

November 2, 2023

MATC Goodman-South Campus
2429 Perry Street, Madison, WI 53713



CYBER FRIDAY LIVE WEBINAR SERIES

PRESENTED BY

• October 27
NIST SP 800.171 – 3.9 Personnel Security and 3.10 Physical Protection

• November 3
NIST SP 800.171 – 3.11 Risk Assessment and 3.12 Security Assessment

• November 9 (Thursday)
NIST SP 800.171 – 3.13 System and Communications Protection and 3.14 
System and Information Integrity 
 



November 2, 2023

December 5-7, 2023
MarketplaceWisconsin.com

Registration Now Open



SURVEY

November 2, 2023



This webinar is eligible for 1 CPE credit.
For a certificate of this credit please contact:

Jack Laufenberg
jackl@wispro.org 

CONTINUING PROFESSIONAL EDUCATION

November 2, 2023



PRESENTED BY
Wisconsin Procurement Institute (WPI)

www.wispro.org 

Marc Violante
Wisconsin Procurement Institute
marcv@wispro.org | 920-456-9990

10437 Innovation Drive Suite 320
Milwaukee WI  53226

November 2, 2023
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