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Webinar Etiquette

PLEASE

* | og into the GoToWebinar session with the name that you registered with online
= Place your phone or computer on MUTE
» Use the QUESTIONS option to ask your guestion(s).

= \We will share the questions with our guest speaker who will respond to the group

THANK YQOU!
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OPENING THE QUESTIONS BOX

Click here to access
within the Control Panel
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For Screenshots
Webinar ID: 649-315-259
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USING THE QUESTIONS BOX

Type questions
here at any time
during a

presentation - [Enter a question for staff]

Click Send when ready to submit a question f r
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Assisting Wisconsin businesses compete in the government marketplace.

WPI is Wisconsin’s APEX ACCELERATOR

The APEX Accelerators program, under management of the Department of Defense (DOD) Office of Small Business Programs
(OSBP), plays a critical role in the Department’s efforts to identify and engage with a wide range of businesses entering and
participating in the defense supply-chain. The program provides the education and training that all businesses need to
participate to become capable of participating in DOD and other government contracts.

WPI provides services to all of Wisconsin’s 72 counties
* Individual counseling at our offices, client’s facility or virtually
e Small group training — webinars and workshops

* Conferences including one on one buyer meetings — Marketplace, The Contracting Academy, Small Business
Academy, Wisconsin Federal Contractor Forum, Acquisition Hour, Cyber Fridays, DOD Roadmap series, Government
Opportunities Business Conference, End of Year Federal Contractor Update, Annual DOD Contract Management
Update, Evening FAR sessions and more......

WWW.WISpro.org



http://www.wispro.org/

WPI| OFFICE LOCATIONS

= MILWAUKEE

= Technology Innovation Center

= MADISON
= FEED Kitchens
= Dane County Latino Chamber of Commerce
= Wisconsin Manufacturing Extension Partnership
(WMEP)
= Madison Area Technical College (MATC)

= CAMP DOUGLAS

= Juneau County Economic Development
Corporation (JCEDC)

= EAU CLAIRE

= Western Dairyland

= FOND DU LAC

= Envision Greater Fond du Lac
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An APEX Accelerator

= GREEN BAY
= NWTC Startup Hub
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= LACROSSE

= Veterans in Professions

= MANITOWOC

» Progress Lakeshore

= OSHKOSH
= Greater Oshkosh
Economic Development Corporation

= SUPERIOR

= Small Business Dev Center;
UW Superior
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About Events Contracting with the Government Cyber & Security

Q Ssearch ...

WPI Client Dashboard

UPCOMING EVENTS
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January 31, 2025

1:00 pm - 2:00 pm
Acquisition Hour: SAM.gov - Tools for
Contracting

9:00 am - 12:00 pm
Government Certification Workshop -
State Certifications — Madison, WI

12:00 pm - 1:00 pm

Acquisition Hour: Overview of the
Contractor Performance Assessment
Reporting System (CPARS)

April 30, 2024 - May 3, 2024
Lieutenant Governor’s Small Business
Academy

8:00 am - 4:00 pm
10th Annual DoD Contract Management
Update — Appleton, Wi
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DFARS 252.204-7012

The Contractor shall
implement NIST SP 800-
171, as soon as practical, but

not later than December 31,

2017.
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National Institute of
Standards and Technology

The Contractor shall
notify the prime
Contractor (or next

higher-tier subcontractor)

when submitting a

request to vary from a
NIST SP 800-171 security

requirement.

When the Contractor
discovers a cyber incident that
affects a covered contractor
information system or the
covered defense information

residing therein, or that affects

the contractor's ability to

perform the requirements of
the contract.. the Contractor
shall rapidly report cyber

incidents to DoD.
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DFARS 252.204-7021

. . (b) Requirements. The
The Cybersecurity Maturity et dell e

k3
Model Certification (CMMCQC) .
N current (i.e. not older than
is a framework that

A 3 years) CMMC certificate
measures a contractor's \vv/ at the CMMC level
cybersecurity maturity to required by this contract
include the implementation and maintain the CMMC

of cybersecurit actices..
ybersecUrity pract certificate at the required

level for the duration of

the contract.
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Confirmed in 2013, the theft of data from the F-
35 Lightning Il represented one of the most
significant data breaches in world history.

Breach involved a series of units, funded and
operated by the PLA, identified as Advanced
Persistent Threats (APT).

Targets were companies within Lockheed
Martin’s supply chain.

Data was primarily unclassified, but controlled,
information.
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What is an Advanced Persisent Threat?

What's this

Via social manipulation Hackers secretly install

and spear phishing, malware to steal
hackers spread malware sensitive business data

A A

Q ¥ &

Infiltration

Investigation Discovery Occupation Exfiltration

v v v
Hackers assess the Threat actors steal encrypted

organization's cybersecurity data to make it harder to
protections and activate determine what was taken

attack paths

Hackers gather data to
identify their targets from
websites and social media
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Spear Phishing Email
with Attachment

Is this for real?

Okay, thanks!
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FAR 52.204-21, DFARS, NIST, and Beyond

DFARS S~ FAR

Qaas®y CUI REQUIREMENTS ~ ¥ CUI REQUIREMENTS

-

800-171

X

NIST IS0 INGST

Cybersecurity
Framework

An Evolution - Not a Departure

ACCELERATORS



The CMMC Final Rule was
published on October 15, 2024. It
BECAME effective on Dec 16,

2024, and can now enter
contracts and solicitations. Most
are anticipated in mid-2025 (Q2,
March-April anticipated).




FEDERAL REGISTER

-
The Daily Journal of the United States Government

For verifying contractors have
‘ implemented security

measures for FCl and CUI.

CMMC Program

Department of Defense

Year 1. 135 Assessments
Office of the Secretary Q Year 2: 673 Assessments
32 CFRPart 170 Year 3: 2,252 Assessments
Tiered Implementation
[Docket ID: DoD-2023-05-0063] VR GE AR SRS &
RIN 0790-AL49
Level 1
e Level 2 (Self)
Level 2 (C3PAO)
Final Requirements Level 3 (DIBCAC)
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Choosing a Level

CMMC Level Selection

An OSA will select the CMMC level it desires to attain. Once the CMMC Program is implemented, a DoD
solicitation will specify the minimum CMMC Status required to be eligible for award. One of four CMMC
Statuses will be specified:

OSA — Organization Seeking Assessment
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CMMC Levels and Requirements

TABLE

1—CMMC LEVEL AND ASSESSMENT REQUIREMENTS

Source & number of security

Plan of action & milestonas

CMMC stalus reqts. Aszassmeant regls. (POA&M) reqts. Affirmation regls.
Lewvel 1 {Self) ... 15 required by FAR clausa = Conducted by Organization Saaking As- Mot permilled ... | = After @ach assassmanit.
52 204=21. sassment (D5A) annually. * Entered inlo SPRS.
# Fesulls entared into SPRS [(or 12 suc-
cassor capability).
Lewvel 2 (Sell) ... 110 NIST SP BOO=-171 A2 ra- | » Conducted by OSA every 3 years ... Parmitted as defined in After sach assessment and
guired by DFARS clausa # Resulls entered into SPRS (or its suc- §170.21{a)2) and must be annually theraafter.
252 204-TOM 2. Cassor capability). closed out within 180 days. Assessment will lapse upon
= CMMC Status will be valid for three years Final CMMC Stalus will be failure to annually affirm.
from the CMMC Status Date as dafined in valid for three years from the Entered inlo SPRS (or itz
5170.4. Conditicnal CMME Status succassor capability).
Date.
Lewvel 2 110 NIST SP BOO-171 A2 re- | » Conducted by C3PAD every 3 years ... Parmitted as defined in After each assessment and
(C3PAD). guired by DFARS clausa # Resullz enterad inlo CMMC Emerprise &170.21{a)2) and must be annually theraailer.
252 204=T012. Mission Assurance Suppor Service closed out within 180 days. Aszessment will lapse upon
(eMASS) (or s succassor capability). Final CMMC Stalus will be failure to annually affirm.
= CMMC Status will be valid for three years valid for three years from the Entered inlo SPRS (or itz
from the CMMC Status Date as defined in Conditicnal CMME Status succassor capability).
5170.4. Data.
Lewvel 3 110 NIST SP BOO-171 A2 re- | » Pre-reqguisitea CMMC Status of Level 2 Parmitted as defined in After sach assessment and
(DIBCALC). guired by DFARS clausa (CAPAD) for the zame CMMC Assass- E170.21{a)(3) and must ba annually theraaller.

A' Wiscons
Procuret

252 204=7012.

24 salectad from NIST SP
B00=172 Fab2021, as de-
tailed in table 1 to
§170.14{c)(4).

mant Scope, for each Leaval 3 carification
assessment

Conducted by Defense Coniract Manage-
ment Agency (DCMA) Defensa Indusirial
Basza Cybersecurity Assessment Center
(DIBCAC) evary 3 yaars.

Resulls entered into CMMC eMASS (or s
successor capability).

CMMC Status will be valid for three years
from the CMMGC States Date as defined in
§170.4.

closed out within 180 days.
Final CMMC Status will be
valid for three years from the
Conditicnal CMME Status
Data.

Aszessment will lapse upon
failure to annually affirm.
Level 2 (C3PAD) affirmation
must alzo continwe to be
completad annually.
Entered into SPRS (or i1z
succassor capability).

a4 ' o o 'nstitute Institute
AN APEX ACCELERATOR

APE>X

ACCELERATORS



Supplier Performance Risk System

dLevel 1 _
dlLevel 2 (Self) | (' 
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What is FCI?

-ederal contract information (from 48 CFR 52.204-21)

means information, not intended for public release, that
is provided by or generated for the Government
under a contract to develop or deliver a product or
service to the Government, but not including
information provided by the Government to the public
'such as on public websites) or simple transactional
information, such as necessary to process payments.

ACCELERATORS



Key Points

15 Controls

That cover “an inch deep but mile
wide” through the information
protection landscape.

They Are Maturing
Are Echoed within NIST SP 800-171 Requirements

: : CMMC Level 1
Complying with FAR 52.204-21 requirements will
will always contribute to an introduce a more formal
attempt to comply with DFARS approach to compliance
252.204-7012

with these controls.

Considered Introductory

These controls represent
minimal efforts, expense, and
expertise to apply. “Common
Sense” security.

C\ATDD N,
W n M isiue APE>A<
AREX
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Controlled Unclassified
‘ Information (CUI) is information
that requires safeguarding or

Definition . . .
dissemination controls.

Q Archives.gov/cui/registry/category
-list

Categories

The National Archives
e and Records
Administration.

Executive Agent
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Safeguarding Covered Defense Information and

DFARS 252.204-7012

Cyber Incident Reporting

National Institute of
Standards and Technology
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The Contractor shall
implement NIST SP 800-
171, as soon as practical,

but not later than

December 31, 2017.

The Contractor shall
notify the prime
Contractor (or next

higher-tier subcontractor)

when submitting a

request to vary from a
NIST SP 800-171 security

requirement.

When the Contractor
discovers a cyber incident that
affects a covered contractor
information system or the
covered defense information

residing therein, or that affects

the contractor's ability to

perform the requirements of
the contract.. the Contractor
shall rapidly report cyber

incidents to DoD.
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252.204-7021 Cybersecurity Maturity Model Certification Requirements.

As prescribed in 204.7503(a) and (b), insert the following clause:
CYBERSECURITY MATURITY MODEL CERTIFICATION REQUIREMENTS (JAN 2023)

(a) Scope. The Cybersecurity Maturity Model Certification (CMMC) CMMC is a framework that measures a contractor's cybersecurity maturity to include the
implementation of cybersecurity practices and institutionalization of processes (see https://www.acg.osd.mil/cmmc/index.html of ).

(b) Reguirements. The Contractor shall have a current (i.e. not older than 3 years) CMMC certificate at the CMMC level required by this contract and maintain the
CMMC certificate at the required level for the duration of the contract.

(¢} Subcontracts. The Contractor shall—

(1) Insert the substance of this clause, including this paragraph (c), in all subcontracts and other contractual instruments, including subcontracts for the
acquisition of commercial products or commercial services, excluding commercially available off-the-shelf items; and

(2) Prior to awarding to a subcontractor, ensure that the subcontractor has a current (i.e., not older than 3 years) CMMC certificate at the CMMC level that is
appropriate for the information that is being flowed down to the subcontractor.

WAID) APESX

a ' ] ] Institute
AN APEX ACCELERATOR ACCELERATORS




Supplier Performance Risk System
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Supplier Performance Risk System
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CMMC Assessment

Pre-Assessment: Post Assessment:
- Hire a C3PAO Submits report to Cyber-AB.

Assessment. _ -
_ Provide SSP and CMMC-AB performs quality

Interview CHiSEK

Supportin
PP 9 CMMC-AB issues report that

Documentation Examine confirms certification..

- Schedule Assessment Test May allow limited use of
POAM.
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CYBER

ABOUT US ACCREDITATION RESOURCES CHMC ECOSYSTEM NEWS & EVENTS v | MARKETPLACE | CAICO

www.cyberab.org
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If the overall scoring of the Assessment after placing eligible items on the
Limited Practice Deficiency Correction program results in less than

80% (88/110 practices “MET”), the OSC will receive a final finding of “Not
Achieved” for CMMC Level 2 Certification. The OSC will be required to
correct deficiencies and reapply for CMMC L2 Certification.

If the overall scoring of the Assessment after placing items on the Limited
Practice Deficiency Correction program results in greater than or equal to
80% (88/110 practices “MET”), the OSC will be required to correct

deficiencies.

APE>X
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Estimates available are now
stating that as many as 40,000
companies may end up requiring

a CMMC L2 assessment —

representing around 35% of all
DIB Contractors.




The Cyber-AB has stated that as
many as 200 assessors per month
are going to continue moving

through the assessment training
program to become CMMC
Certified Assessors (CCA).




Matthew Frost

mattf@wispro.org
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Q U EST I O N S? OPENING THE QUESTIONS BOX

Click here to access
within the Control Panel

For Screenshots

Webinar ID: 649-315-259

&8 GoToWebinar

USING THE QUESTIONS BOX

Type questions
here at any time
during a

presentation - [Enter a question for staff]

Click Send when ready to submit a question f
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UPCOMING TRAINING - EVENTS
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ACQUISITION HOUR LIVE WEBINAR SERIES

The Acquisition Hour webinar series covers a range of topics from market entry, sales growth, small business certifications,
compliance, and more. Attendees receive 1 CPE credit for attending.

January 31 - CMMC Update — January 2024

February 18 — Federal Contracting: Contract Methods and Types of Contracts

February 19 — Mastering Federal Construction Contract Performance

February 26 — Understanding the US SBA and DOD Mentor Protégé Programs (MPP)

A ' D Wisconsin
Procurement

FA N ‘ Institute
An APEX Accelerator

...More information and registrations at wispro.org/events



CYBER FRIDAY LIVE WEBINAR SERIES

Cyber Friday is a series of one-hour webinars focusing on critical topics for DOD contractors and subcontractors in cyber
security, data security, and CMMC. Attendees receive 1 CPE credit for attending.

* February 28 - CMMC: Are You Ready for a C3PAO Assessment?
* March 28 - CMMC: Federal Cybersecurity Requirements — Who Must Comply?

e April 25 - CMMC: Maintaining Your CMMC Certification

A ' D Wisconsin
Procurement

FA N ‘ Institute
An APEX Accelerator

...More information and registrations at wispro.org/events
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CONTINUING PROFESSIONAL EDUCATION

NGCMA

®
NATIONAL CONTRACT MANAGEMENT ASSOCIATION

This webinar is eligible for .5 CPE credit.
For a certificate of this credit please contact:
Neelu Patil
neelagangap@wispro.org

NCM A
January 31, 2025 WISCONSIN
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PRESENTED BY

Wisconsin Procurement Institute (WPI)
WWW.WISpPro.org

Matt Frost

Wisconsin Procurement Institute
mattf@wispro.org | 608-293-0920

10437 Innovation Drive Suite 320
Milwaukee WI 53226

Januar y 31, 2025
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