
Cyber Thursday: 

CMMC and ITAR – Navigating 

the differences between the 

requirements and 

understanding where they 

overlap

October 30 | 11:00 am - Noon

Presented by:

Matt Frost, Wisconsin Procurement Institute



WPI is Wisconsin’s APEX ACCELERATOR

The APEX Accelerators program, under management of the Department of Defense (DOD) Office of Small Business 
Programs (OSBP), plays a critical role in the Department’s efforts to identify and engage with a wide range of businesses 
entering and participating in the defense supply-chain. The program provides the education and training that all businesses 
need to participate to become capable of participating in DOD and other government contracts.

WPI provides services and training to all of Wisconsin’s 72 counties 

• Individual counseling at our offices, client’s facility or virtually 

• Small group training – webinars and workshops including Acquisition Hours, Cyber Fridays, Evening FAR sessions, 
Federal Market Insights and Local Government Sales Opportunities

• Conferences the Governors Marketplace, The Contracting Academy (TCA), WEDCs Small Business Academy, 
Wisconsin Federal Contractor Forum [DC and in-state], Government Opportunities Business Conference GOBC) 
with WI military bases, End of Year Federal Contractor Update, Annual DOD Contract Management Update, and 
more……

www.wispro.org

Assisting Wisconsin businesses compete in the government marketplace.
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http://www.wispro.org/
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WPI OFFICE LOCATIONS

▪ MILWAUKEE
▪ Technology Innovation Center

▪ MADISON
▪ FEED Kitchens

▪ Dane County Latino Chamber of Commerce

▪ Wisconsin Manufacturing Extension Partnership 

(WMEP)

▪ Madison Area Technical College (MATC)

▪ CAMP DOUGLAS
▪ Juneau County Economic Development 

Corporation (JCEDC)

▪ EAU CLAIRE
▪ Western Dairyland

▪ FOND DU LAC
▪ Envision Greater Fond du Lac

▪ GREEN BAY 
▪ NWTC Startup Hub

▪ LACROSSE
▪ Veterans in Professions

▪ MANITOWOC
▪ Progress Lakeshore

▪ OSHKOSH
▪ Greater Oshkosh 

 Economic Development Corporation

▪ SUPERIOR
▪ Small Business Dev Center; 

 UW Superior 
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N U L L A  S E D  C O N S E Q U A T  T O R T O R



An Evolution – Not a Departure

FAR 52.204-21, DFARS, NIST and CMMC



Controlled Unclassified 

Information (CUI) is information 

that requires safeguarding or 

dissemination controls.
Definition

Categories

Executive Agent

Archives.gov/cui/registry/category

-list

The National Archives 

and Records 

Administration.

1

2

3



Reports/Charts/Notes

Emails/Bills of Material

Contracts, 

Subcontracts, 

Purchase Orders

1

2

3



CMMC Levels and Requirements



N U L L A  S E D  C O N S E Q U A T  T O R T O R
International Traffic in Arms Regulations:
Laws that regulate the manufacture, export, and transfer of 
defense-related articles, services, and technical data.



Military Equipment

Components

Weapons

Articles

Services

Technical Data

Training

Military Support

Drawings

Models

Code

Specifications

1

2

3
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Focus:

• Cybersecurity 

Controls

• How the Data is 

Secured

Focus:

• Tracking Export 

and Handling

• Who can access 

the data







❑Title 22

ITAR:  DDTC

❑  pmddtc.state.gov



CUI

❑  archives.gov/cui/registry/category-list
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N U L L A  S E D  C O N S E Q U A T  T O R T O R



❑Identify and Label:  Label all CUI and ITAR, often 

applying both labels

❑Track and Log:  Accountability of data, and 

understanding data movements, critical

❑Encrypt and Control:  Encrypt once, at the proper level, if 

you handle both types of information (ITAR has higher 

encryption requirements and data handling requirements)

Not So Different…



❑Access Control:  Section 3.1 of CMMC 2.0 works directly 

towards ITAR Requirements

❑Compliance Management:  Managing compliance 

programs requires dedicated effort and awareness.

❑Training and Handling:  Regularly training employees on 

the proper handling has a real effect and satisfies 

compliance requirements of both regulations.

Direct Overlaps



The Intentions Aligned

The Contractor shall 

notify the prime 

Contractor (or next 

higher-tier subcontractor) 

when submitting a 

request to vary from a 

NIST SP 800-171 security 

requirement.

When the Contractor 

discovers a cyber incident that 

affects a covered contractor 

information system or the 

covered defense information 

residing therein, or that affects 

the contractor’s ability to 

perform the requirements of 

the contract…  the Contractor 

shall rapidly report cyber 

incidents to DoD.

The Contractor shall 

implement NIST SP 800-

171, as soon as practical, 

but not later than 

December 31, 2017.



Matthew Frost

mattf@wispro.org

mailto:mattf@wispro.org
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Upcoming Events
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…More information and registrations at wispro.org/events

• November 5 – Certification Programs for Women and Veteran Owned Businesses

• November 12 – Getting Started w DLA/DIBBS for Contractor & Subcontractors Part 1

• November 19 – Getting Started w DLA/DIBBS for Contractor & Subcontractors Part 2

• December 3 – DCMA Overview

• December 17 –  Understanding the US SBA and DOD Mentor Protégé Programs (MPP)

The Acquisition Hour webinar series covers a range of topics from market entry, sales growth, small business 
certifications, compliance, and more. Attendees receive 1 CPE credit for attending.
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…More information and registrations at wispro.org/events

• November 20 – Federal Cyber Update – Review of current regulations

• December 18 – CMMC – From Top to Bottom – A Program Review

Cyber Friday is a series of one-hour webinars focusing on critical topics for DOD contractors and subcontractors in 
cyber security, data security, and CMMC. Attendees receive 1 CPE credit for attending.
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Featured Newsletters
Visit wispro.org to sign up for our monthly newsletters

Acquisition Alert | Cyber Newsletter
Events Newsletter
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This webinar is eligible for 

1 CPE credit
To receive a certificate of completion, contact

apexaccelerator@wispro.org
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PRESENTED BY
Wisconsin Procurement Institute (WPI)

www.wispro.org 

Matt Frost
Wisconsin Procurement Institute

MatthewF@wispro.org | 414-270-3600

10437 Innovation Drive Suite 320
Milwaukee WI  53226

http://www.wispro.org/
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