
Cyber Thursday: 

Federal Cyber Update – a 

Review of current regulations in 

effect and where they stand
November 20 | 11:00 am - Noon

Presented by:

Matt Frost, Wisconsin Procurement Institute



WPI is Wisconsin’s APEX ACCELERATOR

The APEX Accelerators program, under management of the Department of Defense (DOD) Office of Small Business 
Programs (OSBP), plays a critical role in the Department’s efforts to identify and engage with a wide range of businesses 
entering and participating in the defense supply-chain. The program provides the education and training that all businesses 
need to participate to become capable of participating in DOD and other government contracts.

WPI provides services and training to all of Wisconsin’s 72 counties 

• Individual counseling at our offices, client’s facility or virtually 

• Small group training – webinars and workshops including Acquisition Hours, Cyber Fridays, Evening FAR sessions, 
Federal Market Insights and Local Government Sales Opportunities

• Conferences the Governors Marketplace, The Contracting Academy (TCA), WEDCs Small Business Academy, 
Wisconsin Federal Contractor Forum [DC and in-state], Government Opportunities Business Conference GOBC) 
with WI military bases, End of Year Federal Contractor Update, Annual DOD Contract Management Update, and 
more……

www.wispro.org

Assisting Wisconsin businesses compete in the government marketplace.
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▪ MILWAUKEE
▪ Technology Innovation Center

▪ MADISON
▪ FEED Kitchens
▪ Dane County Latino Chamber of Commerce
▪ Wisconsin Manufacturing Extension Partnership 

(WMEP)
▪ Madison Area Technical College (MATC)

▪ CAMP DOUGLAS
▪ Juneau County Economic Development 

Corporation (JCEDC)

▪ EAU CLAIRE
▪ Western Dairyland

▪ FOND DU LAC
▪ Envision Greater Fond du Lac

▪ GREEN BAY 
▪ NWTC Startup Hub

▪ LACROSSE
▪ Veterans in Professions

▪ MANITOWOC
▪ Progress Lakeshore

▪ OSHKOSH
▪ Greater Oshkosh 

Economic Development Corporation

▪ SUPERIOR
▪ Small Business Dev Center; 

UW Superior 
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Federal Cyber Update:

A Review of Current 

Regulations

November 20th, 2025



01 The Federal Position on Zero Trust

02 FAR, DFARS, CMMC, and still more Acronyms

03 Foreign Ownership, Control, or Influence 
(FOCI – another acronym) 
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❑Evolving Adversaries; increased use of 

AI-enabled Tradecraft

❑EO 14028 

❑OMB M-22-09

❑DOD Memo:  DoD COTS Information and 

Communications Technology SCRM

Why Now?



Key Points:  EO 14028

Agencies must advance towards a 
Zero Trust Architecture and plan 
for cloud migration accordingly.

M o d e r n i z e  a n d  M o v e  t o  Z e r o  Tr u s t

E D R ,  S B O M S ,  e t c

C y b e r  S a f e t y  R e v i e w  B o a r d

M F A  &  E n c r y p t i o n  M a n d a t e

CSRB to review major incidents 
and recommend fixes.

All agencies must adopt multi-
factor authentication and 
encrypt data regardless of 
system designation.

Mandates the 
implementation of more 
advanced EDR tools and 
the use of SBOMs, 
highlighting the 
importance of software as 
a key to government 
systems.



Key Points:  OMB M-22-09

Required agencies to meet 
specific cybersecurity objectives 
by end of FY 2024.

M o d e r n i z e  a n d  M o v e  t o  Z e r o  Tr u s t

O n l y  G o i n g  To  P r o g r e s s

Z e r o  Tr u s t  L e a d

T h e  F i v e  P i l l a r s

Must be designated within 30 
days – submit a plan through FY 
2024.

Goals were organized according 
to the Five Pillars of Zero Trust.  
Identity, Devices, Networks, 
Ampplications & Workloads, 
Data.

Efforts to harden the DOD 
and Federal Agencies 
against Cyber Attacks have 
been a consistent push 
from the Executive level of 
the Federal Government 
since. 2012.







NIST Cybersecurity Framework (CSF) 

2.0 – Mar 2025

NIST CSF 2.0

CISA Implementation
Report

OMB M – 25 - 04

CISA Zero Trust Architecture 

Implementation Report – Jan 2025

FY25 FISMA Guidance – pushing 

Zero Trust Maturity progress through 

2025, aligning ZT Implementation 

with NIST CSF 2.0
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N U L L A  S E D  C O N S E Q U A T  T O R T O R
Five Pillars:
Identity, Devices, Networks, Applications & Workloads, Data



The Alignment

NIST CSF 2.0

NIST CSF is being leveraged by the 

Federal Government as a 

governance methodology that 

includes the management and 

oversight of ZT Implementation. 

ZT is now a tactical doctrine for 

how information systems are to be 

evaluated and secured.

NIST SP 800-207

Zero Trust 

Architecture



❑Baseline:  Inventory, Identity Consolidation, Endpoint 

EDR, Logging

❑Build:  Risk-Based Access, Device Posture Gating, App-

Level Authorization, Data Labeling

❑Scale:  Automation (SOAR), Continuous Verification, 

Policy-As-Code, Microsegmentation

❑Optimize:  Enterprise-wide Observability, Automated 

least-privilege, continuous ATO

Summary of Zero Trust Roadmap
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Regulations
FAR 52.204.-21
DFARS 252.204-7012
DFARS 252.204-7019/7020
DFARS 252.204-7021



An Evolution – Not a Departure

FAR 52.204-21, DFARS, NIST, and Beyond



15 Controls

Self-Attestation

1

2

3 Bare Minimum



Federal contract information (from 48 CFR 52.204-21) 
means information, not intended for public release, that 
is provided by or generated for the Government 
under a contract to develop or deliver a product or 
service to the Government, but not including 
information provided by the Government to the public 
(such as on public websites) or simple transactional 
information, such as necessary to process payments.

What is FCI?



FAR 52.204-21

The 
Contractor shall apply 
the following 
basic safeguarding requ
irements and 
procedures to 
protect covered 
contractor information 
systems. 

Covered contractor information 
system means an information 
system that is owned or operated by a 
contractor that processes, stores, or 
transmits Federal contract information.



Key Points

That cover “an inch deep but mile 
wide” through the information 
protection landscape.

1 5  C o n t r o l s

T h e y  A r e  M a t u r i n g

C o n s i d e r e d  I n t r o d u c t o r y

A r e  E c h o e d  w i t h i n  N I S T  S P  8 0 0 - 1 7 1  R e q u i r e m e n t s

These controls represent 
minimal efforts, expense, and 
expertise to apply.  “Common 
Sense” security.

Complying with FAR 52.204-21 
will always contribute to an 
attempt to comply with DFARS 
252.204-7012

CMMC Level 1 
requirements will 
introduce a more formal 
approach to compliance 
with these controls.



Reports/Charts/Notes

Emails/Bills of Material

Contracts, 

Subcontracts, 

Purchase Orders

1

2

3



Regulations
FAR 52.204.-21
DFARS 252.204-7012
DFARS 252.204-7019/7020
DFARS 252.204-7021



Controlled Unclassified 

Information (CUI) is information 

that requires safeguarding or 

dissemination controls.
Definition

Categories

Executive Agent

Archives.gov/cui/registry/category

-list

The National Archives 

and Records 

Administration.
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Safeguarding Covered Defense Information and 

Cyber Incident ReportingDFARS 252.204-7012

The Contractor shall 

notify the prime 

Contractor (or next 

higher-tier subcontractor) 

when submitting a 

request to vary from a 

NIST SP 800-171 security 

requirement.

When the Contractor 

discovers a cyber incident that 

affects a covered contractor 

information system or the 

covered defense information 

residing therein, or that affects 

the contractor’s ability to 

perform the requirements of 

the contract…  the Contractor 

shall rapidly report cyber 

incidents to DoD.

The Contractor shall 

implement NIST SP 800-

171, as soon as practical, 

but not later than 

December 31, 2017.



14 Families

110 Controls

1

2

3

252.204-7012 Safeguarding 
Covered Defense Information 
and Cyber Incident Reporting

Self-Attestation



14 Families – 110 Controls – 320 Audit Objectives

• Access Control

• Awareness and Training

• Audit and Accountability

• Configuration Management

• Identification & Authentication

• Incident Response

• Maintenance

• Media Protection

• Personnel Security

• Physical Protection

• Risk Assessment

• Security Assessment

• System and Communications 

Protection

• System and Information 

Integrity



Chapter 3:  Page 9 NIST SP 800-171r2

Nonfederal organizations describe, in a system security plan, how the security requirements are met 

or how organizations plan to meet the requirements and address known and anticipated threats. The 

system security plan describes: the system boundary; operational environment; how security 

requirements are implemented; and the relationships with or connections to other systems.

Nonfederal organizations develop plans of action that describe how unimplemented security 

requirements will be met and how any planned mitigations will be implemented.

Organizations can document the system security plan and the plan of action as separate or combined 

documents and in any chosen format.

NIST SP 800-171r2



System Security Plan

HELLO

• Living Document

• Plan of Actions and Milestones (POAM)

• Defines Categorization for the Information System

• Provides an Overview of the Security Requirements for the information system

• Describes the Security Controls in place for those requirements

By Definition



NIST Special Publication 800-18 

Revision 1

Guide for Developing Security Plans 

for Federal Information Systems
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NIST Special Publication 800-171r2  

Protecting Controlled Unclassified 

Information in Nonfederal Systems 

and Organizations

NIST Special Publication 800-171A

Assessing Security Requirements for 

Controlled Unclassified Information
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Milestones for meeting the 

tasks

Plan of Action and Milestones

Scheduled completion dates 

for the milestones

Resources required to 

accomplish the elements of 

the plan

Tasks that need to be 

accomplished



Additional Internal 
Documents

HELLO

• Business Continuity Plans

• Disaster Recovery Plans

• Plan of Action and 
Milestones

• Acceptable Use Plan

• Business Process Flow

• Network Diagram

The Laundry List



Regulations
FAR 52.204.-21
DFARS 252.204-7012
DFARS 252.204-7019/7020
DFARS 252.204-7021



❑ Effects all contracts awarded on 

and after 30 NOV 2020.  

❑ No existing minimum score 

requirements.

❑ Prime Contractor cannot access 

your score in SPRS – they must 

request from vendor directly.

DFARS 252.204-7019

DFARS 252.204-7020
Why a Self-Assessment?



NIST MEP Cybersecurity Self-

Assessment Handbook for Assessing 

NIST SP 800-171 Security 

Requirements in Response to DFARS 

Cybersecurity RequirementsNI
ST
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NIST Special Publication 800-171A

Assessing Security Requirements for 

Controlled Unclassified Information

DoD Memo

DoD Guidance for Reviewing System 

Security Plans and the NIST SP 800-

171 Security Requirements
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NIST Basic 
Assessment and Score
❑ Conduct a NIST SP 800-171 

Basic Assessment

❑ Post Summary Level Scores 

in the Supplier Performance 

Risk System (SPRS)

❑ Summary Level Scores 

cannot be older than 3 years

NIST SP 800-171 DOD Assessment Requirements 

(Provision)
DFARS 252.204-7019



I N F O R M A T I O N P R I N T E D  M A T E R I A LS E C U R I T Y  A S S E T S

− Digital Hardware

− Software

− Cloud Services

− Job Travelers

− Diagrams & Drawings

− Work Instructions / TO’s

P E R S O N N E L

− U.S Persons

− Principle of Least Privilege 

− CUI (Drawings, Parts Lists)

− FCI (Contracts, RFQs)

− EAR/ITAR

SCOPING THE ASSESSMENT



Includes a determination statement related to the CUI 

security requirement that is the subject of the 

assessment.  

Ex.  3.1.3 Control the flow of CUI in accordance with 

approved authorizations

A S S E S S M E N T  C o n t r o l s

A S S E S S M E N T  M E T H O D S

A S S E S S M E N T  O B J E C T S

Define the nature and the extent of the assessor’s 

actions.  They include examine, interview, and test.

Ex.  3.1.3 Examine architectural solutions to control 

flow of system data.

Identify specific items being assessed and can 

include specifications, mechanisms, activities, and 

individuals.

Ex. 3.1.3 Network Diagrams, Business Process Flow 

Diagrams

A s s e s s m e n t  P r o c e s s

Assess each of the NIST SP 800-171 controls 

using the NIST SP 800-171A to ensure all 

audit points are covered.

FAR 
52



N U L L A  S E D  C O N S E Q U A T  T O R T O R



Regulations
FAR 52.204.-21
DFARS 252.204-7012
DFARS 252.204-7019/7020
DFARS 252.204-7021



For verifying contractors have 

implemented security 

measures for FCI and CUI.
CMMC Program

Tiered Implementation

Final Requirements

Year 1:  135 Assessments

Year 2:  673 Assessments

Year 3: 2,252 Assessments

Year 4:  4,452 Assessments

Level 1

Level 2 (Self)

Level 2 (C3PAO)

Level 3 (DIBCAC)

1
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Choosing a Level

OSA – Organization Seeking Assessment



CMMC Levels and Requirements



❑Level 1

❑Level 2 (Self)

❑Level 2 (C3PAO)

❑Level 3

Supplier Performance Risk System



Level 2 (Self)

Level 2 (Self) is a self-assessment to 
secure CUI processed, stored, or 
transmitted in the course of fulfilling the 
contract. The OSA must comply with the 
110 Level 2 security requirements derived 
from NIST SP 800-171 R2.



Level 2 (C3PAO)

Level 2 (C3PAO) differs from Level 2 (Self) 
in the method of verifying compliance. 
OSAs must hire a C3PAO to conduct an 
assessment of the OSA's compliance with 
the 110 security requirements of NIST SP 
800-171 R2. OSAs can shop for C3PAOs on 
the CMMC Accreditation Body (AB) 
Marketplace.



N U L L A  S E D  C O N S E Q U A T  T O R T O R

If the overall scoring of the Assessment after placing eligible items on the 
Limited Practice Deficiency Correction program results in less than 
80% (88/110 practices “MET”), the OSC will receive a final finding of “Not 
Achieved” for CMMC Level 2 Certification. The OSC will be required to 
correct deficiencies and reapply for CMMC L2 Certification. 

If the overall scoring of the Assessment after placing items on the Limited 
Practice Deficiency Correction program results in greater than or equal to 
80% (88/110 practices “MET”), the OSC will be required to correct 
deficiencies.



❑The 48 CFR governs the Federal Acquisition 

Regulations (FAR) System.

❑32 CFR defined the requirements.  48 CFR now 

makes it enforceable in actual contracts.

Why the 48 CFR?



Key Points:  48 CFR 204, 212, 217 and 252

The final DFARS rule titled 
“Asessing Contractor 
Implementation of Cybersecurity 
Requirements (DFARS Case 2019-
D041)” was published.

T h e  N e w  D F A R S  r u l e

F l o w  D o w n  R e q u i r e m e n t s

P h a s e d  R o l l o u t  o f  C M M C  B e g i n s  N o v e m b e r  1 0 ,  2 0 2 5

C o n t r a c t u a l  C l a u s e s  A d d e d

Phase I:  Level 1 and 2 self-assessments (November 2025)
Phase II:  Level 2 (C3PAO) requirements (November 2026)
Phase III:  Level 3 (DIBCAC) requirements (November 2027)

The key contractual clause 
DFARS 252.204-7021 was added.

Prime contractors must 
ensure their subcontractors 
are also appropriately 
certified.



DFARS 252.204-7025 (Notice of Cybersecurity 

Maturity Model Certification Level Requirements)
The CMMC level required by this solicitation is: ___________. This CMMC level or 

higher (see 32 CFR part 170)is required prior to award for each contractor 

information system that will process, store, or transmit Federal contract 

information (FCI) or controlled unclassified information (CUI) during performance 

of the contract.

A New and Important DFARS Clause



❑Review Existing Contracts:  If your existing contracts 

have DFARS 252.204-7012, 252.204-7019, or 252.204-7020 

– CMMC Level 2 is likely your goal.

❑Talk to your buyers:  If you haven’t heard from your 

primes about CMMC already – you need to start this 

conversation about what they anticipate you requiring.

❑Get Help and Make a Plan:  You are likely not prepared.  

Get yourself prepared.

Ahhhhhh, What Do I Do?!



Get Moving

• Map out a Plan

• Review your 

Documentation

• What about Your 

Suppliers?!

CMMC will be a 

MANDATORY 

requirement.

This represents the 

transition from Self-

Attestation to 3rd Party 

Validation.
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FOCI:

When a foreign person or entity 

is in a position of power, giving 

them access to classified or 

proprietary information and the 

ability to affect outcomes.

What is FOCI?



Gauge Your Risk

CMMC will be a 

MANDATORY 

requirement.

This represents the 

transition from Self-

Attestation to 3rd Party 

Validation.



How can it affect you?



Definitions



Definitions



Types of Influence
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…More information and registrations at wispro.org/events

• November 5 – Certification Programs for Women and Veteran Owned Businesses

• November 12 – Getting Started w DLA/DIBBS for Contractor & Subcontractors Part 1

• November 19 – Getting Started w DLA/DIBBS for Contractor & Subcontractors Part 2

• December 3 – DCMA Overview

• December 17 – Understanding the US SBA and DOD Mentor Protégé Programs (MPP)

The Acquisition Hour webinar series covers a range of topics from market entry, sales growth, small business certifications, 
compliance, and more. Attendees receive 1 CPE credit for attending.
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…More information and registrations at wispro.org/events

• December 18 – CMMC – From Top to Bottom – A Program Review

• January 22 – CMMC: Correctly Scoping Your Environment

• February 26 – CMMC: Control Set Series: 3.1 Access Control

• March 26 – CMMC: Control Set Series: 3.2 Awareness and Training

• April 30 – CMMC: Control Set Series: 3.3 Audit and Accountability

• May 28 – CMMC: Control Set Series: 3.4 Configuration Management

Cyber Friday is a series of one-hour webinars focusing on critical topics for DOD contractors and subcontractors in cyber 
security, data security, and CMMC. Attendees receive 1 CPE credit for attending.
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Featured Newsletters
Visit wispro.org to sign up for our monthly newsletters

Acquisition Alert | Cyber Newsletter
Events Newsletter



November 20 2025

This webinar is eligible for 

1 CPE credit

To receive a certificate of completion, contact
apexaccelerator@wispro.org
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PRESENTED BY
Wisconsin Procurement Institute (WPI)

www.wispro.org

Matt Frost
Wisconsin Procurement Institute

MatthewF@wispro.org | 414-270-3600

10437 Innovation Drive Suite 320
Milwaukee WI  53226

http://www.wispro.org/
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